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5 BBEAEH BIEPBbIE

UHpopmayusi 06 usmMeHeHUsIX K HacmosiuemMy cmaHdapmy nybnukyemcs 8



exXea200Ho uzdasaeMoM UHGOPMaUUOHHOM yKkazamere "HauyuoHarnbHbie
cmaHOapmel”, a mekcm U3MeHeHUU U MorpaesokK - 8 eXXeMecsiYHoO usdasaeMbix
UHGOpMaUUOHHBbIX yka3amernsx "HayuoHanbHblie cmaHdapmel". B criyyae
rnepecmompa (3aMeHbl) Uunu OmmMeHbl Hacmosiweao cmaHd0apma coomseemcemayruiee
yesedomrieHue 6ydem ornybriukog8aHO 8 exeMecsiHHO u3ddagaeMom UHQOPMaUuUuOHHOM
yka3zamersie "HauyuoHarnbHble cmaHOapmsbl”. Coomeemcmeyrowjasi UHgpopmayus,
ysedomMmrieHUe U meKcmbl pa3Mewjaromcesi makxe 8 UHhopMayuoHHOU cucmeme
obwezo nonb3oeaHus - Ha oguyuanbHOM catime PedepasibHO20 azeHmcmea o
MexXHUYEeCKOMY pea2ynuposaHuro U Memposioauu 8 cemu UHmepHem

BBenoeHue

Yro Takoe nHcpopmaumMoHHaa 6e30nacHOCTbL?

NHpopmaums - 3To akTmB, KOTOPbIX, NOAOOHO APYrMM akTMBaMm opraHu3aumm,
MMEET LEHHOCTb 1, cneaoBaTeribHO, AOMKEH ObITh 3aWMLEeH Hagnexalinm obpasom.
MHdopmaumoHHasa 6e3onacHOCTb 3awmuiaeT MHopMaLmio OT LUMPOKOro AMana3oHa
yrpos c uenbto obecneyeHns yBepeHHOCTM B HENPEPbLIBHOCTM BU3HECa, MUHUMM3ALNN
ywiep0ba, nonyyYeHns MmakcMmanbHON OTAaun OT MHBECTULUI, a TaKKe peannsaumm
noTeHuManbHbIX BO3MOXHOCTEN BuaHeca.

NHdopmauma MoxeT cywlecTBoBaTb B pas3nuyHblix popmax. OHa MoxeT ObITb
Hane4yataHa UnNu HanucaHa Ha bymare, XpaHUTbCS B ANIEKTPOHHOM BUAE,
nepegaBaTbCs MO NOYTE UMKN C UCMONb30BaHMEM 3JTIEKTPOHHbIX CPEACTB CBA3M,
OEeMOHCTPUPOBAaTLCA Ha NIeHKe UnNn ObiTb BbipaxeHa YCTHO. be3oTHocuTensLHO
POpMbl BblpaXXeHnst MHopmaLmm, CPeACTB ee pacnpoCTPaHEHUS U XpaHeHUs OHa
OOIMKHa Bcerga 6biTb afekBaTHO 3allyLLeHa.

NHdopmaLmoHHasa 6e30nacHOCTb - MexaHu3M 3aLuTbl, 06ecnevnBatoLLnii:

- KOHPMAEHUMANBHOCTb: JOCTYN K UHGOPMaLMN TONBKO aBTOPMU30BaAHHbIX
nonb3oBaTENewn;

- LLENOCTHOCTb: JOCTOBEPHOCTb U MOMHOTY MHOpPMaLMM U METOA0B ee 00paboTky;

- AOCTYMHOCTb: AOCTYN K MHCpOpMaL KN 1 CBSI3aHHLIM C HEN akTMBaM
aBTOPU30BaHHbIX NONb30BaTenen no Mepe Heob6xoaNMOCTH.

NHpopmaymoHHaa 6e3onacHOCTb AoCcTUraeTca nyTem peanusauum
COOTBETCTBYIOLLEro KOMMeKkca MeponpusaTUin rno ynpasneHnio MHPOpMaLOHHOM
6e30nacHOCTbIO, KOTOpPbIe MOTrYT BbITb NPeAcTaBfeHbl NONUTUKaMu, MeTogamu,
npouenypamu, opraHn3auMoHHbIMU CTPYKTYpamMm U (OYHKLUAMM NPOrpamMMHOro
obecneyeHnd. YkasaHHble MepPONPUATUS AOIKHbI 06ecneynTb AOCTUXKEHNE Lenen
NHGOPMaLMOHHOM 6e30MacHOCTU OpraHn3aunn.

HeobxopgumocTb MHpopmaLMoOHHON Ge3onacHOCTHU

MHdopmaumsa, nogaepxmsatroLimne ee npoLeccehl, MHPOPMaLUMOHHbIE CUCTEMbI U
ceTeBasi MH(ppacTpyKTypa SBAATCH CYLLECTBEHHbIMM aKTUBaMn opraHmsauumu.
KoHpu1aeHUunanbHOCTb, LeNoCTHOCTb U OCTYNHOCTb MHGbOpMaL MM MoryT
CyLLeCTBEHHO crnocobcTBoBaTh 06ecrneyeHnto KOHKYPEHTOCNOCOBHOCTH, NIUKBUAHOCTH,



A0XOOHOCTM, COOTBETCTBUS 3aKOHOA4ATENbCTBY M AENOBOM penyTaLuum opraHnsaunm.

OpraHunzauum, nx MHOPMaLMOHHbIE CUCTEMbI U CETU BCE Yallle CTasrkMBalTCs C
pasnnyHbIMK yrpo3amu 6€30NacHOCTU, TaKMMMK KaK KOMMbIOTEPHOE MOLLUEHHNYECTBO,
LUNMOHAaX, BPeauTenbCTBO, BaHAANM3M, noxapbl UM HaBOAHEHNSA. TakMe NCTOUYHUKN
yuwiepba, Kak KOMMNbIOTEPHbIE BUPYChl, KOMMBIOTEPHLIN B3fIOM U aTaku Tuna oTkasa B
obcnyxmnBaHumn, ctaHoBATCA Bonee pacnpocTpaHeHHbIMKU, Bonee arpeccmMBHbIMU U BCE
B6onee N30LWpPEHHBIMUA.

3aBUCUMOCTb OT MH(POPMALMOHHbBIX CUCTEM U YCIyr O3Ha4YaeT, YTO OpraHn3aumnm
CTaHoBATCA Bce H6ornee ysa3BMMbIMU MO OTHOLLEHUIO K yrpo3am 6e30nacHOCTH.
B3anmopencrteue ceter obLIEro NONb30BAHUSA N YaCTHbIX CETEN, a TaKkKe COBMECTHOe
Ncnonb3oBaHMe NHPOPMALMOHHBIX PECYPCOB 3aTpyAHSET ynpaBneHme JOCTYNOM K
nHopmaumn. TeHaeHUMs K UCNONb30BaHUID pacnpeneneHHon o6paboTku AaHHbIX
ocnabnseTt apPEeKTUBHOCTb LIEHTPANIM30BaHHOIO KOHTPOA.

[Mpwn NpoeKkTMpoBaHMM MHOTMX MHPOPMALMOHHBIX CUCTEM BOMNPOCHI 6e3onacHoCTU
He y4nTbiBanucb. YpoBeHb 6€30NacHOCTU, KOTOPbLIN MOXET OblTb JOCTUTHYT
TEXHMYECKMMU CpeacTBamMn, UMEET pPsif OrpaHNYEHNn U, crnegoBaTeNibHO, AOMKEH
CONPOBOXAAaTbCA HaANeXxallnmMm opraHnsaumMoHHbIMKU Mepamu. Beibop Heobxoanmbix
MEpPONPUATUIA NO ynpaBneHntio MHPOpMaLNOHHOM 6e30MacHOCTLIO TpebyeT
TLWAaTEeNbHOro NaaHMpoOBaHNSA U BHUMaHUA K geTansam.

YnpaBneHue nHgpopmaumMoHHoM 6€30NacHOCTbIO HyXXaaeTCcs, Kak MUHUMYM, B
y4yacTun BCeX COTPYOHMKOB opraHu3aumm. Takke MoxeT notpeboBaTbca y4actme
NOCTaBLLMKOB, KNMEHTOB 1Nn akumoHepoB. Kpome Toro, moryT notpeboBaTbcs
KOHCYNbTaLUN CNeumannucToB CTOPOHHUX OpraHn3aumni.

Meponpuatnsa no ynpasneHuto B 06ractu nHgpopmaumMoHHon 6e3onacHoCcTm
obongyTca 3HaUMTENbHO AELLEBe 1 okaxyTcsa bonee addekTUBHbIMUK, ecnun dyayT
BKMOYEHbI B cneundukauunio TpedoBaHnii Ha CTagnm NpoOeKTUPOBAHNA CUCTEMBbI.

Kak onpepnenutb TpeboBaHusA K UH(phopMaLMOHHON Ge3onacHoCTU

OpraHusauus [omKHa onpeaenuTb CBou TpeGoBaHNs K MHpOPMaLIMOHHOM
6e30MacHOCTU C Y4ETOM criefyroLmnx Tpex (akTopos.

Bo-nepBbix, oLeHKa pUCKOB opraHusaumun. NocpeacTtBOM OLEHKM PUCKOB
NPOUCXOAMUT BbISIBNIEHME YrpO3 aKkTBaM opraHM3aLnn, oLeHKa ysS3BUMOCTH
COOTBETCTBYHLLUNX aKTUBOB U BEPOSITHOCTM BO3HUKHOBEHWS Yrpo3, a TakkKe oLeHKa
BO3MOXHbIX NOCNeaCTBUN.

Bo-BTOpbIX, lOpMAMYECKME, 3aKOHOAATENbHbIE, PETYNNPYIOLLME U OOTOBOPHbIE
TpeboBaHNs, KOTOPbIM JOJIKHbI YAOBNETBOPSATL OpraHM3aLuusi, ee TOproBble
napTHepPb!, NOAPAAYMKNA U NOCTaBLLUMKN YCHYT.

B-TpeTbux, cneyndumyecknin Habop npuHUMNOB, uenen n TpebosaHui,
pa3paboTaHHbIX opraHn3aumMen B OTHOLIEHUN 06paboTKn MHGOpMaLnN.

OueHka puckoB MHOpMaLMOHHON 6e30NacHOCTH

TpeboBaHusa k MHpopMaLMOHHON BGe30MacHOCTM ONPEeaEenaTCs C NOMOLLbIO



cucTemMaTU4eCKOM OLLEHKN PUCKOB. PelleHnst o pacxogax Ha MeponpusiTus no
ynpaBreHuio NHPopMaLMOHHON 6e30NacHOCTbI0 OOMKHBI NPUHMMATbLCS, Ucxoas U3
BO3MOXXHOrO yulepba, HaHeceHHOro 6M3Hecy B pe3ynbTaTe HapyLleHui
NMHopMaLMoHHoN 6e3onacHocTn. MeToabl OLEHKM pucka MOryT NPUMEHSITbCS Kak Anst
BCEW opraHM3aumm, Tak 1 Ans Kakon-nmbo ee 4acTtu, oTaeNbHbIX MHPOPMAaLMOHHbIX
cucTeM, onpeaeneHHbIX KOMMNOHEHTOB CUCTEM UMK YCITyT, 8 UMEHHO TaMm, rae 3To
NpaKkTUYeCKM BbIMOSHUMO U LieriecoobpasHo.

OueHKa pucka - 9TO cUcTeMaTUYECKUIN aHann3:

- BEPOSATHOrO yuwepba, HaHOCUMOro GU3Hecy B pesynbTaTe HapyLeHU
NHGOPMaLIMOHHON 6e30NacHOCTM C y4eTOM BO3MOXHbIX NMOCNEACTBUIA OT NoTepwu
KOH(OUAEHLMANBHOCTM, LLeNIOCTHOCTU UK JOCTYMHOCTU MHpopMaUMm U Opyrmx
aKTVBOB;

- BEPOSATHOCTM HACTYNIIEHNSA TAaKOro HapyLLIEeHUs C y4eTOM CYLLeCTBYIOLNX Yrpo3 U
YA3BMMOCTEN, a TaKKe BHEOPEHHbLIX MEPONPUATUIA MO yNpaBrneHUo MHPOPMaLUOHHOM
6e30nacHOCTbIO.

PesynbTaTbl 3TON OLEHKN NMOMOrYT B OnpeaenieHn KOHKPEeTHbIX Mep U
NPUMOPUTETOB B 06IACTN yNpaBreHns puckamm, CB3aHHbIMU C MHPOPMAaLMOHHO
6e3onacHOCTbIO, a Takke BHEAPEHUI0 MEPONPUSATUIA MO yNpaBneHuto
NHPOPMALIMOHHOWN 6E30NaCHOCTbLIO C LeNblo MUHMMMU3ALNN 3TUX PUCKOB.

MoxeT noTpeboBaTbCs HEOAHOKPATHOE NpoOBeAeHNe OLIEHKM PUCKOB 1 Bblbopa
MEpPOMNpUATUIA N0 ynpaBneHnto nHpopmauMoHHOM 6e30NacHOCTbIO A4S TOro, YToObI
OXBaTUTb pasfnuyHble nogpasgerieHns opraHn3aumm unn oTaesbHble
NH(POPMaLIMOHHbIE CUCTEMBI.

BaxxHO nepuogunyeckn npoBOANTb aHann3 pMckoB B 06nactn nHopmMaunoHHOM
6e30nacHOCTM N BHEAPEHHbLIX MEPOMNPUATUI MO yrNpaBneHnto HHPOPMaLNOHHOM
6e30nacHOCTbIO Anst TOro, YToObl yYecTb:

- N3MEHeHuns TpeboBaHNn 1 NpnopuTeTOoB BU3HECS;
- NOSIBNIEHNE HOBLIX YIPO3 U YyA3BMMOCTEN;

- CHUXeHne aPPEKTUBHOCTMU CYLLECTBYHOLLNX MEPONMPUATUIA MO yrNpaBreHunto
NHOPMaLMOHHOM 6e30MacHOCTbLIO.

YpoBeHb AeTanusauumn Takoro aHanumsa crnegyeTt onpeaensaTb B 3aBUCMMOCTM OT
pe3ynbTaToB NpeabiayLnX NPOBEPOK N M3MEHSIOLLErOCH YPOBHS MPUEMIIEMOrO pucka.
OueHka pnckoB 06bIMHO MPOBOANTCSA CHa4vana Ha BEpXHEM YPOBHE, Npu 3TOM
pecypcbl HanpaBnaATCcA B obnactn HambonbLlero pucka, a 3atem Ha 6onee
AeTanbHOM ypPOBHE, YTO NO3BONSET PACCMOTPETL Cneundundeckmne pucku.

Bbi6op meponpuaTuin no ynpasreHno MHPOpPMaLMOHHON 6e30MNacHOCTbLIO

Mocne Toro, kak onpeaeneHsl TpeboBaHMa K MHpopMaunoHHOW 6e30NacHOCTH,
cnepyeTt BblbpaTb M BHEOAPUTL TakKne MEPONPUATUS MO YNpaBEHUIO
nHdopMaLmMoHHON B6e3onacHOCTbIO, KOTOpble obecnevaT CHMKEHNE PUCKOB A0
NPUEMIIEMOrO YPOBHSA. TN MEPONPUATUA MOTYT BbITb BblOpaHbl N3 HACTOSALLEro



CcTaHgapTa, APYrMX UCTOYHMKOB, a Takke MOryT ObiTb pa3paboTaHbl COBCTBEHHbIE
MEepPOnNpUATMSA NO YNpaBrieHnio MHHPOPMaLMOHHON 6e30MacHOCTLI,
yOoBreTBopsiloLmMe cneundmyecknm noTpedHoCcTsM opraHnsaumn. Mimeetcsa
MHOXECTBO pa3fnYHbIX NOAXOO0B K YNpaBlieHUI0 pUckaMu; B HACTOsILLEM CTaHdapTe
NpPUBOAATCA NpuMepbl Hanbonee pacnpocTpaHeHHbIXx MeTogoB. OgHako cneayet
OTMETUTb, YTO HEKOTOPbIE N3 MEPONPUATUI NO YNpaBrieHNIo MH(POPMaLNOHHON
6e30MacHOCTbI0 HENPUMEHUMbI K OTAENbHLIM MHAOPMALMOHHBIM CUCTEMaM U cpeaam
N MOTyT OKa3aTbCsa HenpuemMnemMbiMy A5151 KOHKPETHbIX OpraHu3aunin. Hanpumep, B
8.1.4 npuBoanTCS ONUcaHne Toro, Kak MoryT 6bITb pacnpeneneHbl AOMHKHOCTHbIE
0643aHHOCTK, YTOObI NPeaoTBpaTUTL OLLIMOKN N MOLLEHHMYECTBO. B HeGonbLLnX
OpraHn3aumax MoOXeT oKa3aTbCA HEBO3MOXHbIM pasfeneHne BcexX JOMKHOCTHbIX
06s13aHHOCTEN; TOrAa Anst AOCTUXKEHUS TOW Xe Lenn MoxeT bbiTb Heobxoanmo
NPUHATUE anbTepHaTUBHbLIX MEPONPUATUN MO YNpaBneHnio MHPOPMaLUOHHOMN
6esonacHocTbio. B kayecTBe gpyroro npumepa MOXHo npusectn 9.7 n 12.1 -
OCYLLECTBMEHNE MOHUTOPUHIa NCNOSMb30BaHUSA CUCTEMbI U cOopa AoKa3aTenbCTB.
YKasaHHble MeEPONPUATUA NO ynpasBneHnto HopmaLMoHHOM 6e30NacHOCTbIO, Takne,
Kak permcrpaumsa cobbiTui B cMcteMe, MOryT BCTynaTb B KOHSIUKT C
3aKoHOOaTeNbLCTBOM, AENCTBYOLLNM, HanpumMmep, B OTHOLUEHUM 3aLLnTbl OT BTOPXKEHUSA
B JIMYHYIO XXMN3Hb KITMEHTOB U COTPYAHUKOB.

Bbibop meponpuaTuii No ynpasneHnio MHPOopMaLnoHHOM 6e30MacHOCTLI0 A0STKEH
OCHOBbIBaATbCSl HA COOTHOLUEHMM CTOMMOCTU UX peanu3aunm K adeKTy OT CHUXEHUS
PUCKOB 1 BO3MOXHbIM YBbITKaM B criyyae HapyleHnsa 6esonacHocTu. Takke cneagyet
NPUHUMATb BO BHUMaHue (pakTopbl, KOTOPblE HE MOTYT ObiTb NPeACTaBMNEHbI B
OEHEXHOM BblpaXXeHUn, Hanpumep, NoTeEpPIo penyTauumun.

HekoTopble MeponpuaTUsi No ynpaeneHnto MHopMaLMOoHHOW 6e30MacHOCTbIO,
NpuMBeAEHHbIE B HACTOSILLEM CTaHAapTe, MOryT paccMaTpuBaTbCsi Kak pyKoBOAsLLME
NPUHLUMNBI ANS yNpaBrieHns MHopMaLMOoHHOM 6e30MacHOCTbI0 U MPUMEHSITLCS ONst
BonblMHCTBa opraHu3aumii. bonee NnogpobHO Takne MeponpUSATUS paccmaTpuBaloTCs
HUXeE.

OTnpaBHas Touka Ansa BHeApeHUA MHopMaLuMoHHOM 6e30nacHOCTH

OTaenbHble MeEpPONPUATUS MO YNpaBneHno MHGPOpPMaLNoHHON 6e30MacHOCTbIO
MOryT paccMaTpuBaTbCs Kak PYKOBOASLLME MPUHLMMbBI ANS ynpaBneHus
MHPOPMaLIMOHHON 6e30NacHOCTbLIO U CNYXXUTb OTNPABHOM TOYKOW ANSA ee BHePEHMS.
Takne meponpusaTus NMb6o OCHOBBLIBAKTCA Ha KNOYEBbIX TpeboBaHUAX
3aKkoHogaTenbCcTBa, NMbo paccmaTpuMBalOTCA Kak obLienpuHaTas npakTMka B o6nacTtu
MHGOPMaLIMOHHOM 6e3onacHOCTH.

KrntoueBbIMM MepamMu KOHTPOMSA C TOYKN 3peHUs 3aKoHoA4aTeNnbCTBa ABMNATCS:

- obecneyeHne KOHPUAEHUMANBHOCTN NEPCOHanNbHbIX AaHHbIX (12.1.4);

- 3aWMTa yYeTHbIX JaHHbIX opraHu3auunm (12.1.3);

- NpaBa Ha UHTEeNNEeKTyanbHy cobCTBEHHOCTL (12.1.2).

Meponpuatnsa no ynpaeneHnio nHpopmMmaunoHHOn 6e30NacHOCTLIO,

paccMmaTpuBaeMble Kak obLlenprHaTasa npakTMka B 06nactv MHopMaLOHHOM
©e3onacHOCTU, BKIOYaloT:



- HanMyne SOKYMEeHTa, ONUCbIBatOLLEro NONNTUKY MHGOPMaLMoHHOM 6e3onacHoCTH
(3.1);

- pacnpeneneHune obs3aHHOCTEN No obecnevYeHnto MHPOPMaLMOHHOM
6esonacHocTu (4.1.3);

- 0byyeHme Bonpocam nHgopmauynoHHon 6esonacHoctn (6.2.1);

- UHCpopmmpoBaHme 06 MHUMAEHTAX, CBA3AHHbIX C MHOPMaLMOHHOM
6e3onacHocTblo (6.3.1);

- ynpaBneHne HenpepbiBHOCTLIO 6uaHeca (11.1).

[MepeuncneHHble MeponpuUATUS NPUMEHNMbI 455t 60NbLUIMHCTBA OpraHn3aunin u
NHOPMaLMOHHbIX cped. CnegyeT OTMETUTb, YTO, XOTSA BCE NpPUBEAEHHbIE B
HacTosLLEeM CTaHOapTe MEPONPUATUS ABNAKTCA BaXXHbIMU, YMECTHOCTb Kakon-nmbo
Mepbl OOMMKHA ONpeaenaTbCs B CBETE KOHKPETHbLIX PUCKOB, C KOTOPbIMU CTankneaeTcs
opraHusaumd. CnegoBaTtenbHO, HECMOTPS Ha TO, YTO BbILLEONUCAHHbIN NOAX04,
paccMaTpuBaEeTCs Kak OTNpaBHasa ToYKa ANs BHEAPEHUS MEPONPUATUI MO
obecneyeHnio NHPOPMaLMOHHON Be30MacHOCTUN, OH HE 3aMeHsieT BbiOop
MEpPOMNpUATUIA NO ynpaBneHnto nHpopmauMoHHOM 6e30NacHOCTbI, OCHOBAHHbIN Ha
OLIEHKE PUCKOB.

BaxHenwme chakTopbl ycnexa

MpakTrka nokasbliBaeT, YTO AS1A YCMNEeLHOro BHeapeHMst HDOPMaLMOHHOMN
6e3onacHOCTU B OpraHM3auun pellaowmummn SBnaTcsa cneayrowme daktopbi:

- COOTBETCTBME Lenen, NoNMTUK 1 npoueayp nHdopmMaunoHHon 6e3onacHocTm
uensam busHeca;

- COrMacoBaHHOCTb NoAxXo4a K BHeAPEHU cUCTeMbl 6e30MnacHOCTU C
KOoprnopaTMBHOWM KynbTypPOW;

- BUAMMaAs Noaaepkka u 3aMHTepPecoBaHHOCTb CO CTOPOHbLI PYKOBOACTBA;

- YeTkoe NoHMMaHue TpeboBaHMI 6e30NacHOCTU, OLIEHKA PUCKOB M yNpaBrieHne
puckamu;

- obecrneyeHne NoHMMaHNS Heo6XoAUMOCTU NPUMEHEHUSI Mep UHADOPMaLIMOHHON
6e3onacHOCTU PyKOBOACTBOM U COTPYAHMKAMWU OpraHu3aumm;

- nepegada MHCTPYKLUUIA B OTHOLUEHUM NOSNTIUTUKN MHAOPMALIMOHHOM 6e30nacHOCTH
N COOTBETCTBYIOLLNX CTAHAAPTOB BCEM COTPYAHUKAM N KOHTpareHTam;

- obecneyeHne HeobxoaANMOro ody4YeHus 1 NoAroTOBKY;
- BCECTOPOHHSAA 1 cbanaHcMpoBaHHasl cMcTeMa U3MepsieMblX NokasaTenen,

ncnonb3yemblX 4515 OLEHKN 3P EKTUBHOCTN ynpaBneHna MH(popMaLnoHHON
6e30MacHOCTbIO N NPeaNOXEeHUN Mo ee yNy4yleHno, NOCTYNUBLUMX OT UCMONHUTENEMN.



Pa3paboTka co6CTBEHHbIX PYKOBOACTB OpraHmM3auumn

HacTtoswuin ctaHgapT 4OMKEH pacLeHnBaTbCs Kak OTnpaBHas Tovka Ans
pa3paboTkn pykoBOACTBA MOA KOHKPETHbIE HYXAbl opraHu3auun. He Bce MHCTPyKLUK
N MeponpusaTUsl, NPUBEAEHHbIE B HACTOSILWEM CTaHAapTe, MOryT ObiTb NPUMEHUMbIMMU.

Bonee TOro, Mmoryt notpeboBaTbCs AONOMHUTENBHbIE MEpPbI, HE BKIOYEHHbIE B
HacTosILWMIA cTaHaapT. B aTom cnyyae MoxeT 6bITb NOMe3HbIM CoOXpaHeHne
NepeKpPecCTHbIX CCbINIOK, KOTOpble obreryat NPoOBEepKy COOTBETCTBUS, MPOBOAUMYHO
ayguTopamu 1 napTHepamu no GuaHecy.

1 O6nacTb NnpMMeHeHus

HacTosawwmn ctaHgapT yCTaHaBNMBaeT pekoMeHaaumm no ynpasneHunto
nHdopMaLMOHHON 6e30MacHOCTbIO NMuamM, OTBETCTBEHHbIM 3a NiaHMpoOBaHue,
peanusaumio unu NoaaepXxKy peweHn 6esonacHocTn B opraHnadauymm. OH
npegHasHadeH ansa obecneyeHnsa obLmx oCcHOB Ans pa3paboTkm cTaHaapToB
6e3onacHOCTK 1 BbIBOpa NPakTUYECKUX MEPOMNPUATUIA MO yNpaBneHnto
©e3onacHOCTbIO B OpraHmM3aumn, a Takke B MHTepecax obecnevyeHns JOoBepus B
AEeNOBbIX OTHOLLEHMAX MeXay opraHmsauunamu. PekomeHgaumm HacToswero
CTaHgapTa crneayeT BblibupaTtb 1 UCNONb30BaTb B COOTBETCTBUM C LENCTBYIOLMM
3aKOHOAATENbLCTBOM.

2 TepMuHbI 1 onpeaeneHus

B HacTosiLeM cTaHgapTe NPMMEHEHbI CreayoLine TEPMUHBI C COOTBETCTBYIOLLMMU
onpeaeneHnamu:

2.1 uHcpopmMaLmMoHHan 6e3onacHoOCTb: 3alunTa KoHPUaeHUNanbHOCTH,
LeNIOCTHOCTU 1 JOCTYNHOCTU MHPOpMaL K.

MpumevaHunsa

1 koHbmaeHumanbHocTb: ObecneyveHne goctyna K MHopMauum TONbKO
aBTOPU30BaHHbLIM NOJIb30BATENAM.

2 uenocTtHocTb: ObecneveHne JOCTOBEPHOCTU U MOMHOTLI MHOpMaLMK 1
MeToaoB ee 06paboTku.

3 poctynHocTb: ObecnevyeHne gocTyna K MHopmaLmm n CBA3aHHbIM C
Hel akTMBaMm aBTOPM3OBaHHbIX NOfib30BaTENEN N0 Mepe HEOOXOOUMOCTMN.

2.2 oueHka puckoB: OueHka yrpos, ux nocneacTsum, ysa3BMMoCTU MHOpMaLumn m
cpencTsB ee 06paboTkK, a Takke BEPOATHOCTU UX BOSHUKHOBEHUS.

2.3 ynpaBneHue puckamu: Npouecc BbISBIEHNUS, KOHTPOSS U MUHUMU3ALUN U
yCTpaHeHUs1 puckoB 6e30MacHOCTU, OKa3blBaloLWMX BUsIHUE HA MHpOpMaLMOHHbIE
CUCTEeMbI, B paMKkax JoMnyCTUMbIX 3aTpar.



3 MNonutnka 6esonacHoCcTU

3.1 Monutuka nHpopmaunoHHon 6e3onacHoOCTU

Llenb: obecneveHne pelueHns BonpocoB MHAOOPMaUNOHHOM 6e30nacHOCTU U
BOBJIEYEHME BbICLLEro PyKOBOACTBA OpraHM3auun B AaHHbIN NpoLecc.

Pas3paboTka n peanmsaumsa nonUTUKN MHPOpMaLMOHHONW 6e30NacHOCTHU
opraHM3aumm oCyLLLECTBIISIETCA BbICLLUMM PYKOBOLACTBOM NyTEM BblpabOTKMN YETKOM
no3nuum B peLLEeHnn BONpocoB MHopMaLUnoHHONn 6e3onacHoCTM.

3.1.1 [lokymeHTanbHoe ocopmneHne

MonuTtrka nHopmaLmMoHHon 6e3onacHOCTN A0SKHA ObiTb yTBEpXAeHa, nsgaHa u
Hagnexawmm obpasom goBeaeHa 4O CBEOEHUSA BCEX COTPYAHMKOB opraHm3aumn. OHa
OOJKHa ycTaHaBnmMBaTb OTBETCTBEHHOCTb PYKOBOACTBA, a TakKe uanaraTb NOAXO0A
opraHu3aumm K ynpasreHuto nHpopmaLumoHHon 6e3onacHoCTbo. Kak MUHUMYM,
NoNMTUKA OOSMKHA BKNOYaTb creaytoLlee:

a) onpegeneHune nHpopmauymoHHon Be3onacHocTn, ee obLKnX Luenen n cgepsbl
OENCTBMS, a TakKe packpbiTUe 3HAaYMMOCTN 6e30NacHOCTN Kak MHCTPYMEHTA,
obecneynBaloLLEro BO3MOXHOCTb COBMECTHOrO UCMOMb30BaHMA MHGOpMaLuu;

0) M3noXxeHune Lenen n NPMHUUNOB MHOPMaLMOHHON Be30NacHOCTH,
chopMynnpoBaHHbIX PYKOBOACTBOM;

B) KpaTkoe U3noxeHue Hanbonee CyLecTBEHHbIX AN OpraHn3aumm nonmnTmK
6e3onacHoOCTU, MPMHUMUMOB, NpaBun 1 TpeboBaHUin, Hanpumep:

1) cooTBeTCTBME 3aKOHOA4ATENbHbIM TPeboBaHMSIM U OrOBOPHbLIM
obsasatenbcTBaM;

2) TpeboBaHuMs B OTHOLWIEHMM 06y4eHnsa Bonpocam 6e30nacHOCTH;

3) NnpegoTBpaLleHre NosBeHNs U obHapyXeHNe BUPYCOB U ApPYyroro
BPeOOHOCHOro nporpaMMHoro obecnedeHus;

4) ynpaBrieHne HenpepbIBHOCTbIO BM3Heca;
5) 0TBETCTBEHHOCTb 3a HapyLUeHNa NOANTUKK Be3onacHoCTY;

r) onpeaeneHne obLmx U KOHKPETHbIX 06S3aHHOCTEN COTPYAHUKOB B pamKax
ynpasrneHnsa nHdpopmaumnoHHoOM 6€30nacHOCTLI0, BKoYasa nHGopmmMpoBaHue 06
NHUMOEeHTax HapyLweHus nHopmaLmMoHHon 6e3onacHocCTy;

A) CCbIfKM Ha AOKYMEHTbI, ONOSTHAOLWME NOANTUKY MHEOPMaLMOHHOM
6e3onacHocTu, Hanpumep, 6onee geTanbHbIE NONUTUKM U NpoLeaypbl 6e3onacHoOCTU
ANS KOHKPETHbIX MHAOPMALIMOHHBIX CUCTEM, a Takke npasuna 6e3onacHocTu,
KOTOPbIM OOMKHbI CriegoBaThb NOMb30BaTeNw.



Takasa nonuTuka gormkHa OblTb JOBeAeHa 40 CBEAEHUSA BCeX COTPYAHUKOB
opraHusaumm B JOCTYNHOW U NOHATHOM popme.

3.1.2 NMepecmoTp U oueHKa

Heobxoanmo, 4ToGbl B OpraHM3aumm HasHa4yanocb OTBETCTBEHHOE 3a NONIUTUKY
©e3onacHOCTM OOMKHOCTHOE NULIO, KOTOPOE oTBeYarno Obl 3a ee peanusaunio n
nepecMoTp B COOTBETCTBUMN C YCTAHOBIIEHHOMW Npoueaypon. YkasaHHada npouegypa
[ormkHa obecnevnBaTb OCyLLECTBIIEHNE NEPEeCcMOoTpa NONUTUKA NHAPOPMALMOHHON
6e30nacHOCTM B COOTBETCTBUN C UBMEHEHUSAMUN, BANAIOLLUMN HA OCHOBY
nepBOHaYanbHOW OLIEHKN pucKa, Hanpumep, NyTeM BbISIBIEHUS CyLLECTBEHHbIX
WHUWAEHTOB HapyLleHNa NHpopMaLUMoHHON 6e30NacHOCTK, NOSIBIIEHNE HOBbIX
YA3BMMOCTEN UNN N3MEHEHNSA OpraHN3aLNOHHON UINU TEXHOMNOMMYECKON
NHpacTpyKTypsbl. MNepnogmyeckme nepecMoTpbl AOSMKHbI OCYLLECTBAATLCH B
COOTBETCTBUM C YCTAHOBMEHHbLIM rpadoMKoM 1 BKMOYaTb:

- NPOBEPKY 3PPEKTUBHOCTU MOSMNTUKN, UCXOLS U3 XapaKTepa, Yncna u
nocneacTBumn 3aperMcTpUpPoOBaHHbIX NHUWAEHTOB HapyLleHUs MHOpMaLMOHHON
B6esonacHocTy;

- onpegerieHne CTOMMOCTU MePONPUATUIMA NO YyNpaBneHno NHPOPMaLMOHHON
6e30nacHOCTbIO N UX BNUsiHME Ha 3PEKTUBHOCTL OM3HECa;

- OLUEHKY BITUAHUA N3MEHEHUN B TEXHOSOINSAX.

4 OpraHu3auuoHHbIe BONPOChbI 6e3onacHoOCTH

4.1 OpraHu3auuoHHas UH(pacTpykTypa nHcpopmaLmMoHHON 6e30nacHOCTH

Llenb: ynpaBneHune nHgpopmauMoHHon 6e30nacHOCTbIO B OpraHmM3aumm.

CTpyKkTypy ynpaBneHua criegyeT co3gaBaTth Tak, 4TOObl OHa cnocobcTBoBana
NHULMALMM N OCYLLIECTBIIEHMIO KOHTPONSA 3a BHEAPEHMEM UH(POPMALIMOHHOWN
6e3onacHOCTM B opraHM3auum.

CnepyeT co3gaBaTb COOTBETCTBYHOLLME YNPaBSOLWNE COBETbI C y4acTUEM
BbICLLEro pykoBOACTBA AN YTBEPXKAEHUSA NONUTUKM MHOPMaLMOHHOM 6e3onacHoCTy,
Ha3Ha4YeHMs OTBETCTBEHHbIX NKL B 06nactn nHdopmaunoHHon 6esonacHocTu, a
TaKkKe OCyLLEeCTBNEHU KOOpAMHAUNN BHEOPEHUS MEPOMNPUATUIA NO YNpaBleHnIo
MHGOPMaLMOHHOM 6e30nacHOCTbIO B opraHn3aumn. Npu HeobxognumocTu crneayer
npeaycMoTpeTb HanMume crneynanucta no Bonpocam MHGPOPMaLNoOHHOM
6e30MacHOCTM BHYTpPY OpraHmM3aumm, K KoOTopomy MoryT obpawiaTtbesa
3aMHTEepecoBaHHble COTPYAHUKN. CneayeT HanaXxmnBaTb KOHTAKTbl C BHELUHUMU
cneumanuctamm no 6e3onacHoOCTM Ang Toro, YTobbl ObITh B Kypce OTpacneBbiX
TeHAeHUMn, cnocoboB N METOAOB €€ OLIEHKM, a TakkKe C LeNblo afeKkBaTHOro
pearMpoBaHus Ha NHLUMAOEHTbI HapyLLeHNa MHGOpMaUnoHHon 6esonacHocTu. Cnegyet
NOOLLPATL MHOroNPOMUbHbLIN NOAXoA4 K MHpopMaunoHHOW 6e30nacHOCTU, Hanpumep,
NyTEM HanaXxmnBaHUs COTPYOHMYECTBA MEXAY MEHeaXepamu, Nosib30BaTENAMN,
aAMUHUCTpaTopamu, paspaboTymkamMmn NPUNOXEHN, ayantopamMmm n COTpyaHUKamm
Ge3onacHoOCTK, a Takke crneunannctamm B 06ractm cTpaxoBaHus 1 ynpaBneHus
puckamu.



4.1.1 YnpaBnsawLwiun coBeT nNo Bonpocam MHpopMaLMoOHHON 6e30nacHOCTH

Ob6ecneyveHne nHpopmaumoHHoON 6e30NacHOCTU - 3TO OTBETCTBEHHOCTb BbICLLETO
PYyKOBOACTBa OpraHusauuu, pasgensemas Bcemu ee ynieHamu. [Noatomy npum
dhopmmupoBaHMM coBeTa No Bonpocam MHpopmMaumnoHHoOM 6e30nacHOCTU AOIMKHbI
obecneynBaTbCs YeTKOe ynpaBrneHne n pearnbHasi NoaAaepKka CoO CTOPOHbI
PYyKOBOACTBa MHMLMaTMB B obnactn 6e3onacHoCcTU. Takon coBeT OOIKEH
cnocobCcTBOBaThL YKpenneHnto 6e30nacHOCTM B opraHmM3aumm nytem
HenocpeaCTBEHHOIO y4acTus PYKOBOACTBA W BblAeNneHns Heobxoammbix pecypcoB. OH
MOXeT ObITb YacTbHO CyLLECTBYIOLLEro opraHa ynpasneHus. Kak npaBuno, Takon coBeT
BLINONHAET criegyowme QyHKUnK:

- yTBEpXAeHne 1 NepecMoTp NONUTUKN MHOPMaLMOHHON 6e3onacHoCTH U
COOTBETCTBYHLLMX 0051I3aHHOCTEN NO €€ BbINOJIHEHWIO;

- OTCNEXMBaHNE CYLLEeCTBEHHbIX U3MEHEHWI B BO3AENCTBUSX OCHOBHbIX Yrpo3
NHPOPMAaLIMOHHBLIM aKTUBaM;

- @aHanM3 1 MOHUTOPUHI MHUNOEHTOB HapyLLeHUst MHPOPMaLMOHHOM
©e3onacHoCTU;

- yTBEPXXOEHME OCHOBHbIX NPOEKTOB B 0611acTy MHOPMaLMOHHOM 6e30MacHOCTH.

Kpome aToro, fomkeH ObiTb Ha3Ha4YeH pyKOBOAUTENb, OTBEYaloLINIA 3a BCe
BOMPOChI, CBA3aHHbIE C MHPOPMAaLIMOHHON 6GEe30NacHOCTLIO.

4.1.2 KoopamHauusa BonpocoB MH(popMaLMOHHOM Ge3onacHoCcTn

[lna koopamMHaunn BHeLpEHUA MEPONPUATUIA MO yrpaBlieHN NHPOPMaLMOHHON
BGe3onacHOCTbO B B0OMbLLON OpraHM3aumn MoxXeT noTpeboBaTbCs co3gaHne KoMmuTeTa,
BKMNIOYaKOLLEro NpeacTaBUTENEN PYKOBOACTBA 3aMHTEPECOBAHHbIX NoApa3aeneHnn
opraHusaumu.

Kak npaBuno, Takon KOMUTET:

- cornacoBblBaeT KOHKPETHbIE OYHKLUUM N 06513aHHOCTM B obnactu
MHGOPMaLIMOHHOM 6e30MacHOCTN B pamMKax BCEW OpraHmsauuu;

- COrNacoBbIBAET KOHKPETHbIE METOAUKM U NpoLeaypbl MHPOPMALMOHHON
GesonacHoCTK, HanpMmep, Takue Kak oueHKa pUCckoB, knaccudukaums nHopmaumm ¢
TOYKM 3peHust TpeboBaHMn 6e30NacHOCTH;

- cornacoBbIiBaeT 1 obecneymBaeT NOAAEPXKKY MHULNATUB U NPOEKTOB B obractu
MHOPMaLMOHHON 6e30MNacHOCTN B pamMKax BCEW OpraHM3auum, Hanpumep, Taknx Kak
pa3paboTka NporpaMmbl NOBbLILLEHWUSI OCBEAOMIIEHHOCTM COTPYAHUKOB B obnacTtu
©esonacHocTy;

- obecneymBaeT y4yeT BKIoYeHus TpeboBaHmi 6€30nacHOCTN BO BCE NPOEKTHI,
CBsA3aHHble C 00paboTKOM N NCNOSb30BaHNEM NHOPMaLMN;

- OLleHMBaeT aJeKBaTHOCTb 1 KOOPANHUPYET BHEAPEHNE KOHKPETHbLIX MEPONPUSTUI



No ynpaBneHuo NHPOPMaLMOHHON 6e30NacHOCTLIO A1 HOBbIX CUCTEM UIN YCAYT;
- MPOBOAMUT aHanun3 MHUNOEHTOB HapyLleHns MHpopMaunoHHON 6e3onacHoCTy;

- cnocobCTBYET AEMOHCTPaLUKN Noaaep>Kkn MHopMaLMoHHOM 6e30nacHOCTM CO
CTOPOHbI BbICLLEFO PYKOBOACTBA OpraHu3aumu.

4.1.3 PacnpegeneHue obsi3aHHocTen no obecnevyeHuo MHPOpPMaLMOHHOMN
6e3onacHoCTH

CnepnyeT onpenenntb 0693aHHOCTM MO 3aLMTe OTAENbHbIX aKTUBOB U NO
BbIMOMHEHMIO KOHKPETHbIX Npoueayp, CBsA3aHHbIX C MIHOPMAaLNOHHON
©e30nacHOCTbIO.

MonuTtnka nHgopmaumoHHon 6esonacHocTu (pasgen 3) 4oMKHa ycTaHaBnmMBaTh
obume npMHUMNbI 1 NpaBuna pacnpegenerHms QYHKUUN N 06593aHHOCTEN, CBA3AHHbIX
c obecneyeHmem nHpopmMaunoHHOM 6e3onacHOCTM B opraHmsauum. MNMonutmky
cnefyeT OONONHUTBL, rae Heobxoaumo, 6onee aeTanbHbIMM PYKOBOACTBAMU A5
KOHKpeTHbIX obnacten, cuctem nnu ycnyr. Kpome atoro, ormkHa 6biTb YETKO
onpegerieHa KOHKpeTHasi OTBETCTBEHHOCTb B OTHOLLEHUN OTAESNbHbIX MaTepuanbHbIX
N NHOOPMALMOHHbBIX aKTUBOB U NPOLECCOB, CBA3aHHbIX C MH(OPMaLMOHHOM
6e30nacHOCTbLIO, HAaNpPUMep, TakNX Kak NnaHMpoBaHNE HEMPEPLIBHOCTN BM3Heca.

Bo MHOrmnx opraHmsaumax Ha pykoBoauTens cnyx6bbl HOpMaLMOHHOWN
6e3onacHoCcTM Bo3naraeTcs obuias OTBETCTBEHHOCTb 3a pa3paboTKy 1 BHegpeHme
cucTtembl MHpopMauMoHHOM Be30NacHOCTU, a Takke 3a Oka3aHue COOENCTBUSA B
onpegeneHnm MeponpuaTUM No yrnpasneHno NHPOPMaLMOHHOM 6e30MacHOCTLIO.

B TO e Bpemsi 0OTBETCTBEHHOCTb 3a onpeeneHue nognexalimx sawmnTte pecypcos
N peanuaaunio MepornpuaTUn no ynpasneHnto NHoOpMaLMOHHON 6e30MNacHOCTbIO B
OonNbLMHCTBE CryyYaeB BO3naraeTcs Ha pykoBoauTenen cpeaHero 3seHa.
O6LLenprHATOM NPaKTUKOMN SABMSETCA Ha3Ha4YeHe OTBETCTBEHHOrO nvua
(agMuHMCTpaTOopa) ANs KaXxXaoro MHPOPMaLUMOHHOIO akTUBa, B YbW NOBCEAHEBHbIE
ob6a3aHHOCTM BXOoAUT obecneyeHmne 6e3onacHOCTU JaHHOro akTuBa.

AOMUHUCTpaTOpP MHOPMALMOHHBLIX aKTUBOB MOXET NnepeaaBaTb CBOU
nonHomMoums no obecneveHmnto 6€30NacHOCTU KakoMy-nnbo pyKOBOAUTENIO CpeaHero
3BEHa Mnu NocTaBLUMKam ycrnyr. Tem He MeHee, agMUHUCTPaTop OCTaeTcsH
OTBETCTBEHHbIM 3a obecnevyeHne 6e30nNacHOCTUN akTUBa U OOMMKEH ObITb B COCTOSIHUN
onpeaenuTb, YTO NoObIe NepeaaHHble NONTHOMOYMS peann3yrTCa OOMKHbIM
obpasom.

Cne,u,yeT yCTaHaBliMBaTb rpaHuLUbl OTBETCTBEHHOCTU Ka>KOoro pykoBogUTENTA U
BbIMOJIHATbL CrneayLline rnpasuna:

- pas3nun4yHble akTMBbI U NpoLuecchl (Npoueaypbl) 6e30nacHOCTU, CBSA3aHHbIE C
KaXkgon OTAENbHOW CUCTEMOW, OOMKHbI ObITh BblAeNEHbl U YETKO ONpeaeneHsbl;

- He06X0AMMO Ha3HaYNTb OTBETCTBEHHbIX (aQMUHUCTPATOPOB) 3a KaXKAblil aKTUB
nunun npouenypy 6esonacHocTn, 1 AeTann 3Tol OTBETCTBEHHOCTU AOMMKHbI ObiTb
AOKYMEHTUPOBaHbI;



- YPOBHM NOMHOMOYMIA (aBTOPM3aLUK) OOSMKHbI ObITb ACHO onpeaerieHbl 1
AOKYMEHTUPOBAHbI.

MpumeyaHwue - o aBTOpU3aLmMen NOHUMaETCA onpenefieHne ypoBHeEN
A0CTyna nonb3oBaTens K onpegeneHHbiM MaccmBaM MHopmaummn; B 6onee
LUMPOKOM CMbICIe - pa3pellueHne onpeaeneHHbIX 4eUCTBUN.

4.1.4 Mpouecc nony4yeHUs paspeLleHUss Ha UCNoNb3oBaHUe CpeacTB
o6paboTkn nHcpopmaumm

Heobxoanmo onpeaenutb npoueaypbl NONyYeHUs paspeLleHnst Ha UCNoSib30BaHne
HOBbIX cpeacTB 06paboTkn nHopmaunu.

[Mpyn 3TOM MOryT OCYLLECTBNATLCS Creayowme MeponpusaTnsa no ynpasrieHnio
NHdOpPMaLMOHHON 6e30MNacHOCTbIO:

- HOBblE CPeACTBa AOMKHbI ObiTb COOTBETCTBYHOLWNM 06pazom 0g00peHbI Co
CTOPOHbI pyKOBOACTBA NOfb30BaTeNen n agMUHNUCTPATOPOB CPEACTB yNpaBreHus,
aBTOPU3YIOLLNX MX Lenb ucnonb3oBaHna. OgobpeHne cnegyeT Takke nony4vatb OT
MeHeOXepa, OTBETCTBEHHOrO 3a nogaepxaHne cpenbl 6€30nacHOCTN NoKanbHOM
NHPOPMAaLIMOHHOW CUCTEMbI, YTOObLI 06ecneYnTb YBEPEHHOCTb B TOM, YTO BCE
COOTBETCTBYHOLME NONNTUKN BesonacHOCTN 1 TpeboBaHMst COBNOAEHDI;

- annapaTtHble cpeacTtea U nporpammMmHoe obecneyeHne cnenyet NpoBepdaTb Ha
COBMECTUMOCTb C APYITMMN KOMIMOHEHTAMW CUCTEMBbI.

MpumevaHua
1 OpobpeHne moxeT noTpeboBaTbCsa ANS COeANHEHUI HEKOTOPLIX TUMOB.

2 Vlcnonb3oBaHue nNu4YHbIX cpeacts 06paboTkm nHpopmaumm ons
0b6paboTkm cnyxebHom nHopMaLMn 1 NOObIX HEOBXOANMbBIX MEPONPUATUIN MO
ynpaBneHnio NHPoOpMaLNoOHHON 6e30MacHOCTbIO A0MKHO ObiTb aBTOPU30OBaAHO.

3 Vicnonb3oBaHne nnyHbIX cpeacTs 06paboTkm nHdopmauyum Ha pabovem
MecTe MOXeT ObiTb MPUYMHOWN HOBLIX YA3BUMOCTEN U, CneaoBaTensHO, 4OMKHO
ObITb OLLEHEHO N aBTOPM30BaHO.

OTK MeponpuaATUSA No ynpaeneHnto NHopMaLMoHHON 6e30nacHOCTb0 0COBEHHO
BaXXHbl B CETEBOW cpeae.

4.1.5 KoHcynbTauuu cneynanuctToB No Bonpocam MHPOPMaLMOHHOU
6e3onacHocTKn

KoHcynbTaumm cneunannctoB no Bonpocam 6e3onacHoCcTu TpebyoTcs MHOMMM
opraHusdaumam. B ngeane, ux gormkeH obecnevnmBaTb ONbITHbIM KOHCYSIbTAHT MO
NHGOPMaLIMOHHON 6e30MacHOCTU, ABMASAOLWMIACA COTPYAHMKOM opraHusaummn. Ho He
BCE OpraHu3auun MoryT UMeTb B CBOEM LUTaTe NpodyeccroHarna-koHcynbTaHTa. B



Takux criydasx pekoMeHayeTcs HasHa4YeHne BblAeNeHHOro CoOTpyaAHNKa
(agmuHucTpaTopa) Ans 0606LWeHNa 3HAaHUIN 1 OMbiTa BHYTPU OpraHn3auumn ¢ Lenbo
obecneyveHnss COrnacoBaHHOCTM U NOAOEPXKKM B NMPUHATUM PELLEHUI MO
6e3onacHOCTU. OTOT COTPYAHMK OOIKEH Takke UMEeTb AOCTYN K HEOOXOANMbIM
BHELLUHMM KOHCYNbTaHTaM AN nony4vyeHus npodeccmoHanbHblX KOHCYNbTaunn no
BOMpOCaM, BbIXOOSALNM 32 pamMKu ero CO6CTBEHHOM KOMMNETEHLNN.

[Mepen KOHCyNbTaHTamMmM Mo MHOPMaLMOHHOM 6e30MacHOCTU UMK
aAMUHUCTpaTopammu AosmkHa BbITb NOCTaBneHa 3agadya no obecnevyeHmto
KOHCYNnbTaUnin N0 BCEM acnektam MHdopmauMoHHOM 6e30nacHOCTH, B TOM YUCHE U C
npuBneYeHnem BHELHNX KOHCYNbTaHToB. OT KayecTBa NX OLEHKM Yrpo3
6Ge3onacHocTn 1 pa3paboTkm pekomMeHaaLUnn OTHOCUTENBHO MEPONPUATUIA NO
yrnpaBneHnio MHPOPMaLNOHHON Be30MacHOCTbIO CyLeCcTBEHHbIM 06pa3oM 3aBUCUT ee
3(peKTUBHOCTbL B opraHmnsaumn. [lna obecneyeHmns makcumanbHon 3EKTUBHOCTHU U
pe3ynbTaTUBHOCTUN OEeATENbHOCTN KOHCYNbTAHTOB (aAMUHUCTPATOPOB) UM LOSKHA
ObITb NpegocTaBneHa BO3MOXHOCTb HEMOCPEACTBEHHOMO JOCTYNa K BbICLUEMY
PYKOBOACTBY OpraHu3auuu.

C KOHCYNbTaHTOM NO MHAOPMAaLMOHHON 6e30MacHOCTM N aAMUHUCTPATOPOM
cnefyeT COBETOBATbLCS, MO BO3MOXHOCTU, HE3aMeANUTENbHO, B CillyYae Nogo3peHns
Ha BbIsIBNIEHNE NHUMAEHTA HapyLIEeHNS NHOPMAaLMOHHON 6e30MacHOCTM Unn
ys13BMMOCTM 6e3onacHocTn ans obecnedeHnsa nonyvyeHms KksanmgmumpoBaHHOro
coBeTa UNu BblaeneHns pecypcoB. HecmoTps Ha TO, YTO BGOMbLUMHCTBO BHYTPEHHNX
paccrnegoBaHuUin B OTHOLLIEHUN ©6e30NacHOCTU OObIYHO BbIMOMHAKT NO4 KOHTPONEM
PYKOBOACTBA, MOXET ObITb LilerniecoobpasHbiM obpalleHne K KOHCYSbTaHTy
(agMuHMCTpaTOopy) N0 MHGOPMaLNOHHON 6e30MacHOCTY C Lenbto pa3paboTku
pekomMeHZaunn, a Takke ero ydactusa B paccrneaoBaHum Unum B ero pykoBoACTBe.

4.1.6 CoTpyAaHUYeCTBO MeXAy opraHusaumsamm B obnactu niHcpopmaumoHHoun
6e3onacHocTH

CoOTBETCTBYHOLLNE KOHTAKTbI C OpraHamm, OTBeYarLwmMn 3a cobnogeHme
3aKOHOB, C PErynMpyroLUMM opraHamMmm, NOCTaBLLMKAMN MHAOPMALNOHHBIX YCAYT U1
onepatopamu CBA3M cnenyeT NogaepXmBaTb ANs TOro, YToObl rapaHTUpPOBaTh, YTO U
B Criyvae HapyLeHns NHPOPMaLMOHHON 6e30MacHOCTM MOXHO ObICTPO NPeanpUHATb
COOTBETCTBYHOLUNE OENCTBUA N MOMNYYNUTb NPaBUIbHbIA coBeT. C aHaNorM4YHom Lenbto
cnefyeTt paccmaTtpuBaTh yYacTue B npodbeccmoHanbHbix coobliectsax 1 B
oTpacneBbIX MeponpuaTuaxX B obnactn 6e3onacHoCTM.

Mpn obmeHax nHdopmaumnern no sBonpocam MHPOPMaLMOHHON 6e30nacHOCTH
cnepyet obecnednBaTb 3aWmMTy KOHMAEHUNANbHON MHGOPMaLUN OpraHn3aumm ot
HeCaHKLMOHMPOBAHHOIO AocTyna.

4.1.7 HezaBucumas npoBepka (ayamT) nHpopmaumMoHHON 6e30nacHOCTU

[OKYMEHT NONUTUKM MHGOPMaLMOHHOM 6e3onacHocTu (nogpasgen 3.1)
yCcTaHaBnuBeaeT uenn n obasaHHocTn B 06nactu nHpopmMmaynoHHOn 6e30nacHOCTU.
Ero BbINONHEHWE OOMKHO NPOBEPATLCA B UHTepecax obecnevyeHnsa yBepeHHOCTH B
TOM, YTO pa3spaboTaHHble B OpraHM3auum MeponpuaTusa 4oSHKHbIM 06pa3om oTpaxaroT
NOSIUTUKY M YTO OHa SIBMSAETCA BbINONHMMOMN 1 adbdekTnBHon (nogpasaen 12.2).

Takas npoBepka (ayanT) MOXeT ObITb BbINONTHEHA BHYTPEHHUM ayauUTOM,



He3aBUCUMbIM MEHe)KepPOM U CTOPOHHEN OpraHmn3aunen, cneumanmnanpyrowemncs
Ha Takux NpoBepKax, Npu 3TOM CNeunanunucTbl, NpuUBeKaemble K NPoBepKe, OOMKHbI
obnagaTb COOTBETCTBYHOLMMM HAaBbIKaMU U OMNbITOM.

4.2 O6ecne4vyeHune 6e30MacHOCTU NPU HaNM4YUKN AOCTYyNa K UHPOPMaLUMOHHbLIM
CUCTeMaM CTOPOHHUX OpraHu3auumn

Llenb: nopaepxusatb 6e3onacHoCTb cpencTs 06paboTkm nHdopmaymm
opraHusaumm n NHPOPMaLMOHHbIX aKTUBOB NPV JOCTYMNE TPETbUX CTOPOH.

HocTyn k cpeacTBam 06paboTkn MHpopMaLnn opraHM3aLmm TpeTbUX CTOPOH
AOJIMKEH KOHTPONMPOBaTbLCS.

Tam, rae ectb noTpebHOCTb BU3HEeca B TakOM OCTyne TPeTben CTOPOHbI, creayeT
NPON3BOANTbL OLIEHKY pUCKa, onpeaensaTb NocneacTems ansa 6esonacHocTu u
yCTaHaBnmBaTb TPeBOOBaHMA K MEPONPUSATUSIM NO YNpaBrieHnio NHHPOPMaLMOHHON
6e3onacHoOCTbI0. Takne MeponpusaTmUa crieqyeT CornacoBbiBaTb M ONpeaensTb B
KOHTpaKTe C TpeTben CTOPOHON.

KoHTpakTbl, paspeluatoLime 4OCTYN TPETbEN CTOPOHE, AOIMKHbI BKMOYATb
npoueaypy onpeaeneHns npae 1 yCroBui 4OCTyNa APYrMX Y4acTHUKOB.

HacTtoswun ctaHgapT MOXeT MCNOob30BaThbCH Kak OCHOBA A1 COCTaBIEHUS TaKMX
KOHTPAKTOB, @ Takke Npuv pacCMOTPEHUN N NPUBNEYEHNN CTOPOHHUX OpraHM3aunin gns
0b6paboTkn nHgopmaumm (outsourcing).

4.2.1 OnpepeneHne pUCKoB, CBA3aHHbIX C HaNM4YneM [OCTyNa CTOPOHHUX NUL,
M opraHusaumm K UH(popMaLMOHHbLIM CUCTEMAM

4.2.1.1 Tunbl gocTtyna

Onpenenexve Tuna gocTtyna, NpegoCTaBNEHHOrO TPeTbEN CTOPOHE, UMEET ocoboe
3HayeHue. Hanpumep, puckn gocTyna Yepes ceTeBoe coeguHeHNe OTNN4arTCa OT
PUCKOB, CBSA3aHHbIX C (PU3NYECKUM LOCTYMNOM.

Tunamun gocTtyna, KOTopble CrneayeT paccMaTpuBaTh, SABMAAIOTCA:

- PU3NYECKNN - K 0PUCHLIM NOMELLLEHUSIM, KOMMNBbIOTEPHBIM KOMHATaM, CEPBEPHbLIM;

- NIOrN4eckum - K 6asam gaHHbIX, MHPOPMALMOHHBIM CUCTEMAM OpraHM3auunm.

4.2.1.2 O6ocHOBaHuA Aansa gocTtyna

TpeTbel CTOpoHe MOXET ObITb NPpeaocTaBneH AOCTYN No pagy npuynH. Hanpumep,
CTOPOHHMM KOMMaHMSM, OKa3blBaKOLUM YCIyrn OpraHn3aumsam, HO He
pPacnosioXXeHHbIM TEPPUTOPUATIBHO B TOM € MECTe, MOXET ObiTb NpeaocTaBeH
M3NYECKUI N NIOTNYECKUIA OOCTYI, KaK, Hanpumep:

- COTPYAHUKaM TpeTbeln CTOPOHbI, OTBEYaLLMM 3a 06CnyXmMBaHne annapaTHbIX

CpencTB 1 NporpaMmMHoOro obecneyeHns, KOTOpbIM HEOBX0AMM A0CTYN Ha YPOBHE
cuUcTeM unu Gornee HU3KOM YpPOBHE MPUKMagHON OYHKLNOHANbHOCTY;



- TOProBbIM U AENOBbIM NapTHEPaM, KOTOPbIM MOXET noTpeboBaTbcs 0OMeEH
MHGOpPMaLMER, AOCTYN K MHPOPMALMOHHBIM CUCTEMaM MUnn obwmnm 6asam gaHHbIX.

MHdopmaums opraHmsaunm MoxXeT ObiTb NOABEPXKEHA PUCKY HapYyLLEHUS
6e3onacHOCTM Npu AOCTYyNe TPETbUX CTOPOH C HEaAEKBATHLIM yNpaBieHUEM
B6e3onacHocTblo. Tam, rae ectb NPON3BOACTBEHHAA HEOOXOANMOCTb KOHTAKTOB C
TpeTben CTOPOHON, cnefyeT NPOBOAUTb OLEHKY pucka, YTobbl naeHTMdunumpoBaTtb
TpeboBaHus 1 onpeaennTb MEPONPUATUS NO yrnpaBneHnto NHGPOPMAaLMOHHOM
6esonacHocTbto. [pu aTom cnegyeT NpUHMMaTh BO BHUMaHue Tun Tpebyemoro
[0CTyna, UEHHOCTb MH(popMaLnKn, MEPONPUATUA NO yrpaBieHNO NHPOPMaLIMOHHON
6e30nacHOCTbI0, UCNONb3yeMble TPETbeN CTOPOHON, M NOCNEACTBUA 3TOro AocTyna
ansa nHopmaunoHHon 6€30nNacHOCTM OpraHnu3auum.

4.2.1.3 Noapsaagumkun, BbINosHAKOLWME paboTbl B NOMELWEeHUAX B OpraHusauumm

TpeTbu CTOPOHbI, pa3MelLieHHbIE B MOMELLEHMAX OpraHn3aunmn bonee cpoka,
onpeaeneHHoro B Ux KOHTpakTe, MoryT ocnabutbe 6e3onacHocTb. Kateropum
COTPYOHWKOB TPETbEN CTOPOHbI, pa3MellaeMblX B MOMELLEHMAX OpraHu3auuu:

- COTPYAHMKW, OCYLLECTBAOLLME NOAOEPKKY U CONPOBOXAEHNE annapaTHbIX
CPeAcTB U NporpaMMHOro obecneyeHuns;

- COTPYOHVKK, ocyLlecTBrsAWmne yoopKy, obecneunsatoLne nuTaHne, oxpaHy u
Apyrve ycnyru;

- CTyAEeHTbl 1 nuua, pa6OTaI-OUJ,Me Nno TpyaoBbIM COrfnalleHnAMm;
- KOHCYIbTaHTbI.

BaxHo npegycMoTpeTb MEPONPUATUA NO YNpaBlieHNIo MHPOPMaLNOHHOMN
6e3onacHOCTbIO, HeobXxoanMbIE ANs ynpaBreHus 4OCTynoMm K cpeacream o6paboTku
MHGOpPMaLMN TpeTben CTOPOHLI. Bce TpeboBaHnsa 6e3onacHOCTU, CBA3aHHbIE C
AOCTYNOM TPeTben CTOPOHbI NN MEPONPUATUAMMN MO YNPaBAEHNIO MHHPOPMALMOHHON
6e3onacHOCTbIO, crieqyeT OoTpaXaTb B KOHTPAKTE C TpeTben CTOpOoHOM (4.2.2).
Hanpumep, ecnu cywectByeT creumanbHaa noTpebHoCcTb B obecnevyeHnmn
KOH(pUAeHUMansHOCTN MHOpMaLUnK, crieqyeT 3akmovnTb cornaleHme o ee
HepasrnaweHumn (6.1.3).

Heponyctnmo npenoctaBnaTb TpeTben CTOPOHE A0CTYN K MHhopmauum n
cpencteam ee o6paboTku Ao Tex Nop, Noka He yCTaHOBMNEHbI COOTBETCTBYOLLNE
MEepOnpUATUS Mo yNpasBneHnio MHPopMaunoHHon 6e30nacHOCTbIO U He nognucaH
KOHTpaKT, onpeaensiowmin ycrnoBms npegocTaBreHns CBA3n unm gocTyna.

4.2.2 BknroyeHue TpeboBaHM 6e30nacHOCTM B AOrOBOpPbLI CO CTOPOHHUMU
nuaMm N opraHmsauusimm

Bce pgencreus, cBA3aHHble C NPUBIEYEHNEM TPETbEN CTOPOHLI K CpeacTBam
06paboTkm MHGOPMaLMM opraHn3aunmn, 4OSKHbI ObITb OCHOBaHbI Ha ohULMarIbHOM
KOHTpaKTe, coaepXalleM Unn cCbinarLweMcs Ha HUX, U OOMKHbI obecneynBaTbCs B
COOTBETCTBUM C NOMUTUKON U cTaHOapTamu 6e3onacHOCTU opraHudaunn. KoHTpakT
AorxeH obecneynBaTb yBEPEHHOCTb B TOM, YTO HET HMKAKOro HEAONOHUMaHUS MeXay



ctopoHamu. OpraHu3aumm Takke JOMKHbI NPeayCMOTPEeTb BO3MELLEHNE CBOUX
BO3MOXHbIX YObITKOB CO CTOPOHbI KOHTpareHTa. B KOHTpakT Bknto4atoTCs cnegyoLimne
NMOMOXEHUS:

a) obwasa nonutuka nHopmMaLnoHHon 6e30nNacHOCTHU;

0) 3awmTa aKkTMBOB, BKIOYas:

1) npoueaypbl NO 3awWmuTe akTMBOB OpraHusauum, B TOM vucre nHdopmaumm n
nporpamMmmMHoro obecneyeHuns;

2) npoueaypbl Anst onpeaeneHns KOMNPoOMeTaLMn akTMBOB, Hanpumep,
BCNeACTBME NoTepu Unn Moandukaumm aHHbIX;

3) MeponpuaTus no obecneyeHnio BO3BpaLLEHNA NN YHUUTOXEHUA MHOopMaLnm
N aKTUBOB MO OKOHYaHUW KOHTpaKTa Unn B yCTaHOBMEHHOE BPEMS B TEYEHME
OENCTBUA KOHTPAKTA;

4) LenoCTHOCTb U AOCTYMNHOCTb aKTUBOB;

5) orpaHnyeHnsa Ha KoNMpoBaHWe N packpbiTMe MHOPMaL MK,

B) onMcaHne Kaxxaon npeaocTaBfisieMoun yenyru;

r) onpeaeneHne HeobxoaAnMMOro U HeENpPUeEMNEMOro YpoBHsS 06CNyXnuBaHus;

A) yCNnoBusa JOCTaBKM COTPYAHUKOB K MeCTY paboTbl, Npu HEOBX04MMOCTMU;

€) COOTBETCTBYOLMNE 06513aTENbCTBA CTOPOH B paMKax KOHTPaKTa;

X) o6s13aTenbCcTBa OTHOCUTENBHO IOPULMYECKMX BOMPOCOB, HAanpumep,
3aKkoHogaTenbCTBa O 3aluTe AaHHbIX C Y4eTOM PasnnyHblX HaUNOHAmNbHbIX
3aKoHO4aTeNbCTB, 0COOEHHO €CnM KOHTPAKT OTHOCUTCS K COTPYAHUYECTBY C

opraHusdaumamm B gpyrux ctpanax (12.1);

3) npaBa nHTennekTyanbHon cobcteeHHocTn (IPRs) n aBTopckme npaea (12.1.2), a
Takke npasoBas 3awuTa nbon coBmecTHon paboThl (6.1.3);

I/I) cornaweHund no ynpaBneHno JOCTynoMm, oOXBaTbiBakoLne:

1) paspelleHHble MeToabl OCTYNa, a Takke ynpasfieHne n UCnosrb30BaHne
YHUKaNbHbIX MOEHTUMKATOPOB, TMNa nonb3oBartensckux ID n naponen;

2) npouecc aBTopm3aumm B OTHOLLEHUN SOCTYyNa 1 NPpUBUIIETMIA NONb30BaTENEN;

3) TpeboBaHne akTyanusaumm cnucka nuy, UMerLwmnX NpaBo NUCnonb3oBaTb
npenocTaBnsieMble YCryru, a Takke COOTBETCTBYHLLErO Cnncka npas U NPUBUIETNIA;

K) onpepnerieHne naMmepAaemMblix nokasateneu SCb(beKTI/IBHOCTVI, a TakXe nx
MOHUTOPUHI M npegocTtaBJiEeHNe OTYETHOCTH;

1) NpaBO MOHUTOPWHra AEeNCTBUN Nonb3oBaTenen n 6NOKMPOBKM AOCTYNA;



M) NpaBoO NPOBOAUTbL NPOBEPKM (ayauT) OrOBOPHbLIX 06A3aHHOCTEN UK
aenernposaTtb NPOBeAEHNE TAaKOro ayamTta TPETbEN CTOPOHE;

H) onpegeneHune npouecca MHPOPMUPOBAHMS O BO3HMKAKOLINX NpobnemMax B
crny4yae HenpeaBuaeHHbIX 06CTOATENLCTB;

0) 06513aHHOCTH, KacaloLMecs YCTaHOBKM U COMPOBOXAEHUS annapaTHbIX CPeacTB
1 nporpammHoro obecneyeHus;

M) YyeTkas CTPYKTypa NOAOTYETHOCTU U COrnacoBaHHble ddopMaThl NpeacTaBneHns
OTYETOB;

p) ACHbIN N onpeaesieHHbIN NPoLecc ynpaBneHna N3aMeHeHnsMu;

c) ntobble HeobxoanuMble cnocobbl orpaHnYeHnst PM3nYeckoro Aoctyna u
npoueaypbl Ans obecneyeHns yBepeHHOCTH B TOM, YTO 3TU Mepbl 3PEKTUBHDI;

T) 0byyeHne nonb3oBaTens u agMUHUCTpaTopa MeToaam 1 npoueaypam
Oe3onacHocTH;

y) MeponpuaTusa No yrnpasneHnto NHPOpMaLUMOHHON 6e30NacHOCTb0 AN4
obecneyeHna 3awWwmTbl OT BPEAOHOCHOrO nNporpammHoro obecneveHus (cm. 8.3);

&) npouenypbl OTYETHOCTU, YBEAOMIIEHMS U paccnefoBaHnUst MHUMAEHTOB
HapyLeHns MHPopPMaLNMOHHON 6e30MacHOCTU N BbISIBNEHNS crabbix 3BEHbLEB
cucTembl 6e3onacHocTy;

X) npusneyvyeHune TpeTbeVl CTOPOHbI BMECTE C cy6r|o,qp;|p,q|/n<aMM.

4.3 MNpuBne4vyeHne CTOPOHHUX OpraHM3aummn K obpaboTke nHdopmauumn
(ayTcopcuHr)

Llenb: ob6ecneveHne nHpopmaymoHHon 6e3onacHOCTH, Korga OTBETCTBEHHOCTb 3a
0b6paboTKy MHopMauumn nepegaHa gpyron opraHmsauunm.

[loroBOpeHHOCTHU, CBA3aHHbIE C MPUBINEYEHNEM TPETbUX CTOPOH, AOIKHbI
YYUTbIBATb OLLEHKN PUCKOB, MEPONPUSATMS MO yNpaBrieHno MHHPOpMaLNOHHON
6e3onacHOCTbIO M NpoLeaypbl B OTHOLLEHUN MHAOPMALIMOHHbLIX CUCTEM, CETEN M/UNnK
HaCTOMbHbLIX KOMMBIOTEPOB U AOIMKHbI ObITb OTPaXXeHbl B KOHTPaKTE.

4.3.1 Bknro4yeHune TpeboBaHMM 6e30nacHOCTM B AOroBOpbI HA OKasaHue ycnyr
no o6paboTke MH(popMaLUM CTOPOHHUMUN OpraHM3aumnsaMm (ayTCOpPCUHTY)

TpeboBaHusa 6e3onacHOCTM B cnyyae, Korga opraHMsauus nepegaet ong
ynpaBreHns N KOHTPOIISt BCE UM HEKOTOPbIE U3 CBOMX MHAOPMAaLIMOHHbIX CUCTEM,
ceTen u/unu NnepcoHarnbHbIX KOMMNbIOTEPOB, CrieayeT yka3aTb B KOHTPaKTe,
cornacoBaHHOM MeXay CTOPOHaMM U YYUTbIBAIOLLEM:

- BbINONHeHNe TpeboBaHUI 3aKkoHOAATeNbCTBA, HANPUMEpP, B OTHOLLEHUM 3aLUTbI
OaHHbIX;



- DOCTUXKEHNE JOrOBOPEHHOCTEN, 00ecneynBatoLLMx yBEPEHHOCTb B TOM, YTO BCE
CTOpPOHBbI, BKMOYas cybnoapsiaumkoB, 0CBeAOMIEHbI O CBOMX 0683aHHOCTSIX,
KacarLlmxca 6e30nacHoCcTU;

- kak 6yayT obecrneunBaTbCs M TECTUPOBATLCS NApaMeTpbl LLENOCTHOCTU U
KOHMOMAEHUMaNnbHOCTN OBM3HEeC-akTMBOB OpraHM3aLUum;

- TUNbl PUSNYECKNX N NOTNYECKUX METOLO0B NO yNnpaBfieHNO MHGPOPMaLMOHHON
6e30nacHOCTbIO, MCNONb3yeMbIX NPU NpegoCTaBNeHnn HeobxoaMmMoro 4ocTyna K
YyBCTBUTENBHON Cny>kebHon nHopmMauum opraHm3aunum CTOPOHHUM NOSb30BaTENSAM;

- obecneyeHne OOCTYNHOCTUN CEPBUCOB B criydae 6eacTeus;

- YPOBHM dhm3nyeckon 6e3onacHoOCTn, KOTOpble JOMKHbI ObITb 06ecneyeHsbl B
OTHOLWeHUN 06opyaoOBaHMs, UCNOSTb3YEMOrO B paMKax ayTCOPCUHIa;

- NpaBo Ha NpoBeAeHWe ayauTa.

Ycnosus, npuBefeHHbIe B NyHKTe 4.2.2, criedyeT Takke paccMaTpuBaTb Kak YyacTb
KOHTpakTa. Heobxoammo, 4tobbl KOHTpaKTOM Bbina npegycMmoTpeHa BO3MOXHOCTb
AanbHenwen getanusauun u peanusauun TpebosaHui 1 npouenyp 6esonacHocTu B
corrnacoBaHHOM MeXay CTOPOHaMu nnaHe MeponpusaTun B obnactu 6e3onacHoCTy.

HecmoTps Ha TO, YTO KOHTPaKTbl MO NPUBIEYEHNIO TPETbUX CTOPOH MOTYT
BKIHOYaTb P CNOXHbIX BONPOCOB, NpaBuiia U pekoMeHaauny no ynpasneHuto
NHOPMaLMOHHON 6e30NacHOCTbLIO, BKMIOYEHHbIE B HACTOSALLMIA CTaHaapT, AOMKHbI
CNY>XUTb OTMPaBHOW TOYKOW MPU COrnacoBaHUM CTPYKTYPbl U COAEPXKaHMs nnaHa rno
ynpaBreHuio 6e30nacHoOCTbH.

5 Knaccudmkaumusa n ynpasrneHue aktuBamum

5.1 YyeT akTnBoB

Lleﬂbi obecneyeHne COOTBeTCTByIOU_l,eIZ 3alLUNUTbl aKTUBOB OpraHn3auunun.

Bce ocHOBHble I/IH(pOpMaLI,I/IOHHbIe aKTMBbI OOSTKHbI BbITb YYTEHbI U 3aKpensieHbl 3a
OTBETCTBEHHbIMU BlnageribuamMu.

YyeT akTnMBOB NomoraeT obecnevmBaTb YBEPEHHOCTb B UX HaANexallen 3almre.
Heobxoanmo ngeHtnguumpoBaTb BnagesibLeB BCEX OCHOBHbIX aKTUBOB U
onpeaenuTb NX OTBETCTBEHHOCTb 3a NogaepXaHne COOTBETCTBYHOLLMX MEPONPUATUN
no ynpasfieHno nHdpopmMaunoHHon 6esonacHocTbio. OcyLecTBieHne MeponpUSTUIA
No ynpasrieHuo NHpopmaLmMoHHOM 6e30NacHOCTbI0 MOXET BbITb AeNnerMpoBaHo, HO
OTBETCTBEHHOCTb A0OJIKHA OCTaBaTbCs 3a Ha3Ha4YeHHbIM BriagernbLeM akTusa.

5.1.1 MHBeHTapu3auua akTMBoB
OnuncaHne akTMBOB AaeT yBepPEeHHOCTb B TOM, YTO obecneuvnBaeTcs appeKkTnBHas

3aluMTa akTMBOB, M OHO MOXET Takke notpeboBaTbcs Ans Lenen obecneyeHns
Ge3onacHoCTU Tpyada, CTpaxoBaHWUs UK peLleHnst UHaHCOBbLIX BOMPOCOB



(ynpaBneHue aktnsamu). lNpouecc cocTaBreHNsa ONUCU akTUBOB - BaXKHbIN aCnekT
ynpaBneHunsa puckoM. OpraHmsaumsa gomkHa 6biTb B COCTOSIHUM MAEHTUULMPOBATb
CBOW aKTMBbI C Y4E€TOM UX OTHOCUTESIbHOM LeHHOCTU 1 BaXXHOCTU. OCHOBbIBAsACh Ha
9TOWN MHpOPMaLUMN, opraHm3aumst MoXeT obecnednBaTb 3a4aHHbIEe YPOBHU 3aLUThI,
COOTBETCTBYHOLLMNE LLEHHOCTUN N BaXXHOCTW akTMBOB. OnNucn cnegyeT COCTaBnAaATb U
noggepXmBaTb OS5 BaXXHbIX aKTUBOB, CBA3aHHbIX C KaXX4oW MHPOPMaLVUOHHOM
cuctemon. Kaxxabi akTuB AOSMKEH ObiTb YETKO MAEHTUONLMPOBAH U
KnaccuguumpoBaH ¢ ToYkM 3peHunst 6e3onacHoctyn (5.2), ero Bnagenblbl AOMKHbI
ObITb aBTOPN30BaHbI, a AaHHbIE O HUX OOKYMEHTUpoBaHbl. Kpome Toro, A0SIKHO ObiTb
yKaszaHo (pakTn4yeckoe MecTonorioXXeHne akTmaa (3TO BaXHO B crnyyae
BOCCTaHOBJIEHUS aKTUBOB MNpKU NoTepe unmn nospexaeHun). Npumepammn akTMBOB,
CBSA3aHHbIX C MHPOPMALMOHHLIMU CUCTEMAMU, ABAAKOTCS:

- NHCPOPMaLIMOHHbIE aKTMBbI: Ba3bl AaHHbIX U dannbl AaHHbIX, CUCTEMHAs
OOKyMeHTauus, pykoBoACTBa nosb3oBartens, yyebHble maTepuansl, npoueaypsbl
aKcnnyaTtauumn nnu nogaepxkm (obcnyxmsanus), nnaHel No obecneyveHunto
HenpepbIBHOCTN PYHKLMOHUPOBaHUS NHPopMaLMOHHOro obecneyeHus, npoueaypbl
AencTBuir Npu c6osX, apxmBMpoBaHHasa MHGopMmauus;

- aKTMBbI NPOrPaMMHOro obecrneyeHus: NpuknagHoe nporpaMMHoe obecneyeHue,
CMCTEMHOE NporpaMMHoe oGecrneyeHune, MHCTPYMeHTarnbHble CpeacTBa pa3paboTku v
YTUNUTI;

- hmnsnyeckne akTuBbI: KOMMNbIOTEPHOE 060pPYyaOBaHUE (MPOLECCOPbI, MOHUTOPHI,
NepeHOCHbIE KOMMNbIOTEPBI, MOAEMbI), 060opyLOBaHNE CBA3N (MapLLPYTM3aTophl,
YacTHble aBTOMaTn4eckne TenedoHHbIe CTaHUUKN C BbIXOAOM B CE€Tb 06LLlero
nonb3oBaHus, hakcbl, aBTOOTBETUYMKWN), MArHUTHbIE HOCUTENW (NTEHTLI U ANCKN),
apyroe TexHmyeckoe obopyaoBaHue (3NeKTponuTaHme, KOHANLMOHEPDI), Mmebenb,
nomeLleHuns;

- YCIYTn: BblYUCNUTENbHbBIE YCINYTN U YCIYry CBSA3U, OCHOBHbIE KOMMYHarbHble
yCnyru, Hanpumep, oToMnneHne, OCBELLIEHNE, SNEKTPOIHEPIUS, KOHOULNOHNUPOBAaHME.

5.2 Knaccudmkauma nidopmaumm

Llenb: obecneyeHne yBEPEHHOCTH B TOM, YTO MHPOPMaLMOHHbIE aKTUBbI
3alUMLIEHBbl HA HaAnexalleM ypoBHe.

NHpopmaumio cnegyeT knaccuguumpoBaTb, 4TOObI onpeaennTtb ee
NPUOPUTETHOCTb, HEOOXOANUMOCTbL M CTEMEHDb €€ 3aLUUTHI.

NHdopmauma umeeT pasnuyHblie CTENEHN YyBCTBUTENBHOCTM U KPUTUYHOCTMW.
HekoTopble BUAbl MHpopmaLumm moryT TpeboBaTb AONONHUTENBHOIO YPOBHSA 3aLLMTbI
nUnu cneumnanbHbix MeTogoB ob6paboTkn. Cuctemy knaccudpmkaunum nHpopmaumm
cnefyeT UCnonb30BaTh AN onpedeneHnsi COOTBETCTBYHOLLErO MHOXECTBA YPOBHEMN
3awmTbl 1 NOTPEBHOCTUN B cneumanbHbiX MeTogax o6paboTku.

5.2.1 OcHOBHbIe NpUHUUNbI Knaccudukauum

Mpu knaccndpurkaymm nHopmaummn n cBA3aHHbIX C HEN MEPONPUATUM MO
ynpasrieHnio MHpopMaLnoHHON Be30NacHOCTbIO crieaqyeT yuuTbiBaTh TpeboBaHnA



Bu3Heca B COBMECTHOM MUCMONb30BaHMM UM OrpaHMYeHn OCTyna K Hdopmaumu, a
Takxke nocrneacTtema anga 6usHeca, cBA3aHHbIE C TakKUMK TpeboBaHNAMMU, HAaNpUMep,
HeaBTOPM30BaHHbLIN AOCTYN UK noBpexgeHne nHgpopmaumn. Knaccudpumkauyma
MHdOpMaLMN NO3BONSAET ONpeaennTb, Kak atTa HopMauus 4omKkHa ObiTb
obpaboTaHa 1 3auwmiieHa.

NHdopmaumio 1 BbIXoAHblE OTYEThI CUCTEM, 0OpabaTbiBatoLmX
KnaccudunumpoBaHHble AaHHble, crieqyeT OTHECTU K Kakon-nmbo KaTeropmm ¢ TOYKM
3peHUnst ee LLEHHOCTU U YYBCTBUTENBHOCTU ANS opraHn3aumm. MoXHO Takke OLEeHUTb
COOTBETCTBYHLLYIO MHOPMALIMIO C Y4€TOM TOr0, HACKOSbKO OHa KpUTUYHA A5s
opraHusaumn, HanpuMep, ¢ TOYKN 3peHnss obecneyeHns ee LLENOCTHOCTU U
AOCTYMHOCTM.

NHudpopmauyma obblvHO nepectaeT 6bITb YYBCTBUTENBHOW UITM KPUTUYHON K
KOMNpoMeTaunmn no UCTeYEHMM HEKOTOPOro Nepmnoaa BpeMeHu, Hanpumep, Koraa oHa
CTaHOBUTCA 0OLWEeAO0CTYNHOW. OTK acnekTbl crieayeT NpMHMMaTh BO BHMMaHMe,
MOCKOJSTIbKY NPUCBOEHME NOBbILUEHHOW KaTeropmum MoXeT BECTU K HEHY>KHbIM
AONOSTHMTENbHBIM pacxogaM. B pykoBoasLwmx npuHumnax knaccudgukauum cnegyet
npeaBnaeTb U y4uTbiBaTb, YTO KaTeropmsa noboro BMaa nHopmMaumm HeobasaTenbHO
AO0IKHa BbITb MOCTOAHHOWN B TEYEHNE BCErO BPEMEHU - OHA MOXET U3MEHATLCS B
COOTBETCTBUM C HEKOTOPOW NPUHATON NonuTukon 6esonacHocTn B opraHunadaumm (9.1).

Upe3mepHO CnoXxHble CXeMbl KaTeropupoBaHus MHopmaL MM MoryT cTaTb
obpeMeHUTENbHBIMU N HESKOHOMUYHBLIMU A1151 UCNOSIb30BAHNSA UM OKa3blBalOTCS
HeocyllecTBuMbIMU. CnegyeT NpPosBNATE OCMOTPUTENBHOCTL NPU UHTEpNpeTaumm
KaTeropui (rpudoB) Krnaccugukaumm Ha JOKyMeHTax oT ApYyrnx opraHmM3auuu,
KOTOpble MOryT UMeTb Apyrve onpeaeneHns unvm coagepXxaHue ans Tex xe cambix unm
Noao6HbIX KaTEropun.

OTBETCTBEHHOCTb 3a OnpeaerieHne Kateropum nHpopmMaumm (Hanpuvep,
AOKYMEHTA, 3anucu AaHHbIX danna unv AUckeTbl C AaHHbIMU) U NEPUOANYHOCTb
nepecMoTpa 3TOW KaTeropumn JOSMKHbI OCTaBaTbCs 3a co3gaTenem, Ha3HauYeHHbIM
BrnagenbLem unm cobCcTBEHHNKOM MHOpMaLmK.

5.2.2 MapkupoBka n o6paboTtka nHcpopmaumm

BaxHo, 4TOObI 66111 ONpegeneH CoOoTBETCTBYOLWMIN HAabop npoueayp Ans
MapKMpoBKn npu obpaboTke nHOpMaLum B COOTBETCTBUM C CUCTEMOM
Knaccudukaumm, NpUHATON opraHmusaumen. Tu npoueaypbl AOSKHbI OTHOCUTLCS K
NHOPMALMOHHBIM aKTUBaM, NPeAcTaBfIEHHbIM Kak B (PU3NYECKON, Tak U B
3MeKTPOHHON bopme. [Jna Kaxkaon knaccudpukaumm cnegyet onpeaensTtb npoueaypsbl
MapKMpPOBKM ONs TOro, Ytobbl y4ecTb crneaytowme Tmunbl 06paboTkmn nHdopmaunu:

KornnpoBaHume;

XpaHeHue;

nepegavy rno noyrte, akcom 1 3NEKTPOHHOW MOYTON;

nepegavy ronocom, Bkntoyast MobubHbIA TenedgoH, rofiocoByo MOYTY,
aBTOOTBETYUKY;



- YHUYTOXEHNE.

Mpwn ocyLiecTBNeHMM BbIBOAA AaHHbBIX U3 CUCTEM, CoAepXalLunx nHpopmaumio,
KOoTopas knaccuduumpoBaHa Kak YyBCTBUTESbHAsS UMW KPUTUYHASA, crieayeT
Mcnonb3oBaTb COOTBETCTBYIOLLYIO METKy Kraccudukaumm (npu BeiBoae). B
MapKMpOBKe crneayeT oTpaxaTtb knaccudukauuto cornacHo 5.2.1. Cneayert
MapKupoBaTb HanevyaTaHHble OTYETbI, 3KPaHHbIE (POPMbI, HOCUTENN UHAOPMaLIUK
(NeHTbl, AUCKM, KOMNAKT-ANCKN, KacCeTbl), ANIEKTPOHHbIE COOBLLEHNSA N Nnepefady
dannos.

dunsnyeckme MeTkM ABNAOTCA, B 00LLeM crnyyae, Hanbonee noaxogsawen popmon
MapKkupoBkn. OaHaKO HEKOTOPbIE MH(POPMALMOHHBIE aKTUBbI, TakKne Kak JOKYMEHTbI B
3NEeKTPOHHON bopme, PU3nNYeCcKn He MOryT BbiTb NPOMaPKMPOBAHbI, U MO3TOMY
HeobX0ANMO NCMONb30BaTb SNEKTPOHHbIE aHaNorM MapKkUpPOBKN.

6 Bonpocbl 6e3onacHOCTH, CBA3aHHbI€ C NePCOHaNom

6.1 YyeT BonpocoB 6e30MacHOCTU B AOMKHOCTHbIX 06GA3aHHOCTAX U NpwU
Haume nepcoHana

Llenb: MMHMMKU3aumMs pMCKOB OT OLLIMOOK, CBA3AHHbLIX C YeroBe4YeCKMM haKToOpOM,
BOPOBCTBA, MOLLEHHNYECTBA, KPaXXn U1 HENPaBUIbHOIO MCNONb30BaHUSA CPeaCTB
0bpaboTkm nHdbopmaunu.

O6s3aHHOCTM No cobnogeHnto TpeboBaHu 6e3onacHOCTU crieayeT pacnpenensTb
Ha cTagumn nogbopa nepcoHana, BKN4YaTb B TPYAOBbIE AOTOBOPbLI 1 NMPOBOAUTbL UX
MOHUTOPVWHI B T€YeHne Bcero nepmoga paboTtbl COTpyAHUKA.

CnepyeT ocywecTBNATb COOTBETCTBYHOLLYO NPOBEPKY KaHaMAATOB Ha paboTy
(6.1.2), ocoBeHHO 3TO KacaeTcs AOMMKHOCTEN, NpegnonaratLwmx 4OCTYN K BaXXKHOM
NHpopmaumn. Bce coTpyaHUKN 1 NpeacTaBUTENN TPETbEN CTOPOHbI, MCNOMb3YoLLne
cpencTtea 06paboTkm MHGOPMaLUMN opraHn3aunmn, 4OSKHbI NOANUCLIBATL COrnalleHmne
O KOH(bnaeHUnanbHOCTU (HepasrnawleHum).

6.1.1 BknoyeHue BonpocoB MHOpMaLUOHHON Ge3onacHOCTU B
OOJIKHOCTHbIe 00513aHHOCTU

DyHKUMM (pONinM) M OTBETCTBEHHOCTb B 0611acT MHdopmaLmMoHHoN 6e3onacHocCTy,
Kak yCTaHOBJIEHO B MONUTUKE MH(OopMaLMoHHON Be3onacHocTn opraHmnsaumm (3.1),
cnegyeTt OOKYMEHTUPOBATh. B 4OMKHOCTHbLIE MHCTPYKLUMM criegyeT BKOYaTh Kak
obuwme 0643aHHOCTN NO BHEAPEHUIO NN COBNIOAEHMIO NONUTUKM 6E€30NacHOCTU, TakK U
cneymdunyeckme ocobeHHOCTUN Mo 3alunTe onpeneneHHbIX akTMBOB U AENCTBUN,
Kacarowmxcs 6e3onacHocTu.

6.1.2 NMpoBepka nepcoHana npm HammMme U COOTBETCTBYHOLAsA NOJIUTUKA
[MpoBepkn COTPYOHMKOB, MPUHMMAEMBbIX B MOCTOSIHHbIW WTAT, CrieayeT BbIMNOSHATb
Nno Mepe nogayv 3asBreHun o npueme Ha paboTy. B HUX Heob6xoanmo BKIOYaTb

cnepywuiee:

- Hannm4vme noJiIoXXNTEJIbHbIX peKomeH,qau,MVl, B YaCTHOCTU B OTHOLWIEHWN OEJTOBbIX U



NNYHbBIX KQ4YeCTB NPeTeHOEHTa;
- NpoBepka (Ha npeagMeT NONHOTbI U TOYHOCTWN) pe3toMe NPeTeHAEHTa;

- NoATBEpP)XAEHME 3asaBNsemMoro obpasoBaHma n NpodecCcuoHanbHbIX
KBanudukauum;

- He3aBMCMMada NpoBepKa NOASIMHHOCTN JOKYMEHTOB, YAOCTOBEPSAIOLMNX NINYHOCTb
(macnopTta unm 3aMeHsaLWero ero AOKyMeHTa).

B cnyyasx, korga HOBOMY COTPYAHWKY HENOCPEACTBEHHO nocrne npuema Ha paboTty
UnNn B ee npolecce NpeacTouT A0CTyN K cpeactBam 06paboTkm BaXXHON MHopMaLnu,
Hanpumep PUHaAHCOBOW NN COBEPLLUEHHO CEKPETHOM MHGOpMaLnK opraHnsaumn,
cnegyeT BbIMONMHUTE cneumanbHyo "NnpoBepky Ha aosepue”. B oTHOLWeHUK
COTPYAHVKOB, UMEKLNX 3HAYMTENbHbIE MOMHOMOYNSA, 9Ta NPOBEPKa A0SMKHA
NPOBOANTLCA NEPUOSUYECKN.

AHanorn4yHbl NpPoLecc NPoBEPKM creayeT OCYLWEeCTBNATb AN NOAPSAYMKOB U
BPEMEHHOro nepcoHana. B Tex cnyyasx, koraa npuem coTpyaHMKOB OCYLLECTBIsieTCs
yepes KaJpoBOe areHTCTBO, KOHTPAKT C areHTCTBOM [IO/MKEH YEeTKO onpeaensTb
00513aHHOCTW areHTCTBa Mo NPoBepKe NPeTEHAEHTOB U NpoueaypamM yBeAOMITeHUS,
KOTOPbIM OHO JOIMKHO CrneaoBaTth, eCrnv NpoBepka He Obina 3akoH4YeHa unu ecnu
pe3ynbTaTthbl 4al0T OCHOBAHUSA ANt COMHEHMS Unu GecnokoncTea.

PykoBoacTBy opraHusaumm cnegyet oueHUTb HeobxoaMMbI YpOBeHb HabnogeHns
3a HOBbIMW U HEOMbITHBIMW COTPYyAHUKamMu, obrnagarwmmMmm npaBom 4OCTyna K
BaXXHbIM cuctemam. HeobxogmMmo BHepUTL nNpoueaypbl No Nepuoamnyeckomy
KOHTPOJIIO M YTBEPXAEHMUIO AENCTBUI BCEX COTPYAHMKOB CO CTOPOHbI BbILLECTOSALLMNX
pykoBoguTenen.

PykoBogutenam crnegyeT yuntbiBaTh, YTO NINYHbIE NPOBNeMbl COTPYAHUKOB MOTYT
CKasblBaTbCs Ha ux paboTe. JInyHble unu pmHaHcoBble NPobrEeMbl COTPYOHUKOB,
N3MEHEeHUs B NX NoBeAeHUn unm obpase XusHu, nepmogmyeckas pacCesaHHOCTb U
NPU3HaKM cTpecca unu genpeccum MoryT ObiTb NPUYNHAMM MOLLEHHNYECTBA,
BOPOBCTBA, OLUMOOK 1nu apyrnx HapyLeHnn 6e3onacHoCcTn. 3Ty MHopMaLmIo
cnefyet paccmaTtpvBaTb B COOTBETCTBMU C AEUCTBYHOLLMM 3aKOHOO4ATENbCTBOM.

6.1.3 CornaweHus o KOHPUAEHUNANbHOCTH

CornalueHust o0 KoOHUAEHUNANbLHOCTU UNU cornalleHns o HepasrnalweHum
MCMoNb3yHTCHA AN YBEAOMIEHUS COTPYAHNKOB O TOM, YTO MHpopMaL s SBRsieTCs
KOHUAeHUNanbLHom nnn cekpeTHo. COTPYAHMUKN 0ObIYHO AOMKHbI NOANUCLIBATL
TaKoe cornalleHne Kak HEOTbEMMEMYIO YacTb YCIOBUA TPYAOBOro AOroBopa.

BpeMeHHble coTpyaHUKN U npeacTaBuTenn TpeTbMX CTOPOH, He nonagaroLme nog,
CTaHO4apTHbIN TPY4OBOW LOroBOp (coaepKaliui cornawleHne o cobnogeHmum
KOHpUAEHUManNbHOCTN), OOMKHbI NOANUCHIBATL OTAENbHO CorfalleHne o cobnogeHnm
KOHpUAEHUMaNbHOCTN 4O TOro, Kak M OyaeT npeaocTtaBneH AOCTyN K CpeacTBam
06paboTkm nHopmaLumn.

CornalueHusi o cobnoaeHnn KoHpUaeHUManbLHOCTM CreayeT nepecmaTpuBaTth nNpu
N3MEHEeHUN YCroBUIA TPYAOBOro AOroBopa, 0CO6EHHO B Criyyae N3MeHeHus



06a3aHHOCTEN COTPYAHMKA UIN UCTEYEHNN CPOKOB TPYAOBbLIX 4OrOBOPOB.
6.1.4 YcnoBusa TpyAoBOro cornailueHus

YcnoBust TpPyAOBOro OroBopa AOMKHbI ONpeaensiTb OTBETCTBEHHOCTb Cry»alllero
B OTHOLLIEHUM NHopMaLMOHHOM Be3onacHocTU. Tam, rae HeobxoamMmo, aTa
OTBETCTBEHHOCTb [JOJXXHa COXPaHATLCA U B TEYEHME ONpeaeneHHoro cpoka nocne
yBOJbHEHUSI ¢ paboTbl. Heob6xoamnmo ykasatb Mepbl AUCLMNIIMHAPHOIO BO34ENCTBUS,
KoTopble OyayT NPMMEHNMbI B CllyYae HapyLLUEeHUs1 COTPYAHUKOM TpeboBaHui
Ge3onacHocTw.

OTBETCTBEHHOCTb 1 NpaBa COTPYAHUKOB, BbITEKaOLWME N3 eNCTBYIOLLErO
3akoHofaTenbCcTBa, Hanpumep B 4acTu 3aKOHOB 06 aBTOPCKOM npase unu
3akoHogaTenbCTBa O 3alnTe NepCoHanbHbIX AaHHbIX, AOMKHbI OblTb Pa3bACHEHbI
nepcoHany 1 BKIMOYEHbI B YCIIOBUSA TPYyA0BOro Aorosopa. Takxke AormkHa bbiTb
yKasaHa OTBETCTBEHHOCTb B OTHOLLEHWUWN KaTEropnupoBaHNA 1 yrpasreHns JaHHbIMU
opraHusauunn-pabortogatens. Beskun pas, npy Heo6xoAnMMOCTU, B YCNOBUSIX
TPyOoBOro AOroBopa criegyeT ykasbiBaTb, YTO 3Ta OTBETCTBEHHOCTb
pacnpocTpaHseTcs U Ha paboTy BHe NomeLleHnn opraHmsanmm, n BHepaboyee Bpems,
Hanpumep, B crny4yae UcnonHeHus pabotbl Ha gomy (7.2.5 1 9.8.1).

6.2 ObyyeHune nonb3oBaTenen

Llenb: obecneyeHne yBepeHHOCTM B OCBEAOMIIEHHOCTM Nonb3oBaTtenen ob
yrposax u npobnemax, cBsi3aaHHbIX C MIHOPMAaLNOHHON 6€30MacHOCTLIO, U NX
OCHaLEHHOCTM BCEM HEOOXoanMbIM Ansa cobnogeHna TpeboBaHnin NONUTUKN
6Ge3onacHOCTM opraHM3aunmn Npu BbINOMIHEHUN CNYXebHbIX 00s13aHHOCTEN.

lMonb3oBaTenen Heobxogmmo obyyaTtb npoueaypam 6e3onacHOCTU U NpaBUIbHOMY
NCNoNb3oBaHMIO cpeacTB 06paboTkn nHpopmaumm, YTobbl CBECTU K MUHUMYMY
BO3MOXHbl€ pUCKM 6esonacHoOCTH.

6.2.1 O6by4yeHue n noaroToBka B obnactu nuHcpopmaLumoHHOM 6e30nacHOCTU

Bce coTpyaHukn opraHnsaumm n, npy Heo6xoANMOCTH, NONb3oBaTENN TPETbEN
CTOPOHbI JOJDKHbI MPOWTM COOTBETCTBYHOLLEE OOYyYEHNE 1 NOMyYaTh Ha PErynsapHoOn
OCHOBe OOHOBMEHHbIE BapuaHTbl NOSIMTUK M Npoueayp MHdpopmaLMoHHOM
6e3onacHoCTH, NPUHATLIX B opraHnsaumm. ObyyeHne coTpyaHUKOB AOJTKHO
obecneunTb 3HaHne nmmn TpeboBaHm 6€30NacHOCTN, OTBETCTBEHHOCTYU B
COOTBETCTBUM C 3aKOHOAATENBbCTBOM, MEPOMPUATUIA NO yNpaBreHuo
NHPOPMaLIMOHHOM 6e30NacHOCTLIO, a TaKKe 3HaHWe NPaBUIIbHOrO NCNOSb30BaHUS
cpeacTtB 06paboTkm MHopmauumn, HanNnpuvep NpoLeayp permcTpauumn B cucteMax,
MCNONb30BaHUA NakeToB NporpamMm, npexae Yem um byaet npegoctaBneH JOCTyN K
NHopMaLMn Nnn ycnyram.

6.3 PearnpoBaHue Ha MHUMAEHTbI HapyLwWeHns NHPOPMaLMOHHON
6e3onacHocTK U cooun

Llenb: cBeaeHne kK MMHUMYMY yliepba OT MHUMAEHTOB HapyLUeHUs
NMHGOpMaLMOHHON B6e3onacHoCTK 1 cboeB, a Takke OCyLLECTBIIEHNE MOHUTOPUHIA U



pearnposaHume no cry4yadm MHUMOEHTOB.

O6 vHUngeHTax HapyLeHna nHopmMaunoHHon 6esonacHoCcTu cnegyeT
NHPOPMMPOBATbL PYKOBOACTBO B COOTBETCTBMM C YCTAHOBIIEHHLIM NOPSAKOM, MO
BO3MOXXHOCTU, He3amMeaIMTENbHO.

Bce coTpyaHukn n nogpsagyumkn 4OMmKHbI ObiTb OCBELOMIIEHbI O NpoLeaypax
NHPOPMMPOBAHMS O Pa3NNYHbIX TUNAX MHUNOEHTOB HapyLIEHUs MHPOPMaLMOHHOM
6e3onacHocTu (HapyLeHne 6e3o0nacHoOCTu, yrposa, ya3BUMOCTb CUCTEMbI UK COON),
KOoTopble Mornu 6bl OkasaTb HeraTMBHOE BnMsiHME Ha 6e30NacHOCTb akTUBOB
opraHm3aumn. CoTpyaHMKM 1 NogpsaaYMKN OOMKHbI HEMEeANEeHHO coobLaThb O NObIX
HabnogaemMblx UNK NpegnonaraemMblX MHUUAEHTAxX onpeaeneHHOMY KOHTaKTHOMY
nuuy nnu agMuHUcTpaTopy 6esonacHoctn. B opraHusaumm gomkHbel 6biTb
YyCTaHOBIIEHblI MEPbI ANCLUNIIMHAPHON OTBETCTBEHHOCTU COTPYAHMKOB, HapyLUaoLWmX
TpeboBaHua 6e3onacHocTU. [Ans Toro Ytodbbl UMETb BO3MOXHOCTb pearnpoBaTtb Ha
WHUWAEHTbI HAapyLWeHNa MHpopmMaLmMoHHON 6e30NacHOCTU AOMKHbIM 06pa3om,
Heobxoanmo cobupaTb CBUAETENLCTBA U JOKa3aTeNnbCTBa BO3MOXHO ObicTpee nocrne
obHapyxeHusa nHuugeHTa (12.1.7).

6.3.1 UHdbopmMupoBaHue 06 MHUMAEHTaAX HapyLWeHUss UHPOPMaLMOHHOMN
6e3onacHocTu

O6 vHungeHTax HapyLleHns nHopmMaunoHHon 6esonacHoCTu crnegyeT
NHPOPMMPOBATbL PYKOBOACTBO B COOTBETCTBMM C YCTAHOBIIEHHLIM MOPSAKOM, MO
BO3MOXXHOCTU, He3aMeaIMTENbHO.

Heobxogmmo BHeapuTh (hopManua3oBaHHyo npoueaypy nHpopmMmmposaHust 06
MHUMOEHTAax, a TakkKe npoueaypy pearmpoBaHusi Ha UHUMOEHTbI, yCTaHaBnmeawLwme
OEeNCTBUSA, KOTOpble OOMKHbI BbITb NPEeANPUHATLI NOocre NosyYeHns coobLeHns ob
nHUmaeHTe. Bce coTpyaHuKM 1 Nnogpsaumkmn OMKHbI ObiITb O3HAKOMITEHBI C
npoueaypon nHpopmMmmposaHus 06 MHUMgEHTax HapyLeHna HPOPMaLNOHHOM
6e3onacHoCTuH, a Takke NPOMHAPOPMMPOBAHbI O HEOBXOAMMOCTU HE3aMEATUTENTbHOIO
coobueHnsa ob nHumaeHTax. Heobxogumo Takxke npeaycMoTpeTb Nnpouenypsbl
obpaTHOM CBA3M NO pe3dynbTaTaM pearnpoBaHns Ha MHUNOEHTbI HApYyLLUEHNUS
nHdopmaumoHHon 6esonacHocTn. MHdopmaums 06 MHUMOEHTaxX MOXeT
MCNONb30BaTbCS C LIENb0 MNOBbILEHNSA OCBEAOMIIEHHOCTM Nonb3oBaTtenen (6.2),
NMOCKOSbKY NO3BOMSET AEMOHCTPUPOBATb HA KOHKPETHBLIX MpUMepax BO3MOXHbIE
nocneacTBUs MHUWMAEHTOB, pearnpoBaHME Ha HUX, a TakKe CNocobbl X UCKIOYEHNSA B

byaywem (12.1.7).
6.3.2 UHdhbopmupoBaHue o npobnemax 6e3onacHoCcTU

OT nonb3oBaTenen MHPOPMAaLMOHHbLIX CEPBMCOB Heobxoanmo TpeboBaTtb, 4TOOLI
OHM obpallany BHUMaHne 1 coobLuanu o nobbix 3aMeYeHHbIX UK npegnonaraemblx
HefocTaTkax M yrposax B obnactu 6e3onacHocTn B cuctemax unm cepsmucax. OHu
OOIMKHbI HEMEeANEHHO coobwaTtb 06 3TUX NpUUNHAX ANA NPUHATUSA PELUEHUIA CBOEMY
PYKOBOACTBY MIN HEMOCPEACTBEHHO NOCTaBLUKUKY ycnyr. Heobxoanmo
NHOPMUPOBATL NOMb30BATENEN, YTO OHN HE OOMKHbI HM MPU Kakux 06CTOATENbCTBAX
CaMOCTOSITENbHO UCKaTb NOATBEPXKAEHUS NO403peBAaEeMOMY HeOCTaTKy B CUCTEME
6e3onacHocTn. JT1o TpeboBaHMe NpeabaABNSAETCS B MHTEpPECax CaMux Nonb3oBaTenen,
NMOCKOSbKY TeCTMpOBaHMe crabblx MecCT 3almnTbl MOXET OblTb MHTEPNPETUPOBAHO KakK
HENPaBOMOYHOE UCMOSIb30BAHNE CUCTEMBI.



6.3.3 UHdhpopmupoBaHue o c605aX NporpamMmmHOro oéecneyeHus

[na nigdopmmnpoBaHna o cbosix nporpaMMHoro obecnevyeHnss Heob6xoanmbl
CcOoOTBeTCTBYHLME Npoueaypbl. [pn 3TOM JOMKHbI NpeaycMaTpmuBaThbCs cneayoLmne
AencTeus:

- CUMNTOMBbI NPO6nieMbl 1 N0ObIE COOBLLEHMS, NOABNAKOLWMECS HA SKPAHE, AOJIKHbI
dumkcnpoBaTbCs;

- N0 BO3MOXXHOCTW, KOMMbIOTEP HEOOXOAMMO NU30NMMPOBaThL U NOMNb30BaHNE UM
npekpatuTtb. O Nnpobrneme cneayet HEMeANEeHHO M3BECTUTbL COOTBETCTBYIOLLEE
KOHTaKTHOe NuLo Unu agMuHUcTpaTopa. B cnyyae Heob6xoaMMocTn NpoBecTu
nccnenoBaHus 06opyaoBaHKs, KOTOPOE AOMKHO ObiTb OTCOEAUHEHO OT BCEX CETE
opraHusauun. luckeTbl He crieqyeT nepefasaTh AM8 UCNONb30BaHUSA B APYruX
KOMMNblOTEPAXx;

- 0 hakTe cbosi nporpammHoro obecneyeHus cnegyet HeMeANeHHo M3BeLaTb
pykoBoauTens cnyxo6bl MHpopMaLNoHHON 6e30MacHOCTU.

Monb3oBaTenu He AOMKHbI NblITaTbCA CAMOCTOATENBHO yAanuTb NOA03PUTENbHOE
nporpamMmmHoe obecrneyvyeHune, ecnm oHu He YNorIHOMOYEHbI Ha 3To. JIMkBMAMpPOBATb
nocnencTeus cO0eB OOMKEH COOTBETCTBEHHO 0Oy4YeHHbIN nepcoHan.

6.3.4 N3aBne4yeHne ypoKOB U3 MHLUAEHTOB HapyLeHUA NHPOpMaLMOHHOWN
6e3onacHocTH

HeobxoaMmo ycTaHOBUTL MNOPSA0K MOHUTOPUHIA U permcTpaumm NHUMOEHTOB U
cbo€eB B OTHOLLEHUN NX YUCna, TUMOB, NapaMeTPOB, a TakKe CBSA3aHHbIX C 3TUM
3arpaTt. 3Ty MHOpMaUMIo CrneayeT UCNonb3oBaTb ANS MAEHTMdMKaLUK
NOBTOPSAIOLLNXCS NN 3HAYUTENbHbIX NMHUNMAEHTOB unn cboe. [aHHaa nHgopmauns
MOXET yKa3blBaTb Ha HEOH6XO4MMOCTb B COBEPLLUEHCTBOBAHUN CYLLECTBYHOLLNX UITN
BHeAPEHUN AONONHUTENbHbIX MEPONPUATUIA NO YNpaBfieHNo MHPOPMaLNOHHON
6e30MacHOCTLIO C LIENbI0 MUHMMN3AUNN BEPOSATHOCTU NOSBIIEHNSA UHUNOEHTOB
HapyLeHns MHPOopMaLNOHHON Be30MacHOCTU, CHXKEHUST BO3MOXHOrO yuepba u
pacxogoB B ByayLiem, KpoMe Toro, 4aHHYH MHopMaumio cnegyeT yunTbiBaTb Npu
nepecmMoTpe NoAnTUKU MHpopmMmauynoHHon Be3sonacHocTn (3.1.2).

6.3.5 MNpouecc yctaHOBNEeHUA AUCUUNIIMHAPHON OTBETCTBEHHOCTU

[omkHbI cyuecTBoBaTb OpMann3oBaHHble Npoueaypbl, ycTaHasnusawwme
ANCUUNNINHAPHY OTBETCTBEHHOCTb COTPYAHWUKOB, HAPYLUMBLUMX NONUTUKY U
npoueaypbl 6e3onacHocTn opraHu3auunm (6.1.4 n, B OTHOLWIEHUN CBUOETESNLCTB,
12.1.7). Takue npoueaypbl MOTyT OKa3biBaTb CAEPXKMBAKOLLIEE BO3AENCTBMNE HA
COTPYOHMKOB, KOTOPbIE CKMOHHbI K UTHOPUPOBaHMIO npouenyp obecnevyeHuns
NHdopMmaLmMoHHon 6esonacHocTu. Kpome Toro, nogobHble npouenypbl NpM3BaHbl
obecneynTb KOPPEKTHOE U CripaBeaiMBoe pacCMOTpPeHNe Aen COTPYAHUKOB, KOTOpble
NOJ03PEBAOTCHA B CEPbE3HbIX UNK PErynspHbIX HapyLeHuax TpeboBaHmin
B6esonacHoCTu.



7 dusunyeckas 3awmTa U 3awmTa OT BO3AEMCTBUN OKpPYXaloLwen cpeabl
7.1 OxpaHsieMble 30HblI

Llenb: npegoTBpalleHMe HeaBTOPM30BAHHOMO AOCTYNa, NOBPEXAEHUS U
BO30ENCTBUSA B OTHOLLEHUM MOMELLEHMI U MHOPMALIMK OpraHn3aLuin.

CpeactBa 06paboTKn KPUTUYHOM UITN BaXKHOW CryXebHOoM nHdopmaumm
HeobxoanmMo pa3mMellaTb B 30Hax 6e3onacHOCT, 0603HAYEHHbLIX ONPEAEEHHbIM
nepumeTpom 6e3onacHocTn, obnagarLlwmnmMm COOTBETCTBYHOLWMMM 3aLLNTHLIMA
Gapbepamu n cpencTBaMm KOHTPONS NMPOHUKHOBEHUS. OTU 30HbI AOSTXKHbI ObITb
p13nyeckmn 3ameHbl OT HEaBTOPM30BaAHHOIO A0CTYNa, NOBPEXOEHMUS U
BO34EeNCTBUSA.

YpOBEHb 3alUULLEHHOCTM A0STKEH BbITb COpasMepeH C MAEHTUMPULNPOBAHHBIMU
puckamu. C uenbo MUHUMU3aLMM pucka HeaBTOPM30BaHHOrO JOCTyNa unum
noBpexaeHust bymaxkHbIX JOKYMEHTOB, HOCUTENEN AaHHbIX U CpeacTB 06paboTkm
MHOPMaLMN, PEKOMEHAYETCA BHEAPUTb NOANTUKY "YnCTOro ctona" u "4ymcrtoro
9KpaHa".

7.1.1 NMepumeTp OXpaHAEMOMN 30HbI

dusmyeckas 3awmra MoxeT ObiTb AOCTUTHYTA CO34aHNEM HECKOMbKUX (PU3NYECKNX
BGapbepoB (Nperpag) BOKpYr NOMELLEHNIN KOMNaHUK N cpeacTs obpaboTku
nHpopmaumn. bapbepbl ycTaHaBNMBalT oTAeNbHbIE NepuMeTpbl 6e3onacHoCcTy,
KaXkgbl M3 KOTOpbIX o6ecneyunBaeT ycuneHume 3awmtol B Lenom. OpraHnsaymam
cnegyet Ucnonb3oBaTb NepuMeTpbl 6€30NacHOCTU AN 3aWMThl 30H PACNOSIOXEHNS
cpenctB 06paboTkmn nHdopmaumm (7.1.3). MNMeprnmeTtp 6e30nacHOCTM - 3TO rpaHnLa,
cosfgarowasn bapbep, Hanpumep, NpoxoaHas, obopyaoBaHHas cpeacTBaMmn KOHTPONS
BXo4a (Bbesfa) no naeHTUMuUKaLMOHHbIM KapTodKam UNu COTPYOHUK Ha CTOWNKe
permcTpaunn. PacnonoxeHune 1 ypoBeHb 3alLnTbl (CTOMKOCTU) Kaxaoro bapbepa
3aBUCAT OT pe3yibTaTOB OLEHKN PUCKOB.

PekomeHayeTcs paccmaTpuBaTb M BHEOPATb NpY HEOBXOAUMOCTU crnefytoLine
MeponpuaTma no obecnevyeHnto nHdopMaumoHHON 6e3onacHoOCTHU:

- nepumeTp 6€30NacHOCTM OOMKEH ObITb YETKO ONpeaeneH;

- NepMMeTP 34aHus UK NOMELLEHWUI, rae pacnosioXkeHbl cpeacTsa o6paboTku
NHopMaLnK, A0MKEH ObiTb PU3NYECKM CNIOLIHBLIM (TO €CTb HEe AOJKHO BbiTb
HUKaKUX NPOMEXYTKOB B MEPUMETPE UM MECT, Yepes3 KOTOPbIE MOXHO ObiNno Obl Nerko
NPOHWUKHYTb). BHELLIHNE CTEHbI MOMELLEHUIA A0MKHbl MUMETb JOCTATOYHO MPOYHYHO
KOHCTPYKLMIO, @ BCE BHELUHWE ABEpPU AOMKHbI OblTb COOTBETCTBYOLWMM 06pas3om
3alMLLEeHbl OT HeaBTOPM30BaAHHOIO 4OCTYMa, HAaNpUMep, OCHaLLEeHbl YCTpoMUCTBaMM
KOHTpOns AocCTyna, wnarbaymamu, curHanusaumemn, 3aMmkamm u 1.0.;

- JOIKHa ObITb BblAENEeHHas 1 YKOMMNINEKTOBaHHAs NepcoHanomM 30Ha perucrpaumm
noceTuTenew Ny AOMXKHbI CYLLECTBOBATb APYrMe MepPONPUSATUS MO YNpaBreHuo
dun3nYeckMm 4oCcTyrnomM B NoMeLLeHNs unu 3ganns. [Joctyn B NOMeELLEHUS U 30aHNS
AOKeH ObiTb NPeAOCTaBNEH TONbKO aBTOPM30BaHHOMY NepcoHany;

- hmnsnyeckne Gapbepsbl, B criydae He06Xo0AUMOCTU, AOMKHbI OblTb paclUMpeHbl OT



nona Ao noTonka, Ans npeaoTepaleHns HeaBTOPU3OBAHHbLIX MPOHUKHOBEHUN, a
TakXke UCKIIYEHNA 3arpsa3HeHnsa okpyxatoLlen cpebl B criydae noxapa vnm
3aTONMEHUN;

- BCE NPOTUBOMNOXapHble BbIXOAbl B NepumeTpe 6€30nacHOCTU AOSMKHbI ObIThb
obopynoBaHbl aBapuUNHOM CUrHaNM3aumen n NIOTHO 3aKpbiBaTbCS.

7.1.2 KoHTpOnb AocTyna B OXpaHsieMble 30HbI

30HbI MH(hopmaLmoHHOM 6e3onacHOCTU HeoBxo4MMO 3aluLaTh C NMOMOLLBHO
COOTBETCTBYHOLLMX MEP KOHTPONSA BXoAa Ans obecnevyeHnss yBepeHHOCTU B TOM, YTO
AOCTYN NO3BOJIEH TOMBLKO aBTOPM30BAHHOMY nepcoHany. Heobxoanmo
paccmaTpuBaTh creaytowme mepbl KOHTPOS:

- noceTnTenn 3o0H 6e3onacHoOCTN AOMKHbI CONPOBOXAATbCA Unn obnagartb
COOTBETCTBYIOLLMM JONYCKOM; AaTy U BpeMs BXoAa U Bblxoda cregyeT
perncTpupoBaTtb. [JOCTyn crnefyeT NpeaocTaBfisiTh TONbKO ANSA BbINOSTHEHNUSA
onpegeneHHbIX aBTOPM30BaHHbIX 3a4ay. HeobxoamMmo Takke 3HaKOMUTb NOCEeTUTENEN
¢ TpeboBaHUAMN 6Ge30NacHOCTU N OENCTBUSIMM HA CryyYan aBapuiHbIX CUTYauuU;

- [OCTYN K BaXXHOW MHGOpMaunn 1 cpeactesam ee o6paboTkn A0SKeH
KOHTPONMPOBAaTLCHA U NPeAOoCTaBNATLCA TONbKO aBTOPU3oBaHHbIM nuuam. CnegyeTt
ncnonb3oBaTb CPeaCcTBa ayTeHTUUKauum, Hanpumep, kKapTbl gocTtyna nntc PIN-koa
Ans aBTopu3aumm 1 NnpegocTaBneHnsa COOTBETCTBYOLWEro goctyna. Heobxogmmo
Takke HagexHbiM 06pa3oM NPOBOANTL ayauT XKypHarnoB perncrtpaumm gocTyna;

- HeobxoauMo TpeboBaTh, YTOObI BECb NEepcoHar HOCUM NPU3HaKN BUAUMOWN
naeHTudrkauum, crnenyeT NoowpsTe ero BHUMaHUe K HE3HaKOMbIM
HECOMNpPOBOXAaeMbIiM NMOCETUTENAM, HE UMEILLIMM UOEHTUDPUKALMOHHBIX KapT
COTPYOHUKOB;

- NpaBa [OCTyna COTPYAHUKOB B 30HbI MHpOPMAaLMOHHOM Ge3onacHOCTM creayeT
perynsipHo aHanM3nmpoBaTb U NepecmaTpuBaThb.

7.1.3 Be3onacHOCTb 34aHMN, NPOU3BOACTBEHHbIX MNOMELEHUN U
o6opypnoBaHus

30Ha nHopmMaumoHHoN B6e3o0nacHOCTN MOXET ObIThb 3aliuLeHa NyTeM 3aKpbIiTUSA
Ha 3aMOK camMOro ogomca Unmn HeCKOSTbKMUX NOMELLEeHU BHYTPU (PU3NYECKOro
nepumeTpa 6e30nacHOCTU, KOTOpble MOryT BbITb 3anepTbl U UMETb 3annpaemMble
dann-kabuHeTbl unu cendebl. MNMpun BLIGOPE N NPOEKTUPOBaHMM 6e30MacHOM 30HbI
cnefyeT NPUHUMAaTb BO BHUMaHWe BO3MOXHbIE NOCNEACTBUS OT NoXapa, HaBOLHEHWS,
B3pbIBa, YNIMYHbIX 6ecnopsaakos 1 gpyrnx opm NpUpoLHOro Uin NCKYCCTBEHHOIO
B6encrteua. Takke crneayet npMHMMaTb B pacyeT COOTBETCTBYOLLME NpaBuna u
CTaHOapTbl B OTHOLLIEHUN OXpaHbl 300poBbs U 6esonacHocTu Tpyaa. Heobxoanmo
paccmaTtpuBaTbh Takxke nobble yrpo3bl 6e30nacHOCTM OT COCEAHUX MOMELLEHUN,
Hanpumep 3aTonsIeHNN.

|_|pl/l 9TOM crieayeT npegycMmatpuBaTthb crieayrowme Mmepbl:

- OCHOBHOE 060pyaoBaHMe OOMKHO BbiTb PAcnonoXeHO B MecTax ¢ orpaHuyYeHnem
AOCTYrna NOCTOPOHHUX WL



- 30aHNS He OOMKHbI BblAeNATbCA Ha 0bweM oHe U OOMKHbI UMETb
MWHUMaIbHbIE MPU3HAKM CBOEr0 Ha3HaYeHUs! - He JOIMKHbl UMEeTb O4eBUOHbIX
BbIBECOK BHE UNN BHYTPU 34aHUsI, NO KOTOPbIM MOXHO caenaTb BblBOA O
BbINOSHAEMbIX PYHKLNAX 06paboTkn nHdopMaumm;

- nogpasaeneHuns nogaepXkn n obopyagoBaHue, Hanpumep, OTOKONUPOBaribHbIE
YyCTPOMCTBA M (haKcCbl, JOMKHbI ObITb pacnonoXeHbl COOTBETCTBYOLWMM 06pa3om B
npegenax 3oHbl 6e3onacHocT Bo n3bexaHne 4octyna, KOTopbIn MOT Obl
CKOMMpoMeTnpoBaTb MHOOPMaLNIO;

- ABEPUN N OKHA Heobxoanmo 3anupaTtb, Korga B NnOMeLWeHNAX HET COTPYAHMKOB, a
TaKxke cnegyet npegycMoTpeTb BHELWHKOK 3alUTY OKOH - 0COBOEHHO, HM3KO
pacnonoXeHHbIX;

- He06X0ANUMO TakKe BHeAPSATb COOTBETCTBYIOLLME CUCTEMbI OBOHAPYKEHMS
BTOPXXEHUIN AN BHELLHMX ABEPEN U OOCTYMHbIX AN 9TOr0 OKOH, KOTOPbIE AOSKHbI
6bITb NpoheccnoHanbHO YCTaHOBMNEHbI U perynsapHo Tectnposatbca. CBOGOAHbIE
nomMeLLeHns HeobxoaMmMo CTaBUTb Ha CUrHanu3auuio. AHanorM4yHo crneayet
obopynoBaTb Apyrne NOMeLLEHNs, B KOTOPbIX pacnosioXXeHbl cpeacTea
KOMMYHUKaLWi;,

- HeobxoanmMo n3nyeckn n3onnupoBaTb cpeacTea 0bpaboTkm nHhopmaumu,
KOHTpONuMpyemble opraHMsauuen n ucnosib3yemMble TpeTben CTOPOHOW;

- CMPaBOYHUKN U BHYTPEHHNE TenedOoHHble KHUMN, naeHTudnympyrouime
MEeCTOMONOXeHNA cpencTs 00paboTkM BaXXHOM MHpOpMaL MK, HEe AOSTKHbI ObITb
OOCTYMNHbI MOCTOPOHHMM NMuam;

- cnepyet obecnevnBaTb HA4EXHOE XPaHEHNE OMACHbIX UMM FTOPHYMX MaTepuranos
Ha AOCTAaTOYHOM PACCTOSAHUM OT 30Hbl MH(POPMaLNOHHON 6e3onacHocTU. bonbwne
3anacbl bymaru ans neyaTtarLlmnx yCTPOMUCTB HE CrieayeT XpaHUTb B 30HE
B6esonacHocTn 6e3 COOTBETCTBYIOLNX MeP NOXapHON Be30nacHoOCTY;

- pe3epBHOe 06opyaoBaHNE M HOCUTENW AaHHbIX crieayeT pacrnonaraTb Ha
6e3onacHoOM paccTossHMM BO U3GexaHne NoBPeXaeHUs OT NocneacTBuii CTUXUIAHOTO
6eaCcTBUSA B OCHOBHOM 3aHUM.

7.1.4 BbinonHeHne paboT B oxpaHAeMbIX 30HaX

[ns NoBbIWEHNA CTENEHUN 3aLUnNTbl 30H MHPOPMaLMOHHON B6e30nacHOCTN MOTYT
noTpeboBaTbCs AONONMHUTENBbHbIE MEPbI MO YNpaBnNeHnto NHGHPOPMAaLNOHHOM
6e30nacHOCTbIO 1 COOTBETCTBYHOLWME pykoBoacTBA. OHM SOMKHbBI BKOYaTb
MEPONPUATMS B OTHOLLEHMM NepcoHarna unm npegcraButenemn TpeTbnx CTOPOH,
paboTatowmx B 30He 6€30MacHOCTU U COCTOATb B CNeayoLLeMm:

- O CyLLeCTBOBaHMM 30HbI MH(POPMaLMOHHOW Be30MacHOCTU N NPOBOAUMbBIX B HEW
paboTax AoMmKHbl ObiTb OCBEAOMIIEHbI TOMNbKO NMua, KOTOPbIM 3TO HEO6X0AMMO B CUny
NPOM3BOACTBEHHON HEOBXOANMOCTH;

- U3 coobpaxkeHnr 6e3o0nacHOCTM 1 NpegoTBPaLLEHNS BO3MOXHOCTU
3rIOHaMepeHHbIX AeNCTBUI B OXpPaHSeMbIX 30Hax Heobxoammo n3beratb cnyyaes



paboTbl 6e3 Haanexallero KOHTPONsA CO CTOPOHbI YMONTHOMOYEHHOrO NepcoHana;

- NyCTyloLLIME 30HbI 6E30MacHOCTUN AOSKHbI ObiTb (U3NYECKMN 3aKPbITHI, U UX
COCTOSIHME HEODOXOAMMO NEPUOANYECKUN NPOBEPSTD;

- NepcoHarny TpeTbUX CTOPOH OrpaHUYEHHbIN aBTOPU30BaHHbLIN 1 KOHTPONUPYEMbI
OOCTYN B 30HbI 6€30MacHOCTM UK K cpeacTBam 06paboTkn BaXKHOW MHGOpMaLInn
cnefyeT NpefocTaBnATb TONbKO Ha BpeMs Takon HeobxoammocTtu. Mexay 3oHamu ¢
pasnMyHbIMM YPOBHAMU Be30nacHOCTM BHYTPKU nepumMeTpa 6e3onacHOCTU MOryT
notpeboBaTbCa OONONHUTENbHBIE Gapbepbl N NEPUMETPLI OrpaHNYeHns PU3NYECKOro
AocTyna;

- cnonb3oBaHne poTo, BMAEO, ayano Unn Apyroro 3anncbiBaloLwero
o6opyaoBaHUs AOMKHO ObiTh pa3peLleHo TOMNbKO NpuU Nofy4YeHun cneumanbHoOro
paspeLleHus.

7.1.5 NUsonnpoBaHuMe 30H NPUEMKU U OTFPY3KU MaTepuarbHbIX LEHHOCTEN

30HbI NPUEMKN U OTIPY3KM MaTepuranbHbIX LEHHOCTEN OOMKHbI HAXOAUTLCSA Noj
KOHTPOMIEM U, MO BO3MOXXHOCTU, BbITb M30NMPOBaHbI OT cpeacTB 06paboTku
MHdopMaumn Bo n3bexaHne HeaBTOPM30BaHHOIO AocTyna. TpeboBaHus
6e3onacHOCTU ANs Takux 30H AOMKHbI ObITb onpeaeneHbl HA OCHOBE OLIEHKW PUCKOB.
B aTux cnyyasx pekomeHnayeTcs npegycMaTtpuBaTth cnegylowme MeponpusiTus:

- AOCTYN K 30HE CKNaaMpoBaHUsi C BHELUHEWN CTOPOHbI 34aHus AOMKeH ObiTb
paspeLleH TorbKo onpeaeneHHoMy 1 aBTOPM30BaHHOMY NepcoHany;

- 30Ha cKNnaaupoBaHusa OoMmkHa ObiTb OpraHM3oBaHa Tak, YTobbl NocTynatoume
mMaTepuarnbHble LEHHOCTU MOMNK BbiTb pasrpyKeHbl 63 npegocTaBneHns nepcoHany
nocTaBLUMKa AOCTyna K ApYrMM YacTsaM 34aHus;

- nomkHa 6bITb obecneyeHa 6e30MacHOCTb BHELWWHEN(MX) aBepu(en) nomeLLeHns
ANs CKNnagMpoBaHus, Korga BHYTPEHHASA ABEPb OTKPbITa;

- NocTynaroLwme matepumanbHble LEHHOCTM AOMKHbI OblTb OCMOTPEHbI Ha NpeaMeT
noTeHumanbHbIX onacHocten (7.2.1 r) npexae, 4em oHu ByayT nepemMeLleHbl 13
nomeLleHnsa Ansa CKnagnpoBaHnsa K Mectam UCNonb30BaHuS;

- NocTynaroLwme matepumanbHble LEHHOCTM AOSMKHbI OblTb 3aperncTpnpoBaHbl, eCnv
370 Heobxogumo (5.1).

7.2 BezonacHocTb 060pyaAoOBaHuUA

Llenb: npegoTBpalleHne notepb, NOBPEXOEHNUN UM KOMNPOMETaLMi akTUBOB U
HapyLLIEHUs HENPepPbLIBHOCTU OEATENbHOCTU OpraHn3aunu.

O6opynosaHne Heob6xoanUMO 3awmLaThb OT Yrpo3 ero 6e3onacHocTu 1
BO3ENCTBUIN OKpYXalLLen cpeabl.

Heobxognmo obecneunBatb 6e3onacHOCTL 060pyaoBaHuMs (BKOYaAA U TO, YTO
MCNonb3yeTcsa BHE opraHM3aumm), Y4Tobbl yMEHbLNTL PUCK HEABTOPUIOBAHHOTMO



AO0CTyna K AaHHbIM 1 3alWNTUTb UX OT NOTEPU UK nospexaeHus. MNpu aTom
HeobxoaAnMO NPUHMMATL BO BHMMaHME OCOBEHHOCTU, CBA3AHHbIE C PACMONOXEHNEM
obopyaoBaHuMs 1 BO3MOXHbIM ero nepemMeLleHnem. MoryTt notpeboBartbcs
cneunanbHble MEPONPUATUS 3alMTbl OT ONACHbLIX BO3AENCTBUN cpeabl Unu
HeaBTOPM30BaHHOIO 4OCTyNa Yepe3 MHpaCcTPyKTypbl obecneyeHmns, B HaCTHOCTH,
CUCTEMbI 3NTEKTPONUTAHNA N KAaBenNbHOW Pa3BOOKM.

7.2.1 PacnonoxeHue un 3awurta obopynoBaHus

O6opynoBaHne OOMKHO BbITb PacnoNOXEHO U 3aLUULLEHO Tak, YTOObl YMEHbLUNTD
PUCKKN OT BO3OENCTBUIN OKpYyXatoLen cpebl 1 BO3MOXHOCTU HEABTOPU3OBAHHOIO
aocTtyna. Heobxoanmo paccmaTpuBaTb criegylowme MeponpuaTus no ynpasrieHuto
nHdopMaLMOHHON 6e30NacHOCTbIO:

a) obopyaoBaHme HeobxoanMO pasmMellaTb Takum obpa3om, YTOObI CBECTU [0
MUHMMYMa U3MULLHUIA AOCTYN B MECTa ero pacnosnoXeHus;

6) cpeactBa 06paboTKM N XpaHEHNA BaXKHOW MHpOpMaunn cnegyeTt pasmeLwaTb
Tak, YTOObl YMEHbLUNTb PUCK HECAHKLMOHNPOBAHHOIO HabnoaeHns 3a nx
JYHKUMOHMPOBAHUEM,;

B) OTAENbHbIE 3nieMeHTbl 060pyaoBaHUs, TpebytoLwmne cneunanbHON 3alnTol,
HeobxoaAnMO N3onnpoBaThb, YTOObI NOBLICUTL OBLLINI YPOBEHb HEOBXOAMMOM 3aLLUUTI;

) Mepbl NoO ynpasrneHnto MHPOPMaLMOHHON 6e30MacHOCTbLIO AOIMKHbI CBECTU K
MUHUMYMY PUCK NMOTEeHLUMUarnbHbIX Yrpo3, BKIOYas:

1) BOPOBCTBO;

2) noxap;

3) B3pbIB;

4) 3agbIMneHmne;

5) saTonneHue (Mnun nepeboun B nogaye BoAbl);
6) Nbinb;

7) Bubpauutio;

8) xummnyeckune adpdhekThI;

9) nomexn B aNeKTPOCHabXeHWNU;

10) aneKTpoMarHUTHOE N3Ny4YeHme.

A) B opraHmsauumn HeobxogmMmo onpenennTb NOPSAOK Npuema nuiim, HanuTKoB U
KypeHunsa B6nnsn cpencts obpaboTkm nHopmaumm;

e) cneagyet nposoanTb MOHUTOPUHI COCTOAHUA Opr)l(a}OU_leVI cpenbl B Lendax
BbiABIIE€HNA ycnoavu7|, KOTOpPbIE MOITIN Obl He6J'IaFOI'IpVIFITHO NMOBJINATb HaA



dyHKUMOHMpPOBaHMe cpeacTs 06paboTkn nHpopmauuy;

) cnedyeT ucnonb3oBaTb cneynanbHble CpeacTBa 3aLmTbl, 060pyaoBaHNS,
PacrnonoXXeHHOro B NPOU3BOACTBEHHLIX LieXax, Hanpumep, 3aliuUTHbIe NNeHKU ans
KnaBuaTypbl;

3) Heobxoaumo paspaboTaTb Mepbl MO NUKBUAALUK nocrnencTenmn 6eacTenn,
cnyyarwmxcsa B 6rnmsnexaimx nomeLweHnsax, Hanpumep, noxap B cocegHeM 3a4aHuu,
3aTonneHne B NoABasnbHbIX NOMELLEHUSIX UM NPOTEKaHWE BOAbI Yepes Kpbilly, B3PbIB
Ha ynuue.

7.2.2 Nopaya anekTponuTaHusA

O6opynoBaHne Heob6xoanMMO 3amiaTtb OT NnepeboeB B Nogaye 3MEeKTPOIHEPTUN 1
apyrux cboeB, CBsA3aHHbIX C anekTpuyectsoM. Heobxoammo obecneymsatb
HagnexaLllyro nogady arekTponuTaHnsi, COOTBETCTBYHOLLYHO cneumdukaunsam
npounsBoauTenst o6opyaoBaHus.

BapVIaHTbI OOCTUXEHNA HENPEPbIBHOCTU NoAayn SNTIEKTPONMNTAHUA BKITHOYAKOT!:

- Hannm4yme HeCKOJIbKUX NCTOYHMKOB 3NTEKTPONMMTaHnA, 4TOObI M36EeXaTb
nocnencTasum npu HapyweHun ero nogayn ot eauMHCTBEHHOIO MCTOYHUKA;

- yctponcTtea becnepeborHoro anektponutanms (UPS);
- pe3epBHbI reHepaTop.

Utobbl o6ecneunTtb 6e3onacHoe BbIKMOYEHNE U/ HENPEPBLIBHOE
PYHKLUMOHNPOBAHNE YCTPONCTB, NOAAEPXKMBAOLMX KpUTUYECKne GrusHec-npoLecchl,
pekoMeHayeTca nogknoyaTb obopyaosaHue yepes UPS. B nnaHax obecneyeHns
HenpepbIBHOCTU crnegyeTt npegycMatpmBaTth AENCTBUSA, KOTOPbIE OOMKHbI ObITh
npeanpuHaTel Npu otkaze UPS. O6opynosaHne UPS cnepyeT perynsapHo npoBepsATb
Ha HanMyne agekBaTHOM MOLLHOCTM, a Takke TECTMPOBATb B COOTBETCTBUM C
pekoMeHAaunsMn NpomM3BoauTens.

Pe3epBHbI reHepaTop crnegyeT NpUMeHsATb, ecnn Heobxogmmo obecneyunTb
dYHKUMOHMPOBaHNE 060pya0oBaHUA B Crydae ANUTENbHOro oTkasa nogaudn
SNEKTPO3HEPrMm OT 00Lero NCTouHNKa. Pe3epBHble reHepaTopbl cnegyeT perynsapHo
NPOBEPATb B COOTBETCTBUMN C MHCTPYKLMSMIN npoundsoauTens. [Ans obecneveHns
paboTbl reHepaTopa B TeYEHMNE ONUTENBHOIO cpoka Heobxoammo obecneunTb
COOTBETCTBYHOLLYIO NOCTABKY TOM/MBA.

Kpome Toro, aBapuiHble BbIKMoYaTeNMN aNeKTponnTaHna Heobxoaumo
pacnonaratb OKOJIO 3anacHbIX BbIXO40B MOMELLEHUN, rae PacrnofioXXeHO
obopynoBaHue, 4ToObl YCKOPUTL OTKINIOYEHNE SNEKTPONUTAHUSA B Crydae KpUTUYECKUX
cutyauyun. Cneagyet obecneunTb paboTy aBapuHOro OCBELLIEHUS HA Cryyan oTKasa
anekTponuTaHus, notpebnaemoro ot ceTu. Bce 3gaHma AomKHbI ObiTb OCHALLEHDI
rPOMOOTBOAAMM, a BCE BHELUHMNE NNHUM CBSA3M 000pyA0BaHbl crneyunanbHbIMy
rpO303alNTHBIMN PUNbTPaAMN.

7.2.3 Be3onacHocTb KabenbHOM ceTu



CunoBble 1 TENEKOMMYHMKaLMOHHbIE KabenbHble CeTH, N0 KOTOPLIM NepeaarTes
AaHHble UMY OCYLLEeCTBNSATCS ApYyrMe NHOOPMaLMOHHbIE YCnyrn, Heo6xoanmo
3awmuaTtb OT nepexearta MHopmMauun nnm nospexaeHust. Heobxognumo
paccmaTpuBaTb CrieayoLume MeponpusaTus:

a) CMIoBbIE€ N TENEKOMMYHUKALMOHHbIE NIMHUK, CBA3bIBalOLNe cpeacTaa
0bpaboTkm nHdbopmaunn, 4OMKHbI ObiTb, NO BO3MOXHOCTU, NOA3EMHbIMU UMK
obnapgaTb agekBaTHOW anbTepPHAaTUBHOW 3aLLMTON;

6) ceTeBou kabenb JOMKEH ObITh 3aLLMLLEH OT HEABTOPU3OBAHHbLIX NOLKMOYEHWI
NN NOBPEXAEHNSA, HAaNPUMep, NOCPeACTBOM MCMNONb30BaHNS CNeunanbHOro Koxyxa
n/unu BoibOpa MapLIpyTOB NPoknaakm kabensa B 06xoa obLwefoCTynHbIX y4aCTKOB;

B) cunoBble kabenn gomkHbl ObITb OTAENEHBI OT KOMMYHUKaUNOHHbIX, 4YTOObI
UCKITIOYNTb NMOMEXWN;

r) AONOSNHUTENbHbIE MEPONPUATUS MO YNpaBfeHNo MHOPMaLMOHHOM
6e3onacHOCTbIO ANst YyBCTBUTENbHbIX UMM KPUTUYECKUX CUCTEM BKIIHOYAIOT:

1) ncnonb3oBaHne GPOHNPOBAHHBIX KOXXYXOB, @ Takke 3aKpbITbIX
NMOMELLEHNI/ALLMKOB B MPOMEXYTOYHBLIX MYHKTaX KOHTPOMSI U KOHEYHbIX TOYKaXx;

2) ncnosnb3oBaHne AyonupyoLwmMx MapLIpyToB Npokagku kabens nnu
anbTepHaTMBHbIX CNOCOBOB Nepeaayu;

3) ncnonb3oBaHWe ONTUKO-BOSTOKOHHbLIX SIMHUN CBA3MU;
4) NnpOBEpPKN HA NOAKITHOYEHNE HEABTOPU3OBAHHbLIX YCTPOUCTB K KabernbHOM CeTu.
7.2.4 TexHu4yeckoe obcnyxuBaHme obopyaoBaHusa

B opraHusaumm gomkHO NpoBOANTLCSA HaAnexalee TeXHNn4Yeckoe obecnyxmneaHme
obopynoBaHus onsa obecneyeHns ero HenpepbiBHON paboToCNOCOBHOCTH U
LenocTHoCcTU. B aTux uensax cnegyet NpUMEHsTb criegyolme MeponpusiTUs:

- obopynoBaHue crieayeT 06CnyKnMBaTb B COOTBETCTBUM C UHCTPYKUMUSMA U
NepuoanNYHOCTbIO, PEKOMEHAYEMbIMY NOCTABLLNKOM;

- He0BX0ANUMO, YTOObI TEXHUYECKOE O6CJ'Iy)Kl/IBaHI/Ie N PpEMOHT O60py,D,OBaHI/IFI
npoBOAUITNCH TOJ1IbKO aBTOPU3OBaAHHbLIM MEPCOHAIIOM;

- cnegyeT XpaHuUTb 3anucu 060 Bcex crny4dasx npeanonaraembix Unmn dakTuYeckmnx
HEeMCcnpaBHOCTEN N BCEX BUAAX NPOUNAKTUYECKOrO N BOCCTAHOBUTENBbHOIO
TEXHUYECKOro obCnyxmBaHus;

- He06Xx04MMO NPUYHMMaTb COOTBETCTBYHOLLME Mepbl 6e30nacHOCTM Npu OTrNpaBke
o6opynoBaHUs Ans TeXHM4eckoro obenyxmeaHus 3a npenensl opraHusauun (7.2.6 B
OTHOLUEHWM YAaNeHHbIX, CTEPTbIX U Nepe3anucaHHblX AaHHbIX). KpoMe 3Toro 4omKHbl
cobnogaTtbes Bce TpeboBaHus, ycTaHaBNMBaeMble MCMNOMb3YLWUMUCS NpaBunamm
CTpaxoBaHus.

7.2.5 O6ecne4yeHue 6e3onacHoOCTM 060pyaAOBaHUA, UCMOSTb3YEeMOro BHe



NnomMeLleHUN opraHusaumum

HesaBucnmo oT npmHagnexxHocTn obopyaoBaHus, ero NCnosnb3oBaHne Ans
06paboTkn MHOpPMaLMN BHE MOMELLEHNSA OpraHn3aumm OMMKHO ObiTb aBTOPM30BaAHO
PYKOBOACTBOM. YPOBEHb MHGOPMAaLMOHHOM 6€30MacHOCTM NP 3TOM JOSKeH ObITb
9KBMBANEHTEH YPOBHIO 6€30MacHOCTM B OTHOLLEHMM 060PYAOBaHNSA, NCMNOMb3YEMOrO C
aHanornM4yHom Lenbo B NOMELLEHMSIX OpraHn3aunn, a Takke ¢ y4eTOM PUCKOB paboThl
Ha ctopoHe. Ob6opygoBaHue no obpaboTke MHpopMaLmm BKAOHAET BCE TUMbI
nepcoHarbHbIX KOMMbOTEPOB, 3NTEKTPOHHbIX 3aMUCHbBIX KHXKEK, MOBOUMbHbIX
TenedoHoB, a Takke Gymary unum nHble MatepuarbHble LEHHOCTU, KOTOpbIe
NCNonb3yTCcs Ans paboTbl HA 4OMY UM TPAHCNOPTUPYHOTCA 3a Npeaensl paboynx
nomeweHn. B aTux ycnosusax Heo6xoaAnmMo NpMMeEHATb CrieayroLwme MeponpuaTus no
ynpasreHunio nHpopmMaunoHHON 6e30NacHOCTLIO:

- obopyaoBaHMe 1 HOCUTENU MHAPOPMaLIMK, B3SITbIE U3 NMOMELLEHWUIA OpraHn3aLuu,
He criegyeT ocTaBnAaTb 6e3 npucmoTpa B 06Lea0CTyNHbIX MecTax. [pu
nepemMeLLLeHMN KOMMbIOTEPLI creayeT NepeBo3nTb Kak PyYHYH Knaab U1, no
BO3MOXHOCTU, He adpuLLIMPOBaTh ee COAepPKNMOE;

- Bcerga Heobxoammo cobntogaTte MHCTPYKUMN N3rOTOBUTENEN MO 3almTe
obopynoBaHusi, Hanpumep, OT BO3AENCTBUSI CUMbHbBIX 3NEKTPOMArHUTHbIX NOMEN;

- Nnpu paboTte goma cnegyeTt NPUMEHATb NOAXOAALLNE MEPONPUATUSA NO
ynpaBrneHnio NHPOPMaLMOHHON 6e30MacHOCTLIO C Y4ETOM OLIEHKM PUCKOB, Hanpumep,
ncnonb3oBaTb 3anMpaemMble ann-kabuHeTbl, cobnogaTb NOUTUKY "4MCTOro ctona" u
KOHTPONMPOBaTb BO3MOXHOCTb A0CTYMNa K KOMNbIOTEPaM;

- AOMMKHbI UMETb MECTO afeKBaTHble Mepbl N0 CTPAaxXOBaHWUIO ANS 3aLUTbI
06opyaoBaHUs BHE NMOMELLEHUIA OpraHu3aLui.

Puckun 6e3onacHocTn, Hanpumep, CBA3aHHbIE C NOBPEXAEHNEM, BOPOBCTBOM U
noacnyLwmnBaHneM, MoryT B 3Ha4YMTENbHOW CTENEHN 3aBUCETb OT PaCrONOXEHMUS
obopyaoBaHMsa B opraHM3aumm n OMKHbI y4nTbIBaTbCA Npy onpegeneHnn n sbibope
Hanbonee nogxoasLwmMx MepPOnpUATA MO ynpasreHno NHPOPMaLMOHHON
B6esonacHocTblo. bonee nogpobHas MHpopmaums 0 pyrMx acnekTax 3awnThbl
MobunbHoro obopyaoBaHus npueegeHa B 9.8.1.

7.2.6 BeszonacHas yTunm3saums (cnucaHme) unm NnOBTOPHOE UCNONb30OBaHUe
obopynoBaHusA

CnyxebHasn nHdpopmaumnsa MoXeT BbiTb CKOMNPOMETUPOBAHA BCNEACTBME
HeBpeXXHOM yTMnNu3aumm (CnMcaHms) nnm NOBTOPHOIO UCMNOMb30BaHUA 060pyaoBaHMSA
(8.6.4). Hocutenun gaHHbIX, cogepallmne BaxHyo MHopmaumo, Heobxoammo
pun3nyeckn paspyLliatb Unm nepesanncbiBaTb 6esonacHbiM ob6pa3om, a He
ncnonb3oBaTb CTaHAApPTHbIE PyHKUUKM yaaneHus. Bce komnoHeHTbl 06opyaoBaHus,
coepxallero HocuTenu AaHHbIX (BCTPOEHHbIE XXeCTKNe OUCKK), crnegyeT NnpoBepsATb
Ha NpegMeT yaaneHus Bcex BaXKHbIX AaHHbIX U JIMLLEH3NOHHOIO NPOrpaMmMHOro
obecneyeHus. B oTHOWEHUN HOCUTENEN OaHHbIX, COAEPKALLNX BaXHYHO
MHpopMaLMo, MOXET NoTpeboBaTbCsA OLEHKA PUCKOB C Lenblo onpeaeneHus
LenecoobpasHOCTN UX paspyLUeHUs, BOCCTAHOBNEHUS U BbIOPaKOBKM.



7.3 O6wue MeponpuATUA NO yrnpaBneHno MH(popMaLuMOHHOM 6e30NacHOCTbLIO

Llenb: npegoTBpaLLeHme KoMmnpomeTauumn unmn Kpaxm nHopmaumm n cpeacTs
06paboTkm nHopmaLmn.

MHdopmaumio n cpegctea obpaboTkn MHdopmauum Heobxoanmo 3almwaTtb oT
PacKpbITUS, KpaXu Unn moandukaumnm HeaBTOPU3oBaHHbIMUY NLAMUW; OOJTKHbI ObITb
BHeApPeHbl Mepbl, obecnevnBatoLme cBegeHne K MUHUMYMY pUcka nx notepu mnum
noBpeXaeHus.

Mpoueaypbl 06paboTkn 1 xpaHeHnsa nHgopmaunmn paccmartpmatroTca B 8.6.3.
7.3.1 MNMonutuka "4yncroro crona" n "ymcroro akpaHa"

OpraHusauuam cnegyeT NPUMEHATb NONUTUKY "4MCTOro ctona" B OTHOLEHUN
ByMaXHbIX JOKYMEHTOB M CMEHHbIX HOCUTENEeN AaHHbIX, a Takke NONUTUKY "4McToro
9KpaHa" B OTHOLWIEHUM cpeacTB 06paboTkn nHbopmMauum ¢ TeM, YTOObl YMEHbLUNTD
PUCKN HEaBTOPM30BaHHOIo A0OCTYNa, NOTEPU N NOBPEXAEHUS MHOPMaL MM KaK BO
Bpems paboyero AHS, Tak 1 Npy BHeYpodHon paboTe. [Npy NnpyMeHeHnmn aTnx nonnTmk
cnefyet yunTbiBaTh KaTeropum MHopmaLumm ¢ ToYkM 3peHnsa beszonacHocTu (5.2) n
COOTBETCTBYHOLLME PUCKK, @ TAKXKE KOPNOPATMBHYIO KyNbTypy OpraHm3aumu.

Hocutenun nicdopmaumm, octaBrneHHble Ha CToNax, Takke MoryT ObiTb
NOBPEXAEHbI NN pa3pyLUeHbl Npu 6e4cTBUM, HaNpUMep, NPy noXxape, HaBOAHEHUN
NN B3pbIBE.

CnenyeT NpUMEHSITb CneayroLime MeponpusTUs Mo ynpasrieHuto
NHOPMaLIMOHHON 6e30NacHOCTLIO:

- YTOBbI NCKITUYNTL KOMNPOMETAaLNIO MHGOPMaLUK, LienecoodbpasHo BymaxkHble 1
9NEKTPOHHbIE HOCUTENN MHAOPMAaLIUK, KOrga OHM HE NUCNOMb3YTCS, XPaHUTb B
Hagnexawmx 3anmparoLwmxcs wrkadax n/mnu B opyrnx 3awmeHHblX npegMmeTax
mebenun, ocobeHHO B Hepaboyee Bpems;

- HOCUTENN C BaXXHOW UIN KPUTUYHOWN Cry>kebHon nHpopmaumen, Korga oHn He
TpebytoTca, cneayet youpatb 1 3anupath (Hanpumep, B HecropaeMom cende nnu
LwKady), o0cobeHHO Koraa noMeLleHne nycTyerT;

- NepcoHarnbHble KOMMNbITEPbLI, KOMMbIOTEPHbLIE TEPMUHATbLI U NPUHTEPbI AOMKHbI
ObITb BbIKMOYEHbI MO OKOHYaHUM PaboTbl; CrieayeT Takke NPUMEHSITb KO4OBbIe 3aMKW,
naponu unu apyrue MeponpusiTusi B OTHOLLIEHMM YCTPOWCTB, HaxoasLwmxcs 6es
NpUCMOTpa;

- Heo6xo4MMOo obecneynTb 3aLLMTy NYHKTOB OTMpaBKu/NpueMa KoppecnoHaeHLmm,
a Takke PhakCMMUIbHbBIX U TENEKCHbIX annapaToB B CriyYasx HaxoxaeHus nx o6es
NpUCMOTPa;

- B Hepaboyee BpemMs OTOKONUPOBaribHbIE YCTPONCTBA crieayeT 3anupaTb Ha
KNy (unu 3awmuatb OT HEaBTOPU30BAHHOIO UCMNONb30BaHMS OPYTMM COCOO0OM);

- HanevyaTaHHble JOKYMEHTbI C BaXXHOW UNKU KOHMAEHUManbHON nHopmaumnen
HeobxoaAnMO n3biMaTb N3 NPUHTEPOB HEMEANEHHO.



7.3.2 BblHOC nmyulecTBa

O6opynoBaHue, nHhopmaLumo nnu nporpammHoe obecneyeHne MOXXHO BbIHOCUTb
13 NOMELLEHMI OpraHn3aunmn ToNbKo Ha OCHOBAHNN COOTBETCTBYIOLLErO pa3peLleHus.
Tawm, rae Heob6xoaMMo 1 ymecTtHo, obopyaoBaHue crneayeT perncTpupoBaTh Npu
BbIHOCE W NPW BHOCE, a Takxke AenaTb OTMEeTKY, korga oHo Bo3BpalleHo. C uenbto
BbISIBIIEHMSI HEABTOPM30BaHHbIX NEpEMELLEHNI aKTMBOB U 060pya0oBaHusA cnegyet
NpoBOAUTb BbIOOPOYHY0 MHBEHTapu3aumto. COTpyaHMKM AOMKHbI OblTb OCBEAOMIIEHDI
0 TOM, 4YTO NOA0GHbLIE NPOBEPKN MOTYT UMETb MECTO.

8 YnpaBneHue nepenayen AaHHbIX U ONepPaUuMOHHON AEATENbHOCTbLIO
8.1 OnepauunoHHbIe npoueaypbl U 06513aHHOCTH

Llenb: obecneyeHne yBepeHHOCTM B Haanexawem n 6e3onacHom
dYHKUMOHMPOBaHMK cpeacTB 06paboTkn nHpopmauum.

[ormkHbl BbITb YCTaHOBMEHbLI 00513aHHOCTI U Npoueaypbl N0 YpaBrieHuo 1
PYHKLMOHNPOBAHMIO BCEX CcpeacTB 06paboTkm nHdopmauymm. OHU SOMKHbI BKIOYATb
pa3paboTKy COOTBETCTBYIOLLMX ONepaLMOHHbIX NHCTPYKLNA U NpoLeaypbl
pearMpoBaHus Ha NHUMOEHTbI.

C uenbio MMHUMM3aUMN puUcka Npu HenpaBuUIbHOM UCMOMb30BaHMM CUCTEM
BCNneacTBme HEBPEXHOCTU UMK 3M0r0 YMbICna cregyeT, N0 BO3MOXHOCTH,
peann3oBbiBaTb NPUHUNN pasgeneHns nonHomoummn (8.1.4).

8.1.1 lokymeHTanbHoe odpopmMIrieHue onepaLmMoHHbIX npoueayp

OnepauunoHHble npoueaypbl, onpeaensieMble NONUMTUKOM 6e30nacHOCTU, AOKHbI
paccmaTpmBaTbCs Kak opuLManbHble JOKYMEHTbI, JOKYMEHTMPOBATLCS U CTPOro
cobntoaaTbCs, a UBMEHEHUS K HUM [OMXKHbl CAHKLMOHNMPOBATLCS U YTBEPXKAAaTbCS
PYKOBOACTBOM.

Mpoueanypbl cogepxaTt AeTanbHY0 UHCTPYKLUIO BbIMONTHEHUSA KOHKPETHOTMO
3agaHus (paboTbl) K BKIOYAoT:

- 06paboTky 1 ynpasrneHne nHdpopmaumnen;

- onpeaenexHune TpeboBaHMn B OTHOLLEHUN rpadmKa BbINOSTHEHNSA 3a4aHUMN,
BKIMOYaKOLLMX B3aMMOCBA3N MEXAy CUucTeMamMu; BpeMsi Hadarna BbIMOSIHEHUSI CaMOro
paHHero 3agaHvs 1 Bpems 3aBepLUeHNs CaMOoro nocrneaHero 3agaHus;

- 06paboTKy OWMBOK NN APYrMX UCKITIOYUTENBHBLIX CUTYaLNii, KOTOPbIEe MOTYT
BO3HUKHYTb B TE€YEHUE BbINOMHEHUS 3a4aHNN, BKIIOYAA OrpaHNUYeHns Ha

NCMNONb30BaHME CUCTEMHbIX yTUANUT (9.5.5);

- HEOOXOANMbIE KOHTaKTbl Ha cnyqaﬁ HEOXNAAHHbIX OornepaunoOHHbIX UITN
TEXHNYECKUX r|po6neM;

- crneunarnbHble MepPONnpUATUA No ynpasreHo BbIBOAOM OaHHbIX, HAnpumMep,



ncnonb3oBaHMe creunanbHon Bymarn onga nedaTarowmx yCTpONCTB M 0cobbix
npouenyp NPUMEHUTENBHO K BbIBOAY KOHUAEHUNArNbHOW MHAOPMaLUn, BKIToYasa
npoueaypbl 4na 6e3onacHon yTunmsauum BbiXo4HbIX AAHHbIX, HE 3aBEpPLUEHHbIX B
npouecce BbINOMHEHNSA 3a4aHUN;

- Nepesanyck CUCTEMbI U NpoLeaypbl BOCCTAHOBNEHUS B Crlydae CUCTEMHbIX
cboesB.

[oKyMeHTMpoBaHHbIe Npoueaypbl A0MMKHbI ObITh Takke paspaboTaHbl B
OTHOLWEHUN 0bcnyXuBaHusa cuctem o6paboTkm n obmeHa nHopmMaumnen, B 4HaCTHOCTHU
npoueaypbl 3anycka n 6esonacHoro 3aBepLieHunsi paboTbl KOMNbOTEPA(OB),
npouenypbl pe3epBnpoBaHnNS, TEKyLLEro obCcnyxmBaHna n peMoHTa obopygoBaHus,
obecneyeHnss Hagnexatlien 6e3onacHOCTU NOMELLEHUI C KOMMbIOTEPHbLIM U
KOMMYHUKaLUNOHHbIM 060pyaoBaHMEM.

8.1.2 KOHTpONb U3MeHeHun

M3meHeHuns KoHurypaumm B cpeacteax u cuctemax ob6paboTtkn nHdopmaumnm
OOJIXHbI KOHTPONMPOBATLCA Hagnexawmm obpasom. HeagekBaTHbIN KOHTPOIb
N3MEHEHWI CPEeaCTB N cuctemM 06paboTkn MHOPMaLUK - pacnpoCTpaHEeHHas
NPUYMHA CUCTEMHbIX CO0EB U MHUMOEHTOB HapyLleHns MHPOPMaLNOHHOM
6esonacHocTu. C uenbto obecneyeHns Hagnexawero KOHTPOnst BCEX UBMEHEHUN B
obopyaoBaHun, nporpaMmMHOM obecneyeHnn unu npoueaypax AoSKHbl ObiTb
onpeaeneHbl U BHeAPEHbI (hOPMann3oBaHHbIE POSiv, OTBETCTBEHHOCTM M NpoLeaypbl.
Mpn n3ameHeHun nporpammHoro obecneyeHns Bcs Heobxoanmas MHopmMauns
OOJKHA (PUKCUMPOBaTLCA U COXPAHATLCA B CUCTEMHOM XypHarne ayauTta. ameHeHus
onepaumMoHHOW cpeabl MOryT OKa3biBaTb BNUsSHME Ha paboTy npunoxeHunin. Besae, roe
9TO UMEET NPaKTUYECKUI CMbICH, NpoLeaypbl YNpaBneHns N3MeHeHUs M B
onepaumMoHHON Ccpeae 1 B NPUOXEHUSIX OOMKHbI ObITb MHTErPUPOBaHbI (CM. Takke
10.5.1). B yacTtHOCTUK, HEOBXOAMMO paccMaTpuBaTb Cneaylowme MeponpusaTmS:

- onpeaernexHne n pernctTpaumsi CyLecTBEHHbIX U3MEHEHWN;

- OLlEHKa BO3MOXHbIX NOCNEACTBUINA TaKNX N3MEHEHUI;

- bopmanunsoBaHHas npoueaypa yTBEPXKAEHNA NpeaniaraeMbiX U3MEHEHWN;

- nogpobHoe NHopMUpoBaHNe 06 N3MEHEHMSIX BCEX 3aUHTEPECOBAHHbIX L,

- npoueaypsbl, onpegenstowmne 06893aHHOCTM NO NPEepPbIBAHMNIO U BOCCTAHOBIIEHUIO
paboTbl cpeacTB 1 cnctem obpaboTkm MHOpMaLMK, B cnyvyae HeyaayHbliX U3MEHEeHUM

nporpamMmmMHoro obecneyeHus.

8.1.3 NMpoueaypbl B OTHOWEHUN UHLUAEHTOB HapyLeHUA NHOpPpMaLMOHHOWN
6e3onacHocTun

O6s3aHHOCTM 1 NpoLeaypbl NO yNpasfieHNo B OTHOLEHUN MHUWAEHTOB AOSIKHbI
ObITb OonpeneneHsl ans obecnevyeHnsa GuiIcTpor, 3P EHEKTUBHON U OpPraHM30BaHHON
peakuMn Ha 3TU HapyLeHna nHgopmaunoHHon 6esonacHocTu (6.3.1). MNMpun aTom
Heob6xoauMMO paccMOTpeTb creayLwme MeponpuaTus:

a) AOMXKHbI BbITb onpeAeneHbl NpoLeaypbl B OTHOLWEHUM BCEX BO3MOXHbIX TUMOB



MHLUMOEHTOB HapyLleHnsa nHopMaunoHHon 6e3onacHoCTH, B TOM YuCrie:

1) c6bom MHPOPMALMOHHBIX CUCTEM U yTpaTa CEPBUCOB,

2) oTka3 B 06CnyxXuBaHum;

3) owmnbkn BCNeaCcTBNE HEMOSHbIX UM HETOYHbIX OAHHbIX;

4) HapyLleHnst KOHUOEHUNaNbHOCTK;

0) B gononHeHne Kk 0bbI4HbIM NaHam obecneyeHnss HenpepbIBHOCTU
(NnpeaHa3Ha4yeHHbIX ONs1 CKOPENLIEro BOCCTAHOBMEHNSA CUCTEM UMW YCIYT) AOSMKHbI
cyllecTBoBaTb Nnpouenypbl BbiNonHeHUs TpeboBaHui (6.3.4):

1) aHanun3a n naeHTuduKaLnUmn NPUYNHBLI UHUNOEHTA;

2) NNaHWpPOBaHUSA N BHEAPEHUs CpeACcTB, NpeaoTBpaLLaloLWwmnX NoBTOPHOE
NPosiIBNEHNe UHUNOEHTOB, NPU HEOOXOAUMOCTH;

3) MCNoJsib30BaHMA XXypHarioB ayauta n aHanorn4HbiX CBUOETENbCTB;

4) B3aMOAENCTBUA C NULLAMU, HA KOTOPbIX MHUWAEHT OKa3an BO34encTeme unm
y4aCTBYIOLMX B YCTPAHEHUN NOCNEACTBUA MHUNOEHTA;

5) nHdopmMMpoBaHUA O AENCTBUAX COOTBETCTBYIOLMX LOIMKHOCTHbIX NnL,;

B) XXypHarnbl ayauTa U aHanornyHble cBMOeTenbCTBa A0MKHbI ObITb COBpaHbI
(12.1.7) n 3awmLeHbl COOTBETCTBYHOLNM 06pa3omM C LENbHO:

1) BHYTpPEHHEro aHanunaa npobnemsi;

2) NCnonb30BaHMSA Kak [oKa3aTeNbCTBO B OTHOLLEHUM BO3MOXHOIO HapyLLEHWS
YCINOBUI KOHTpaKTa, HapyLleHust TpeboBaHuii 3akoHO4aTENbLCTBA UMK, B Criyvae
rpaXkgaHCKUX UK YyronoBHbIX CyAeOHbIX pa3bupaTenbCcTB, KacatoLmxcsi, Hanpuvep,
3alUMTbl NePCOHanNbHbIX AAHHBLIX UM HEMPABOMOYHOIO MCMOMb30BaHMSA KOMMbIOTEPOB;

3) BeeHns NeperoBopoB OTHOCUMTENBHO KOMMEeHcauun yulep6a ¢ nocTaBLinKamMm
nporpamMmmMHoOro obecnevyeHuns u ycnyr;

r) oercTBms No ycTpaHeHuto c6oeB CUCTEM M NMKBMAALMN NOCNEACTBUN
NHUMAEHTOB HapyLUEeHUs MHOPMaLIMOHHOW 6e30NacHOCTU A0MKHbI ObITb NoA
TWaTenbHbIM U hOopMann3oBaHHbIM KOHTporieM. Heobxoaumo Hanuyne npouenyp c
Lenblo obecrneyeHnsl yBepeEHHOCTU B TOM, YTO:

1) TONBLKO NOSTHOCTLIO NAEHTUMDULMPOBAHHOMY M aBTOPM30OBaHHOMY NnepcoHany
npegocTaBneH AOCTYN K CUCTEMaM U JaHHbIM B cpee NPOMBbILLNIEHHON SKCnnyaTauum
(4.2.2 B OTHOLWIEHMM JOCTYNa TPeTbeN CTOPOHbI);

2) BCce OencTBus, NpeanpuHATbie Npy YpesBblvanHbiX obcToaTenscTBax, nogpobHo
AOKYMeHTanbHO 0hOpPMIIEHbI;

3) 0 gencTBmAX, NPeanpUHATBIX NMPY Ype3BblYanHbIX 06CTOATENBCTBAX, COOBLLEHO



pykoBOACTBY OpraHm3aunn, n OH1M npoaHalim3npoBaHbl B YCTaHOBJTIEHHOM NOpPAOKE;

4) UenocTHOCTb BU3HEC-CUCTEM N CUCTEM KOHTPOINS NoATBEPXXAEHA B
MWUHUMaTbHbIE CPOKMN.

8.1.4 PasrpaHuyeHune ob6a3aHHOCTEN

PasrpaHnyeHne o653aHHOCTEN - 3TO CNOCOO MUHUMM3ALUKN PUCKA HELLITATHOrO
NCNonb30BaHUSA CUCTEM BCrieACTBUE OLUMBOYHbBIX U 3NIOHAaMEPEHHbIX OENCTBUI
nonb3oBartenen. HeobxogMmo paccmaTtpmBaTh NPUHLMIN pasrpaHnyeHmns
0053aHHOCTEN B OTHOLUEHUN PYHKLMIA yNpaBieHus, BbINOSTHEHMS OnpeaeneHHbIX
3agay u obnacten OTBETCTBEHHOCTM Kak CNOCO0 yMEHbLUEHNA HEAaBTOPU3OBAHHOWN
MoanrKaunm nnm HenpaBubHOro UCNOJSTb30BaHUSA UHPOPMaLIMN UK CEPBUCOB.

[ns HeBonNbLUMX OpraHn3aunin 3TM MeponpuUATUA TPYAHOAOCTUXKMMbI, O4HAKO
AaHHbIA NPUHLMN AOSMKEH OblTb NPUMEHEH HACKOSTbKO 3TO BO3MOXHO. B cniyyasix,
Korga pasgeneHve ob6s3aHHOCTEN OCYLLEeCTBUTL 3aTPyAHUTENBHO, cneayeT
paccMmaTpuBaTb UCNOMb30BaHUE APYrnx MepornpuaTUn rno ynpasneHuto
MHdopMaLMOHHON 6e30MacHOCTbIO, TAKUX KaK MOHUTOPUHT AEeATENbHOCTH,
MCrnonb3oBaHMe XypHanoB ayauTa, a Takke Mep agMUHUCTPaATUBHOIO KOHTpons. B To
Xe BpeMs BaXKHO, YTOObl ayanT 6e30nacHOCTM ocTaBasnca He3aBMCUMON OYHKLMEN.

Heobxoaumo npegnpuvHumaTth Mepbl NPeSOCTOPOXHOCTU, YTOObI COTPYOHUK HE MOT
COBepLWUTb 3rnoynoTpebneHns B obnactn ceoen eANHONNYHON OTBETCTBEHHOCTU He
Byay4n obHapyXeHHbIM. IHuummnpoBaHme cobbITUA 4OMKHO ObiTb OTAENEHO OT €ro
aBTOpu3aumn. Heobxoanmo paccmaTpuBaTth Criegyrowme MeponpuaTus no
ynpasrieHnio MHpopMaLnoHHON 6e30MNacHOCTLIO:

- pa3rpaHn4yeHune MOSIHOMOYMI B OTHOLLEHUN BUOOB OEATENbHOCTH, KOTOpbIEe
C0O340akT BO3MOXHOCTb CroBopa Arnd oCcywecCTBlIEHNA MOLLEeHHN4YeCcTBa, HarnpumMep,
(*)OpMI/IpOBaHI/Ie 3aKa30B Ha 3aKyrKy 1 noarBepXaeHund nonyvyeHmna toBapos;

- MPW HaNM4YUM ONacHOCTU CroBOpa MepPONpUATUS OOIMKHbI OblTb NPOAYMaHbI Tak,
yTOObI B OCYLLIECTBIEHMM ONepauun y4yactTsoBanu Asa unu bonee nuua onsi CHUXKEHUS
BO3MOXXHOCTW COXpaHeHUs TalHbl CroBopa.

8.1.5 PasrpaHunyeHune cpen pa3paboTkum U NPOMbILLFIEHHOW 3KCNyaTauum

Mpw pasgeneHun cpen pa3paboTkn, TECTUPOBAHUSA U MPOMbILLITEHHON
aKcnnyartauum HeobxooMmo pasgennTb ponu u QyHKUMM coTpyaHukoB. MNpaBuna
nepesofa nporpaMmHoro obecneveHnsa n3 ctatyca paspabaTtbiBaemoro B ctatyc
NPUHATOrO K 3KCMyaTauMm AOKHbl ObITb onpeaeneHbl U JOKYMeHTanbHO
0bopMIiEHBI.

[eaTenbHOCTb, CBA3aHHAdA C pa3paboTKON U TECTUPOBAHUEM, MOXET BbITb
NPUYNHON Cepbe3HbIX NPOBeM, HaNPUMEpP HeXenaTenbHbIX U3MEHEHUI hanioB UNu
CUCTEMHOM cpefbl, a Takke cucteMHblx cboes. [pn aTom crnegyet obecneymsaTtb
HeobXxoanMbIN YPOBEHb pasaenieHns Mexay cpeamMmu NpOoMbILLSIEHHON aKCcnnyaTaunm
MO OTHOLLEHUIO K cpefamM TECTUPOBAHUS, a TakkKe ASs NpeoTBpaLLeHuns
onepaunoHHbIX cboeB. AHanNorMyHoe pasgeneHue cnegyeT Takke peannsoBbiBaTb
Mexay dyHKunammn paspaboTkm n TectupoBaHud. B aTom cnyyae Heobxoanmo
nogaepxuneatb B paboyemM COCTOAHUN OTAENbHYIO cpeay, B KOTOPOW crieayeT



BbINOMHATH KOMMJIEKCHOE TECTUPOBAHME C U3BECTHON CTAabUINBHOCTLIO U
npenoTBpallaTb HeCAHKLUMOHMPOBAHHbIVM AOCTYN CO CTOPOHbLI pa3paboTymKoB.

Tam, rae coTpygHuKKM, OTBevarLwme 3a pa3paboTKky n TeCTUpoBaHUE, UMEIOT
OOCTYM K CUCTEME U AAHHbIM Cpeabl NPOMBbILLNIEHHOW 3KCNyaTaunmn, OHU UMEOT
BO3MOXHOCTb YCTAHOBUTb HEABTOPM3OBAHHYIO N HENPOTECTUPOBAHHYIO NPOrpaMmmy
UM N3MEHUTb aHHble B onepaunoHHon cpege. NpuMeHnTenbHO K psagy cucTem aTta
BO3MOXHOCTb Morna 6bl 6bITb MCNOMb30BaHa C LiENbo 3r10ynoTpebneHns, a UMeHHOo
ONs COBEpPLUEHNA MOLLEHHNYECTBA UMM YCTAaHOBKM HENPOTECTUPOBAHHON MUK
BPe4OHOCHOW nporpamMmmsbl. HenpotecTMpoBaHHOE M BPE4OHOCHOE NPOrpaMmMHoOe
obecneyeHne MoxeT ObITb MPUYNHON CEePbE3HbIX NPOOGIeM B onepaLoHHON cpeae.
PaspaboTuunkn n cneumnanuctbl, NpoBOASALLNE TECTUPOBAHME, MOTYT Takke ObiTb
NPUYNHONM yrpo3 ang 6e3onacHoOCTM onepaumoHHON NHpopMaL MM U CUCTEMBI.

Kpome Toro, ecnn paspaboTka 1 TeCTUpoBaHne Npon3BoaAaTCs B OOHON
KOMMbIOTEPHOWN cpele, 3TO MOXET CTaTb NMPUYNHON HenpegHaMEpPEHHbIX NU3MEHEHUN
nporpammMmHoro obecneyeHuns n nHopmaummn. PasgeneHne cpeq paspaboTku,
TECTUPOBAHUA N AKCNNyaTauun ABNseTcs, crneaoBaTenbHO, LenecoobpasHbiM Ans
YMEHbLUEHNS pUcka Crny4yanHoro U3MeHeHns UM HeaBTOPM30BaHHOIO A0CTyna K
nporpammHomy obecneyeHunto n GusHec-gaHHbIM cpeabl MPOMbILLSIEHHON
akcnnyatauun. Heobxogmmo paccmaTtpuBaTh criegyowme MepornpusaTms rno
ynpaBrneHnio NHPOPMaLNOHHON 6e30MacHOCTLIO:

- NporpaMmHoe obecneveHne ans paspaboTku 1 akcnyaTaumm, no BO3MOXHOCTY,
AOMKHO paboTaTb Ha pas3NUYHbIX KOMMbIOTEPHbIX MPOLECCOpPax UNN B pas3nnNYHbIX
AOMeHaxX Unu ANPEKTOPUSX;

- AeNCcTBUS MO pa3paboTKe N TECTUPOBAHUIO OOMKHbI ObITb pa3geneHbl, HACKONbKO
3TO BO3MOXHO;

- KOMNUNATOPLI, PEAAKTOPbI U APYrMe CUCTEMHbIE YTUNUTbI HE OOMKHbI ObITh
OOCTYMHbI B OnepaunoHHon cpeae 6e3 kpanHen HeobxXoaAnMOCTHU;

- 4TOBbl YMEHbLUNTbL PUCK OLLMBOK, ANt ONepaLMOHHBbIX U TECTOBbIX CUCTEM
AOMKHbI UCNONb30BaTbCS pasnuyHble Npoueaypbl pernctpaunm (Bxoga B CUCTEMY).
Monb3oBaTensiM cnegyeT pekoMeHaoBaTb NPUMEHEHNE Pa3fMYHbIX Naponen Ans
3TMX CUCTEM, @ B UX SKPAHHbIX MEHI0 AOMMKHbI NMOKa3blBaTbCS COOTBETCTBYOLLME
NaeHTUUKaLNOHHbIE COOBLLEHNS;

- pa3paboTyYnKM MOryT UMETb AOCTYM K NaposnsiM CUCTEM ONepaLMoHHON cpeabl
TONbKO B TOM Clny4ae, ecnv BHeAPEHbI creLmanbHble MeponpUsATUS No NOpsSAaKy
npeaocTaBreHnst naponen Ans NoaaepXXkM cpeabl NPOMbILLFIEHHOM 3KCMnyaTauuu.
OTn Mepbl AOMKHbI 06ecneYnBaTb CMEHY Naporiei nocrne UCrnofb30BaHus.

8.1.6 YnpaBneHue cpeacrtsamm o6paboTkm nHcpopmMmauum CTOPOHHUMMU
niuuamu n/unu opraHMsaumusamm

Mcnonb3oBaHne CTOPOHHUX NOAPSAYMKOB N4 yrpaBneHust cpeactsamm
06paboTkm MHPOPMaLMN ABSETCS NOTEHUManbsHON yrpo3on anga 6esonacHocTu,
NMOCKOSbKY BO3HMKAET BO3MOXHOCTb KOMMPOMETaL M, NOBPEXOEHNSA NN NOTEPU
AaHHbIX B OpraHM3aummn nogpsgyunka. Takme pucku AormkHbl 6bITb nAEHTUOULMPOBaHbI
3apaHee, a COOTBETCTBYOLME MEPONPUATUSA MO yNpaBieHnto NHPOPMALMOHHON



6e30nacHOCTLIO corfnacoBaHbl C NOAPSAYMKOM U BKINKOYEHbl B KOHTPAKT (4.2.21n 4.3 B
OTHOLLEHUN PYKOBOACTB MO KOHTPakTaM C TpeTben CTOPOHOW, NpeaycMaTpuBatoLLmnx
OOCTYN K cpeactBam 06paboTkm MHdopmaLmm opraHn3anmm n B OTHOLLIEHUN
KOHTPAaKTOB MO ayTCOPCUHTY).

B aTux ycrnoeusix TpebyeTcs pelueHne cneumnanbHbIX BOMPOCOB:

- UAEHTUMKALNS BaXKHBIX MU KPUTUYECKUX BU3HEC-NPUNOXKEHWIA, KOTOPbIE Nyylle
OCTaBWTb B OpraHm3aunu;

- nony4eHne ogobpeHus BnagenbLeB KOMMEPYECKUX BU3HEC-NPUNOXKEHWIA;
- OLleHKa BNUSHUSA Ha nnaHbl obecneyeHns HenpepbIBHOCTU OM3Heca;

- onpefenexHne nepeyHsi ctaHgapToB 6e30MacHOCTU, KOTOPbIe JOJMKHbI ObITh
BKIHOYEHbI B KOHTPaKTbI, ¥ NpoLeayp NpoBEpPKX BbINONHEHUS UX TpeboBaHui;

- pacnpegeneHne KoOHKpPeTHbIX 06s13aHHOCTEN 1 npoueayp Ans adpdekTMBHoro
MOHUTOPUHIa BCEX NMPUMEHAEMbIX BUAOB AeATENbHOCTU, CBA3AHHbIX C
NHPOPMaLMOHHOM 6e30NacHOCTbLIO;

- onpegeneHne obs3aHHOCTEN 1 Npoueayp B OTHOLWEHUN NHPOPMUPOBAHUS U
yrnpaBneHnsa npoueccamu nuksmMaaumm nocrneacTsBun UHLMAEHTOB HapyLLeHUs
NHpopmaLmoHHon 6esonacHocTu (8.1.3).

8.2 NNnaHupoBaHue Harpy3ku n npuemMkKa cuctem

Llenb: cBegeHne Kk MMHUMYMY pucka cboeB B paboTte cuctem.

[ns obecneyeHns 4OCTYMNHOCTU AaHHbIX, TPebyemMor NPon3BOANTENBHOCTM U
PECYpCcoB CUCTEM HEOOGXOAMMO NPOBECTU NpeaBapuUTeNbHOE NaHnpoBaHMe U
NMOArOTOBKY.

[ns CHMXeHus pucka neperpyskmnm cuctem HeobxoamMmo NpoBOAUTL aHanu3
npegnonaraemMon ee Harpy3sku.

TpeboBaHusa K 3KcnnyaTalmMm HOBbIX CUCTEM AOMKHbI OblTb ONpeaeneHsbl,
AOKYMeHTanbHoO ohopMIieHbl 1 NPOTECTMPOBAHbI Nepes UX NPUeMKORn n
MCMOMb30BaHNEM.

8.2.1 MnaHupoBaHue NPoM3BOAUTENBHOCTU

[na obecnevyeHna HEOBXOANMBIX MOLLIHOCTEN NO 06paboTKe U XpaHEHUIO
MHGOpMaLMN HeOBX0ANUM aHann3 TEKYLLNX TpeboBaHNN K NPOM3BOAUTENBHOCTH, a
Takke NporHo3 dyayLwmnx. 3TU NPOrHO3bl AOSMKHbI YYUTbIBATb HOBbIE (PYHKUMOHANbHbIE
N CUCTEMHbIE TpebOoBaHMSA, a Takke TEKyLLME NMiaHbl U NEPCNEKTUBHbIE NNaHbl
pasBUTUSA NHPOPMALMOHHbBIX TEXHOSOMNI B OpraHM3aumn.

ManHppernmbl TpebyoT ocoboro BHUMMaHNA BCeaCTBUE 3HAYUTESTbHbIX
(PMHAHCOBLIX U BPEMEHHbIX 3aTpaT Ha MOBbILLEHNE UX NPOU3BOAUTENBHOCTN.
PykoBoguTtenu, otBevarowme 3a npegocrasneHme ManHQpPenMoBbIX YCAyr, AOSKHbI



NPOBOAUTL MOHUTOPUHT 3arpy3kn KNYeBbIX CUCTEMHBIX PECYPCOB, B TOM Yucne
npoLeccopoB, ornepaTUBHOM N BHELUHEN NaMATU, NPUHTEPOB U APYrnx YCTPONCTB
BbIBOAA, a Takke CUCTEeM CBA3WN. TN PyKOBOOUTENN OOMKHbI onpeaensTb obwue
NOTPEBHOCTM N TEHOEHLUMN B UCNOSTb30BAHUN KOMMbIOTEPHBIX PECYPCOB, YTO
0COBEHHO BaXKHO ANs NogaepXKn BU3HeC-NpUnoXeHUn nnn cuctem ynpasneHnsa ans
PYKOBOACTBA.

PykoBogutensam cnepyeTt ucrnons3oBaTbh 3Ty MHAOPMaUUIO C Lerbio
noeHTndpukaumn/nabexxaHma noTeHumanbHO y3KMX MECT, MPeaCTaBnsoLWNX yrpo3y
6e30nacHOCTM CUCTEMBI NN NOSNb30BaTENbCKMM CEPBUCAM, @ TaKKe C Lienbto
nnaHMpoBaHUS COOTBETCTBYIOLLNX MEPONPUATMIA No obecneyeHnto MHPOpPMaLMOHHOMN
6esonacHocTu.

8.2.2 MNpuemka cuctem

lMepen NnpuemMKkon cMcTem AO0SKHbI ObITb ONpeaeneHbl KPUTEPUN MPUEMKM HOBbIX
NHOOPMALIMOHHbBIX CUCTEM, HOBbIX BEPCUA U OBHOBNEHNI, a TakkKe OOIMKHO
npoBoaANTbLCA HeoBXoaMmoe nx TectupoBaHune. TpeboBaHUsA U KpUTepum ons
NPUHATUS HOBbIX CUCTEM OOMKHbI ObITb YETKO OnpeaeneHbl, CornacoBaHsbl,
AOKyMeHTanbHO ohopmreHbl 1 onpoboBaHbl. B aTnx uenax Heobxogmmo
npegycmaTtpmBaTb crnegyroume MeponpusaTmis no ynpaBneHmo HHOpPMaLnoHHOM
6e30nacHOCTbIO:

- OLIEHKA BbINOMHEHUS TpeboBaHM K MOLLHOCTY U NPON3BOAUTENBHOCTU
KOMMblOTEPa;

- onpepenexve npoueayp BoccTaHOBMEHUsS nocne cb6oeB 1 NOBTOPHOro 3anycka, a
Takke oopMUpOBaHME NaHOB obecneyeHnst HenpepbIBHOW paboTb;

- NOAroToBKa U TeCTMpoBaHME TUMNOBbLIX OMepauUMOHHbIX NMPpOoLUECCOB Ha
COOTBETCTBUE OornpeaerieHHbIM CTaHgapTaMm,

- Hann4ne Heobxoaumoro Habopa cpeacTB KOHTPONS NHAPOPMALMOHHON
©e3onacHocTH;

- pa3paboTka adhPEKTMBHBIX PYKOBOACTB NO Nnpouenypam;

- obecneyeHne HenpepbIBHOCTM Bu3Heca B cooTBETCTBUM C TpeboBaHusamn 11.1;

- ob6a3aTenbHasa nposepka OTCYTCTBUSA HEONAronpUATHOIO BIISIHUSA HOBbIX CUCTEM
Ha cyLlecTByloLWwme, 0COOEHHO BO BpEMS MakCUMarnbHbIX HAarpy3okKk, HanpumMmep, B

KOHLe Mecaua;

- KOHTPOJb MPOBEAEHMNSA aHann3a BNNsHUS, Oka3biIBAEMOro HOBOW CUCTEMON Ha
0o6LLy0 MHOPMaLMOHHY 6e30MacHOCTbL OpraHn3aunu,

- OpraHn3auunsa I'IpO(beCCI/IOHaJ'IbHOIZ noAroToBKM rNMepcoHara K aKkcniyataunm n
MCNOJIb3OBAHNIO HOBbIX CUCTEM.

[na KoHcynbTaumm Ha Bcex aTanax pas3paboTkm HOBbIX CUCTEM OOSTKHbI
npuBriekaTbCsa CNyX0bl NOAAEPXKKM (IKCNyaTauum) 1 nonb3oBaTenn ¢ Uenbto
obecneyeHnsa achbeKkTnBHOM aKcnnyaTaumm NpoekTMpyeMmon cuctemsl. MNpun aTom



AOIMKHbI NMPOBOANTLCS COOTBETCTBYIOLLME TECThI A8 NOATBEPXKAEHMSA TOro, YTO BCE
KpUTEpuUn NPUEMKM YAOBNETBOPEHbLI MOMHOCTLIO.

8.3 3awmTa OT Bp€AOHOCHOIo NPOrpaMMHOro obecne4yeHus

Llenb: obecneyeHme 3awmThl LENOCTHOCTU NPOrpaMmMHoOro obecneveHns un
MaccunBOB UH(OpMaLUK.

Heob6xooumo npvHumMaTh Mepbl NpeaoTBpaLLeHUs 1 0OHaPYXEeHUs] BHEAPEHUS
BPeOOHOCHOro nporpaMMHoro obecneydeHus.

[MporpammHoe obecneyeHmne u cpencTea o6paboTkm MHGPOpPMaLUKM YA3BUMbI K
BHEZIPEHMIO BPEJOHOCHOIO NPOrpaMmMHoro obecnevyeHunsi, Takoro Kak KOMMnblOTEPHbIE
BMpYCbI, ceTeBble "4epBu", "TposiHckme koHn" (10.5.4) n nornyeckune 6omObI.
Monb3oBatenu AoMKHbI BbITb OCBEJOMIEHbI 06 ONACHOCTM UCMONb30BaHUS
HeaBTOPU30BaHHOIO UIM BPEOOHOCHOMO NporpaMmHoro obecneveHus, a
COOTBETCTBYIOLLNE PYKOBOAUTENW AOIMKHbI 06ecneynTb BHeApeHne creumanbHbIX
CPEACTB KOHTPONS C Lenblo 06HapyXeHus u/unv npegoTepaLleHns NPOHUKHOBEHWS
nofobHbIX nporpaMm. B 4acTHOCTK, BaXXHO NPUHATUE Mep NPEeaOCTOPOXHOCTH C
Lenbio OBHapyXeHNs 1 NpefoTBpaLLeHUs 3apaKeHNsa KOMMbITEPHBIMU BUpYCamMU

nepcoHalribHbIX KOMMNbOTEPOB.

8.3.1 MeponpusaTua no ynpasrneHnto MHpopMaLMOHHOM 6e30NacHOCTbLIO ANA
60pbObI C Bpe4OHOCHbIM NMPOrpaMMHbIM obecnevyeHnem

C uenbio obHapyxeHus 1 npeaoTBpaLLeHNa NPOHNUKHOBEHUS BPEAOHOCHOIO
nporpamMmmMHoro obecrnevyeHns Heo6xoanMMO NraHNUPoOBaHME N peanu3auns
MEpPONPUATMIA NO yNpaBneHntio MHPOPMaLNOHHON 6e30MacHOCTLIO, a Takke
dhopmMnpoBaHue npouenyp, obecneymsaroLLMx COOTBETCTBYIOLLYO OCBEOOMINEHHOCTb
nonb3oBartenen. 3awmta oT Bpe4OHOCHOro NporpaMMHOro obecnevyeHnss AoMKHa
OCHOBbIBaTbCS HA NOHMMaHUK TpeboBaHUN 6e30NacHOCTN, COOTBETCTBYHOLLUNX Mepax
KOHTPONSA JOCTyna K cMCTeMaMm 1 Haanexawem ynpaBrieHUn N3MeHEeHUSIMU.
Heobxoanmo paccmatpuBaTh crieayowme MeponpuaTna no ynpasrieHuio
NHdOpPMaLMOHHON 6e30MacHOCTbIO:

- DOKYMEHTUPOBAHHYIO MOMUTUKY, TPeOyoLLyto COOMIOAEHNS NMULIEH3MOHHbIX
cornawleHnin n yCcTaHaBnMBaloLyo 3anpeT Ha MCNOoNb30BaHMe HEABTOPM30BAHHOIO
nporpammMmHoro obecneyexusa (12.1.2.2);

- JOKYMEHTUPOBAHHYH MOSIUTUKY 3aLLUTbl OT PUCKOB, CBA3AHHbIX C MONYy4YEHNEM
dannos 1 NporpaMMHOro obecnevyeHunst N3 BHELLHUX CeTEN, Yepe3 BHELLHUE CETU UNK
n3 nobon gpyron cpeabl. B 3TOM NONUTMKE OOMKHO COAEPXaTbCsA YyKa3aHue o
HeobXoANMOCTU NPUHATUSA 3awmnTHBLIX Mep (10.5, 10.5.4, 10.5.5);

- YCTaHOBKY U perynsipHoe 0GHOBMEHNE aHTUBUPYCHOrO NPOrpaMMHOro
obecneyeHnst 4ns obHapyXeHUs1 U CKaHMPOBAaHWUS KOMMbLIOTEPOB U HOCUTENEen
nHdopMaLMK, 3anyckaemoro B criy4ae Heo6X04MMOCTU B Ka4eCTBE NPEBEHTMBHOM
Mepbl NN PYyTUHHOW NpoLeaypbl;

- NPOBEAEHNE PETYNSPHbIX MHBEHTapU3aumii nporpaMMHoro obecrneyeHms un
AaHHbIX CUCTEM, NoAdePXKMBAIOLWNX KpUTMYECKMe GusHec-npouecchl. Heobxoanma



Takke popmanumaoBaHHas npoueaypa no paccnegoBaHuio NPUYNH NOSIBNEHUS NOObIX
HeaBTOPU30BaHHbIX UM U3MEHEHHbIX (DANIIOB B CUCTEME;

- NPOBEpPKY Bcex hannoB Ha HOCUTESNSX MHPOPMaLUM COMHUTENBHOIO Un
HeaBTOPU30BAHHOIO NMPOUCXOXAEHUSA UNN PaNNoOB, NOMYYEHHbIX U3 OBLLEJOCTYMNHbIX
CeTewn, Ha Hannyme BMPYyCcoB nepeg paboTon ¢ aTuMn hannamm;

- NPOBEPKY JHOObIX BNOXEHWI 3NEKTPOHHOM NOYTbI U CKa4ymBaeMon nHpopmaumm
Ha Hanuyne BpeLOHOCHOro NPorpaMmMHoOro obecneyeHnsa 0o UX UCMONb30BaHMS.

OTa npoBepka MoXeT ObITb BbIMOSHEHA B pa3HbIX TOYKAax, HaNpuMep, Ha
3NEKTPOHHON NoYTe, NepcoHarbHbIX KOMMbIOTEPAX UMK NPKU BXoae B CeTb
opraHusauum:

- ynpaBneHyeckue npoueaypbl n 0693aHHOCTU, CBSI3aHHbIE C 3aLLMTON OT BUPYCOB,
oby4eHne NpuMeHEHNI0 3TUX Npouenyp, a Takke BONPOChI ONOBELLEHUS U
BOCCTaHOBJIEHUS NMOCIe BUPYCHbIX aTak (6.3, 8.1.3);

- COOTBETCTBYOLLME NMaHbl Mo obecneyeHnto HenpepbIBHOCTN BU3Heca B YacTu
BOCCTaHOBIIEHMS1 MOCe BUPYCHbIX aTak, BKIto4asi Bce He06X04MMble MEPONPUSATUS MO
pe3epBMPOBaHMIO Y BOCCTAHOBIIEHUIO AaHHbIX U NPOrpamMMHoro obecneveHus (pasgen
11);

- Npouenypbl N0 KOHTPOSIO BCEM MHOpMaLMK, KacaroLwencs BpeOHOCHOro
nporpammMmHoro obecneyeHuns, obecnedyeHne TOYHOCTU U MHPOPMATUBHOCTU
npegynpeanTenbHbIX coobLWeHnn. [na onpegeneHnsa pasnmyuna mexay noxXHbIMU U
peanbHbIMU BUpyCaMn OOSMKHbI UCMOMb30BaTbCS NPOdecCuoHasrnbHble UCTOYHUKM,
Hanpumep, pecnekTabernbHble XXypHarbl, 3acnyXunBaroLime JOBEPUS UHTEPHET-CanThbl
WX NOCTaBLUMKN aHTUBUPYCHOIo NporpaMmMHOro obecneyeHus. lNepcoHan AomkeH
ObITb OCBEeLOMIIEH O NpobnemMe NOXHbIX BUPYCOB U AENCTBUAX MPU UX NONYHEHUN.

OTn MeponpuATUa 0COBEHHO BaXkHbl B OTHOLLEHMM CeTeBbIX hanroBbIX CEpPBEPOB,
obcnyxmnaroLwmx 6onbLIOEe KOMYECTBO paboymx CTaHUMN.

8.4 BcnomoratenbHble onepauumn

Llenb: nogaepxaHne LenoCcTHOCTN U AOCTYNHOCTU ycnyr no obpaboTke
NHopMaL N 1 CBA3N.

B cooTBeTCTBUM C YTBEPXKAEHHOW CTpaTernen OOMKHbl YCTaHaBNMBaTbLCS
perynspHble npoueaypbl pe3epBMpoBaHUs NpUKNagHoro nporpaMmHoro obecneyeHus
(11.1), dopMupoBaHNA KONUI AaHHbIX U TECTUPOBAHUS, X CBOEBPEMEHHOIO
BOCCTaHOBIEHUs, perncrtpaumm cobbiTum 1 ownbok n, rge HeodbxoaANMO, MOHUTOPUHIA
COCTOSIHMSA annapaTHbIX CPeacTB.

8.4.1 Pe3epBupoBaHue nHopmauyuum

Pes3epBHOE KONMpOBaHME BaXXHOW CnyebHon nHdopMaunm n NporpaMmMHOro
obecneyeHna JOMKHO BbINOMHATLCA Ha perynspHon ocHoBe. Cnegyet obecneynBaTth
aflekBaTHble CpeacTBa pe3epBMpoBaHUs Ana obecnevyeHns yBepeHHOCTU B TOM, YTO
BCS BaXkHasa genosasi MHopmaums n nporpammHoe obecrneveHne cmoryT ObiTb



BOCCTaHOBJIEeHbI nocrne 6encteusa nnu cbost obopynosaHmnda. MeponpuaTtus no
pe3epBMPOBaHNIO AN KaXXO0N OTAENbHOW CUCTEMbI LOSMKHbI PerynsapHo
TecTnpoBaTbCa Ansa obecnevyeHms yBepeHHOCTU B TOM, YTO OHM YAOBMNETBOPSIOT
TpeboBaHMsM nnaHoB No obecneveHnto HenpepbIBHOCTU BusHeca (pasgen 11). B atux
crny4vasix uenecoobpasHo NpUMEeHATb cregylowmne MeponpuaTst No ynpasneHuto
NHPOPMaLIMOHHON 6e30NacHOCTLIO:

- MMHMMarbHO HeobxoaMMbI 06bEeM pe3epBHOM MHOpMaLMK, BMECTE C TOYHbIMU
N NOSTHBIMU PErMMCTPALMOHHBIMW 3aNUCSAMKN NO COAEPXKaHUIO pe3epBHbIX KOMui, a
TaKkke AOKyMeHTauus no npoueaypamMm BOCCTaHOBEHUS BO nsbexaHue noboro
NoBpeXOeHUs OT CTUXUIHBIX 6e4CTBUA OOMKHbI XPaHUTLCH B AOCTAaTOYHO
OoTAareHHOM MeCcTe OT OCHOBHOrO 34aHus. 1o kpanHen mepe Tpu NOKoNeHus (Lunkna)
pe3epBHON MHAOPMaLNN SOMKHbI BbITb COXpaHeHbl A58 BaXXHbIX GU3Hec-
NPUNOXEHUN:

- pe3epBHasa MHopmMauna aormkHa bbiTb obecneyeHa rapaHTUPOBAHHBIM YPOBHEM
dM3n4eCcKomn 3alLnTbl U 3aLLnTbl OT BO3AENCTBUN OKpY»KatoLen cpeabl (pasgen 7) B
COOTBETCTBUN C ypOBHEM 6€30MaCHOCTN B OCHOBHOM 34aHun. MeponpuaTtus,
npUMeHsieMble K 000pyA0BaHUIO B OCHOBHOM 3aHUKW, OOSMKHbI PacrnpoCTPaHATLCS Ha
pe3epBHbIN MYHKT;

- pe3epBHOEe 060pygOBaHNE AOIMKHO PEryIAPHO NOABEPraTbCs TECTUPOBAHUIO ANS
obecneyeHnsa yBEepEHHOCTN B TOM, YTO B Criydae BO3HUKHOBEHUS Ype3BblHanHbIX
cUTyaumn Ha ero paboTy MOXHO MOSNTOXUTBCS;

- Npouenypbl BOCCTAHOBMNEHUS crieqyeT perynsapHo akTyanmsnposaTb U
TecTMpoBaTb Anda obecneyeHnsi yBepeHHOCTU B NX 3 PEKTUBHOCTU, a TaKKe B TOM,
4YTO ANS BbINOSHEHWS 3TMX npouenyp notpebyetcst He BonblLLUe BPEMEHU, YEM
onpegeneHo onepauMoHHbIMUK NpoueaypamMm BOCCTAHOBITEHUS.

Cnepyet onpeaensTb nepnogbl XpaHEeHUs BaXXHOW cnyebHon nHgpopmauuu, a
Takxke yuntbiBaTb TPEOOBAHUSA K apXUBHbLIM KONMUAM OONTOBPEMEHHOIO XpaHEHUS
(12.1.3).

8.4.2 XXypHanbl aencTBUn oneparopa

OnepaTopbl 4OMKHbLI BECTU XypHar, B KOTOPOM criegyeT (OMKCUMpoBaThb:

- BpEMSI Havyana v 3aBeplueHns paboTbl CUCTEMDI;

- OWMBKM cUCTEMbBI K npeanpuHATble KOPppPEeKTUpyrLine AencTeus;

- noaTBepXXaeHne npaBuribHoON 06paboTkn AaHHbIX anoB U BbIXOAHbIX AAaHHbIX
KOMMbIOTEPA;

- NNYHbIE OaHHble (Hanpumep, pamunus, 4OMKHOCTb) NPOU3BOASILLENO 3anucK B
XypHan crneuunanucra.

XypHanbl onepatopa AoSKHbl ObITb NPEAMETOM NOCTOSHHBIX HE3aBUCUMBbIX
NPOBEPOK Ha COOTBETCTBUE TPeboBaHMSAM ONepaunoHHbIX NpoLeayp.

8.4.3 Perncrpaumns owmnbokK



006 owmnbkax HeobxoAMMO AoKNaabIBaTb Y MPUHMMATL KOPPEKTUPYOLNE OENCTBUS
B COOTBETCTBUU C YCTAHOBMEHHbLIM Nopsakom. Heobxogmmo pernctpmpoBaTh
coobueHunsa nonb3oBartenen 06 owmnbkax, cBA3aHHbIX C 06paboTkon NHpopmaLmm nnu
cuctemamm cBA3n. JOmKHbI CyLeCTBOBaTb YeTKMe npaBuna obpaboTkm AonyLEeHHbIX
ownBOoK, BKNOYatoLme:

- aHann3 ownbok Ana obecneyeHnss yBepeHHOCTM B TOM, YTO OHU Obinu
yAOBNeTBOPUTENbHBIM 06pPa3oM yCTpaHeHbI;

- aHanu3 nNpeanpPUHATBLIX KOPPEKTUPYHOLLIMX Mep, 0GecneymBaoLLnX YBEPEHHOCTb B
TOM, YTO MepPONpPUATUS MO yNpPaBreHnto NHPOPMaLMOHHOW 6e30MacHOCTLI0 He Bbinu
CKOMMPOMETMPOBaHbI (HapyLLUEHbl) 1 NpeanpuHATLIE AeNCTBUS Haanexalmum o6pa3om
aBTOPU30BaHbI.

8.5 YnpaBneHue ceTeBbIMU pecypcamMu

Llenb: obecneyeHme 6e3onacHOCTN MHpOPMaLIUN B CETAX U 3aLLUTbI
nogaepxmearLen MHPPaCcTPYKTypbl.

YnpaeneHne 6e30nacHOCTbIO CETEN, KOTOPbIE MOTYT OblTb PacrnonoXeHbl 3a
npegenamMu rpaHul, opraHvsaumm, TpebyeT BHUMaHUS.

[ononHuTenbHble MEPONPUATUS MO yrpaBneHuo NHPOPMaLMOHHOMN
BGe3onacHOCTLIO MOTyT TaKkXe NoTpeboBaTbCs ANS 3alUTbl BaXHbIX AaHHbIX,
nepegaBaeMbix Yepes3 obLefOoCTyNHbIe CETU.

8.5.1 CpeacTBa KOHTpONA ceTeBbIX peCcypcoB

[ns obecneveHuns Tpebyemoro ypoBHA 6€30MacHOCTM KOMMNbIOTEPHbBIX CETEN U €r0
noaaepXkm TpebyeTcsa KoMnnekc cpeacTs KOHTpons. PykoBoantenu, oTeevaroLmne 3a
NOAOEPXKKY CETEBbIX PECYPCOB, AOIMKHbI 06ecneymBaTb BHEQPEHNE CPEOCTB KOHTPONS
6e30nacHOCTM AaHHbIX B CETAX W1 3alUUTy NOAKMIOYEHHbBIX CEPBMCOB OT
HeaBTOPU30BaHHOIo JocTtyna. B yactHocTn, HeobxoomMMo paccmaTpuBaTth crnegyrowue
Mepbl U CpeacTBa ynpasneHms MHdpopMaunoHHon 6e30nacHOCTbIO:

- cneagyeT pacnpenensaTtb OTBETCTBEHHOCTb 3a NogAepKaHUe CEeTEBbLIX PECYPCOB U
KOMMbIOTEPHbIX onepauuin (8.1.4);

- cnegyeT ycTaHaBnmBaTth nNpoueaypbl n 00653aHHOCTIU MO yNpaBnieHUo yaaneHHbIM
obopynoBaHueMm, Bko4aa obopyaoBaHue, yCTaHOBMEHHOE Y KOHEYHbIX
nonb3oBaTENewn;

- ecnvn Heob6xoanMoO, cneumanbHble cpeacTBa KOHTPONA crieayeT BHeApATb Ans
obecneyeHnsa KOHUAEHLMANBHOCTN U LLENTOCTHOCTU AaHHbIX, NPOXOASALLNX MO
0o0LLenOCTYNHbIM CEeTAM, a Takke ANns 3awmTbl NOAKMHOYEHHbIX cucTem (9.4 n 10.3).
MoryT Takke notpeboBaTbCa cneymanbHble CpeacTBa KOHTPONA ANs NoAAepKaHus
AOCTYMNHOCTM CEeTeBbIX CEPBEPOB M pabounx cTaHuui;

- AEeNCTBUS MO YNpaBreHno HeoOBX0AMMO TLLaTeNbHO COM3MEPSATb Kak C
TpebGoBaHNAMU K cepBucam OT BU3Heca, Tak U ¢ obLMMKU TpeboBaHUAMU K



obecneyeHnto 6e3o0nacHOCTN MHAPACTPYKTYPbl 06paboTkn nHopmauuu.

8.6 besonacHocTb HocuTeneun uHcpopmauum

Llenb: npegoTBpalleHne NoBpeXAeHNN akTUBOB M NpepbiBaHUN OU3HeC-
npoueccoB. Micnonb3oBaHne HocuTenen MHopMaumn JOSHKHO KOHTPONMpoBaThCS, a
Takke OomKkHa obecneymBaTbCca UX pursndeckas 6e30nacHoOCTb.

[omkHbl ObITb ONpeaeneHbl COOTBETCTBYOLME NpoLeaypbl 3alnTbl JOKYMEHTOB,
KOMMbIOTEPHbIX HOCUTENEN NHOPMALMN (NEHT, OUCKOB, KacCeT), AaHHbIX
BBOAA/BbIBO4A U CUCTEMHOW LOKYMEHTaLMN OT NOBPEXAEHNN, BOPOBCTBA U
HenpaBOMOYHOro A0CTyna.

8.6.1 Ucnonb3oBaHMe CMEeHHbIX HOCUTEeNen KOMNbLITEPHON MHhOpMaLK

[ormkHbl cyuecTBoBaTh nNpoueaypbl MO NCMOMNb30BAHUK CMEHHbLIX HOCUTENEN
KOMMbIOTEPHOW MHpOopMaLmMmM (NEHT, ANCKOB, KacCeT, a TakkKe nevyaTHblXx oT4eToB). B
3TUX cnyyasx HeobxoanMo paccmaTpuBaTb Creaylowme MeponpuaTus no
ynpasreHunio nHpopmMaunoHHON 6e30NacHOCTLIO:

- €CIM HOCUTENM MHAOPMALMM MHOTOKPaTHOrO MCNOMb30BaHNs 6onbLue He
TpebyTca 1 nepeaarTcd 3a npegernbl OpraHn3aunn, To NX COAEPXMMOE AO0IMKHO
ObITb YHUYTOXEHO;

- B OTHOLLIEHMM BCEX YHUYTOXaeMblX HOCcUTeNnen MHopMaLmnm SOMKHO ObiTb
NPUHATO COOTBETCTBYIOLLIEE peLleHne, a Takke AoSkHa bbITb caenaHa 3annchb B
perncTpaumoHHOM XypHarne, KOTOpbI cnegyeT XpaHuTb (8.7.2);

- BCe HOCHUTENN I/IH(*)OpMaLI,I/IVI cnefgyeT XpaHUTb B HAOE>XHOM, ©e3onacHoOM mMecTe B
COOTBETCTBUU C TpGGOBaHl/IFIMVI N3roTOBUTESNEN.

Bce npouenypbl aBTopM3aumm gOMKHbI ObiTb YETKO JOKYMEHTUPOBAHLI.
8.6.2 YTnnusaumsa Hocutenem nHcpopmauymumn

Hocutenu nigpopmaumm no oKOHYaHUM NCNOSb30BaHNA crieqyeT HageXHo U
B6esonacHo yTunuanpoBaTb. BaxkHas nHpopmayuns MoxeT nonacTb B PyKu
NOCTOPOHHMX NNL, U3-3a HEBPEXKHON YyTUNN3aLUMN HOCUTENEN AaHHbIX. YTOObI CBECTU K
MUHUMYMY TakKOW PUCK, OOMMKHbI ObITb YCTAHOBMEHbI hOpMann3oBaHHbIe Npoueaypbl
6e3onacHon yTunmsauum Hocutenen nHdopmaumn. na atoro Heob6xogmMmo
npegycmaTtpmBaTh criegyroume MeponpuaTus:

a) HOCUTENN, coaepiKallme BaXKHY0 MHGOpPMaLUno, cnegyet XpaHuTb U1
yTUNM3NpoBaTb HagexHo n 6e3onacHo (Hanpumep, NOCPeaCTBOM
CXKuraHus/mamenbyeHus). Ecnu Hocutenu nnaHnpyeTcs ncnonb3oBaTb B Npegenax
opraHusaumm ansa gpyrux sagad, To MHopmauus Ha HUX JOIKHA OblTb YHUUTOXEHA;

0) HMXe npmBeaeH nepevYeHb OO BLEKTOB, B OTHOLLEHMM KOTOPbIX MOXET
noTpeboBaTbCcs 6e3onacHas yTunmsaums:

1) BymaxHble JOKYMEHTbI;



2) peyeBble UnNu gpyrue 3anucu,

3) konupoBanbHas bymara;

4) BbIBOOANMbIE OTHETHI;

5) ogHOpa3oBble NeHTbl A4S MPUHTEPOB;
6) MarHUTHbIE NEHTHI;

7) CMeHHble OUCKWN Ui KacceTbl;

8) onTnyeckne HocuUTENU AaHHbIX (BCe pa3HOBUOHOCTU, B TOM YMCIie HOCUTENN,
cogepxawme nporpammHoe obecrneyeHne, NoCTaBnsieMoe NPON3BOANTENSMMN);

9) TeKkCTbl Nporpamm;
10) TecToBblE AAHHbIE;
11) cuctemHasa OKyMeHTaUus;

B) MOXET oKa3aTbCs NPOLLEe NPMHMMAaTbL Mepbl 6e3onacHom yTunusauumn B
OTHOLLIEHMM BCeX HocuTenen nHdopmMmaumm, Yem NbiTaTbCsl COPTUPOBATL HOCUTENN MO
CTENneHn BaXHOCTY;

) MHOrMe opraHmM3aumm npegnaratT ycnyrm no céopy n ytunusauum éymarm,
obopynoBaHus n Hocutenen nHdopmauuun. Cnegyet TwaTensHO BbiIbupaTtb
noaxoasLero nogpsagymnka ¢ y4eTom MMeELLErocst y Hero onbitTa u obecneveHms
HeobXxoaAnMOro ypoBHSA MHGOPMaLNOHHOM 6e30MacHOCTHU;

[) N0 BO3MOXHOCTU CrieayeT PerMcTpupoBaTh YTUIM3aLMI0 BaXKHbIX OO bEKTOB C
Lienblo nocneayLLero ayguTa.

[Mpwn HakonneHun HocuTenen nHopmaLmn, Noanexalinx ytunusauuu, cnegyet
NPUHMMaTb BO BHMMaHME "adbekT HakonneHusa", To ectb 60MbLoN 06bEM OTKPbITON
MHOPMaLMN MOXET caenaTtb ee 6onee BaxXHON.

8.6.3 MNMpoueaypbl 06paboTkn MHpopmauum

C uenbto obecneyeHna 3awmnTbl MHOPMaLMM OT HEAaBTOPU3OBAHHOIO PaCKpPbITUS
WNN HENPaBUITbHOIO UCMNONb30BaHNA HEOBXOANMMO onpeaennTb Npoueaypbl
06paboTkM 1 XxpaHeHUss MHopmaLmn. ATU Npoueaypbl AOMMKHbI ObITb pa3paboTaHbl C
y4yeToM KaTteropmpoBaHust nHpopmauum (5.2), a Takke B OTHOLLIEHUN OOKYMEHTOB,
BbIYMUCIIUTESIbHbLIX CUCTEM, CEeTEN, MEPEHOCHBIX KOMMNbIOTEPOB, MOBUMBHBIX CPEeaCTB
CBSI31, NMOYTbI, PEYEBON NOYTbI, PEYEBOI CBA3M BOOOLLE, MYyNbTUMELUNHBIX YCTPONCTB,
NCNonb3oBaHUs hakcoB 1 NObLIX APYrnX BaXKHbIX 06BHEKTOB, HanpumMmep, bnaHKos,
4YeKoB 1 cyeToB. HeobxoanmMo ncnonb3oBaTh Crieayrowme MeponpuaTus no
yrnpaBneHnio HPopMaLUnoHHoN BesonacHocTbio (5.2 n 8.7.2):

- 00paboTKy U MapkupoBaHue Bcex HocuTenen nHgpopmaumm (8.7.2a);



- orpaHn4yeHuna goctyna C uelsibio VI)J,eHTVICbVIKaLI,VIVI HEaBTOPM3OBaAHHOIO nNepcoHana,

- obecneyeHne hopmanm3oBaHHOW perncTpalmm aBToOpM30BaHHbIX NonyvaTenemn
OaHHbIX;

- obecneyeHne yBEPEHHOCTM B TOM, YTO AaHHblE BBOAA SABMSAIOTCA MNOSHbIMM,
npouecc obpaboTkn 3aBepLuaeTca JOMKHLIM 0O6pa3oM 1 MMeeTca NOATBEPXKAEHME
BblBOAA AaAHHbIX;

- obecneyeHmne 3awmThl MHGPOPMaUuK, Haxogsawencs B bydepe gaHHbIX K
oXuaarwLlen BblBoga B COOTBETCTBMUN C BAXXHOCTbO 3TON MHGOpMaLWK;

- XpaHeHune HocuTenen nHhopmaunm B COOTBETCTBMN C TpeboBaHUAMM
N3roToBUTENEN;

- cBeAeHne paccCblyikn AaHHbIX K MUHUMYMY;

- YHETKYI0 MapKMUpPOBKY BCEX KOMUI OaHHbIX, npeanaraemMblX BHUMaHUO
AdBTOPM30OBAHHOIO nony4artens,;

- perynspHbli NepecMoTp CMUCKOB PacChISIKU U CMIMCKOB aBTOPU3OBAHHbIX
nonyvarernen.

8.6.4 be3onacHOCTb CUCTEMHOWN AOKYMEHTaLuu

CuctemMHasa QOKYMeEHTaUMs MOXeT cogepXaTb onpeaenieHHY BaXXHYH
MHOPMaLMIO, HanpuMep, onucaHusi NpoueccoB paboTbl GU3HEC-NPUITOXKEHUN,
npoueanyp, CTPYKTYp AaHHbIX, npoueccoB aBTopu3auum (9.1). B aTux ycnosusx ¢
Lenbto 3aWmTbl CUCTEMHON AOKYMEHTaUUn OT HeaBTOPM30BAHHOIO AOCTyna
Heob6XxoaNMMO NPUMEHATL crieayowme MeponpuaTUS:

- CUCTEMHYI0 JOKYMeHTauuo cnenyeT xpaHuTb 6e3onacHbiM o6pasom;

- CNUCOK NWL, UMELWMNX A0CTYN K CUCTEMHOM AOKYMEHTaUWW, crieqyeT CBOAUTb K
MUHUMYMY; OOCTYN AOMKEH ObiTb aBTOPM30BaH BnagenbLeM GU3HeC-NpUNoXeHus;

- CUCTEMHYI0 OKYMEHTaLMI0, NOMyYeHHY/MoaaepKuBaemMyto Yepes
06LLIeIOCTYNMHYIO CeTb, creayeT 3aluiiaTh Hagnexalimm obpasom.

8.7 O6MmeH nHdopmaumen n NnporpaMMHbIM obecnevyeHnem

Llenb: npegoTBpalleHme notepun, moaudmkaumm nnm HenpaBuNbHOro
MCMONb30BaHNS MHpOPMaLMK NPy OOMEHe el MeXay opraHn3aumsImMm.

O6meH nHdopmaumen n nporpammMmHbiM obecneveHnem Mexay opraHn3aunamm
[ormKeH 6bITb NO4 KOHTPOJIEM M COOTBETCTBOBATbL AENCTBYHOLLIEMY 3aKOHOA4ATENLCTBY
(paspgen 12).

O6MeH nHdopmaumen AomKeH NPONCXOANTb HA OCHOBE COrfalleHnn mexay
opraHusaumamun. Heobxogmmo onpenenntb Npoueaypbl U MEPONPUATUS NO 3amTe
MHGOpMaLMnN U HocuTenen Npu nepegade. Heob6xoanMmo yumtbiBaTh NOCNECTBUSA ANS



aeatenbHOCTU N 6e3onacHOCTU opraHM3aunn, CBA3aHHbIe C ANTEKTPOHHLIM O6MEHOM
AaHHbIX, ANIEKTPOHHOM TOProBfeN N 3NEKTPOHHON NOYTON, a Takke TpeboBaHus K
MepOornpuUAaTMAM MO ynpasrieHno MHpopMaLMOHHOM 6e30NacHOCTbLIO.

8.7.1 CornaweHus no oomeHy nHdopmaumen 1 NPorpaMmMHbIM
obecnevyeHnem

Mopsipok obmeHa nHdopmaumen n nporpaMmmHbiM obecneveHnem (Kak
3JIEKTPOHHBLIM CNOCOOOM, TaK 1 BPYYHYHO) MEXAY OpraHu3aumnsamMun, BkIoYas nepegavy
Ha XpaHEeHME UCXOAHbIX TEKCTOB NporpaMm TPETbLEN CTOPOHE, AOMMKEH ObITb CTPOro
dopmanun3oBaH 1 JOKYMeHTUpoBaH. TpeboBaHus 6e3onacHOCTU B NOA0OHbIX
cornaweHnsax A0MKHbl Y4MTbiBaTb CTENEHb BaXXHOCTU MHpOpMaLMn, ABNSAIOLLENCS
npegmeTom obmeHa. Heobxoanmo, 4Tobbl TpeboBaHMs 6€30NacHOCTM B NOA0OHbIX
cornaweHnsax yuYmTbiBanu:

- 06A3aHHOCTN PYKOBOACTBA MO KOHTPOIO M YBEAOMITEHUIO O Nepeaaye, oTnpaBke
N NonyYeHnn nHpopmMauuu;

- npouenypbl 4Na yBeAOMIEHNS OTNpPaBMTENs O nepefaye, oTnpaBke U NONy4YeHUn
nHopmaumu;

- MMHUMarbHbIe TeXHUYeckue TpeboBaHMsa No PopMUPOBaHUIO U Nepeaayve
NakeToB AaHHbIX;

- TpeboBaHUSA K KypbePCKOW cnyxbe;
- OTBETCTBEHHOCTb M 064a3aTenbCcTBa B Criydae noTepu AaHHbIX;

- UICNOJSIb30BaHME COrfacoBaHHOM CUCTEMbI MAPKMPOBKU OS5I BaXKHOW UK
KPUTUYHOM MHOopMaLmm, obecneymnBatoLLien YBEPEHHOCTb B TOM, YTO 3HAYEHNE 3TON
MapKMpOBKM ByaeT cpasy e NOHATHO 1 nHopmauns dyget cCOOTBETCTBEHHO
3awuLleHa;

- onpeaeneHve BrnagenbLeB MHOPMaLUN U NporpaMmMHoro obecneveHus, a Takke
00s13aHHOCTEN NO 3alWmnTe AaHHbIX, Y4eT aBTOPCKMX NpaB Ha NporpaMMHoe
obecneyeHne n aHanorm4yHbix Bonpocos (12.1.2 n 12.1.4);

- TeXHNn4yeckKmne Tpe6OBaHVIFI B OTHOLUEHUNWN 3aNMnUCnN N CHNTbIBAHUA VIHd)OpMaLI,I/II/I 7
nporpaMmmHoOro obecneyeHus;

- ntobble cneyunanbHble CpeacTBa KOHTPONS, KOTOpblie MOryT noTpeboBaTbes AN
3anThl BaXXHbIX 0OBbEKTOB, Hanpumep kpuntorpadgpuyeckue knoun (10.3.5).

8.7.2 BezonacHOCTb HocuTenen nHopmaumm Npu nepecbisike

NHdopmauma MoxeT OblTb UCKaXXeHa N CKOMNPOMETMPOBaHa BCreacTane
HeaBTOPM30BaAHHOIoO 4OCTYyNa, HENPaBUIbHOIO UCMNOMb30BAHUS UMN UCKaXXEHUSA BO
BpeMsi (On3NYEeCKOn TPaHCNOPTUPOBKK, HANnpuMep, Npu nepecoisike HoCUTENen
MHGOPMaLMK NO NoYTe UK Yepes Kypbepa. Ansa 3awmtsl UHoOpMaLumm,
nepegaBaeMon Mexay opraHusaunamm, HeobxoaAnMo NPUMEHATL CrieayroLme Mepbl:

a) cnegyeT MCNonb3oBaTb HAOEXHbIX NepPEBO3YMKOB MUIN KypbepoB. Cnncok



aBTOPU30BaHHbIX KypbePOB HEOOXOAMMO COrnacoBbIBaTb C PYKOBOACTBOM, KpOME
TOro, crnenyeT BHeAPUTb NpoLeaypy NPOBEPKN NOEHTUMUKALMN KypbepPOB;

6) ynakoBka gOMmkHa OblTb 4OCTATOMHOM ANS 3aWMThl COAEPXKMMOro OT ftoboro
P13NYECKOro NOBpeEXAEHUs, KOToOpoe MOXeT UMETb MECTO NMpu TPaHCNOPTUPOBKE, U
cooTBEeTCTBOBAThH TpebOBaHNSAM U3roTOBUTENEN HOCUMTENEN NHpOPMaLUN;

B) cneunarnbHble CpeacTBa KOHTPONsS cnegyeT NPUMEHsSTb, NpyM HeO6X0ANMOCTH,
AN8 3aWmnTbl BaXKHOW MHOPMaLMM OT HEaBTOPM30BaHHOIO PacKpbITUSA UK
mMoaudukaumn. Hanpumep:

1) ncnonb3oBaHWe 3anepTbiX KOHTENHEPOB;
2) NUYHYIO OOCTaBKy;

3) ucnonb3oBaHWe YrNakoBKW, KOTOPYIO HEMNb3A HApPYLWNTb HE3aMeTHO (Ha KOTopou
BuaHa nobasa nonbiTka BCKPbITUSR);

4) B UCKINIOYMTENbHbIX Cry4Yasx, pa3bvBKy OTnpaBreHus Ha HECKOSbKO YacTew,
nepecbinaemMbiX pasfnUYyHbIMU MapLUpyTamu;

5) ncnonbsoBaHune UNpPoOBbIX NogNUCEN U WndpoBaHns ana obecneveHns
KOHpuaeHuymansHoctn (10.3).

8.7.3 be3onacHOCTb 3JIEKTPOHHON TOProByn

B anekTpoHHOW TOprosrie MOryT UCNOMb30BaTLCS pasfnMyHblie cnocobbl obmeHa
AaHHbIMKU, HaNpumMep, B anekTpoHHoM Buge (EDI), yepes anekTpoHHY NouTy n
TpaH3aKuMn B peXXUMe OH-rnanH Yepes obLefoCTynHble CETU, B YAaCTHOCTU, IHTepHET.
ONeKTPOHHasa TOPro.ris NOABEPXKEHA pAdy CceTeBbIX Yrpo3, KOTOPble MOTyT NPUBECTU K
Kpake, ocnapMBaHMIO KOHTPAKTOB, a TakKe packpbITUIO MM Moandukaumm
NHopmMaumn. YTobbl 3aLMTUTL SNEKTPOHHYO TOProBIt0 OT Takux yrpo3, HeobxoamMmo
NPUMEHATb COOTBETCTBYIOLLME MEPOMNPUATUS NO yNpaBneHnto NMHPOPMaLMOHHOM
6e3onacHocTblo. [1nsa obecneyeHnst 6€30NacHOCTU SNEKTPOHHOW TOProBIn
HeobxoanMOo nNpoaHanuanpoBaTb CTeNeHb JOCTOBEPHOCTU U O6OCHOBAHHOCTU
npegnaraembix NocTasLLMkaMmn mep obecrneyeHns HPOpMaLNOHHON 6e30nacHOCTU:

- ayTeHTMdmrKaumns. C Kakon CTENEHbIO KITMEHTY 1 NpoAaBLy cregyeT NpoBepATh
naeHTudukaumo apyr apyra?

- aBTOpu3aums. KTo ynonHOMOYEH yCcTaHaBnmBaTb LeHbl, No4roTaBnmMeaTth Unu
noAnNuCbIBaTb KMNOYEBbIE KOMMEpPYEeCcKMe AOKYyMeHTbI? Kakum o6pa3om 06 3ToM MoXeT
ObITb NPONH(OPMUPOBAH TOProBLIN NAPTHEP?

- NPOLIECCHI B OTHOLLEHUN KOHTPAaKTOB 1 TeHaepoB. Kakne TpeboBaHus
CYLLECTBYIOT B OTHOLLEHUN KOHOMOEHUMANbHOCTN, LEeNOCTHOCTU, NOATBEPXKAEHNS
OTNPaBKM N NOSTyYEHUS KMOYEBbIX AOKYMEHTOB, a Takke B HEBO3MOXHOCTWN OTKa3a oT
COBEPLUEHHbIX CAENOK?

- MH(pbopMaums O LeHax. Hackonbko MOXHO OOBEPATb pekriame npanc-rncToB u
KOH(pUAEHUMANbHOCTN B OTHOLLEHUN CYLLECTBEHHbIX CKUOO0K?



- obpaboTka 3aka3oB. Kak obecneumBaoTcsa KOHpUaAEHUNANbHOCTb U LEeNIOCTHOCTb
aeTanen 3akasa, ycnoBui onnaTbl U agpeca NoCTaBKK, a Takke NoaTBEPXKAEHNE Npn
ero nosiyyeHnn?

- KOHTPOJbHbIE NpPoBepPKK. Kakasi cTeneHb KOHTPONS SBMSieTCS 4OCTaTOYHOM,
4TOObI NPOBEPUTL MHOPMaLMIO 06 onnarte, NPeACTaBEeHHYI KIMMeHTOM?

- pacyeTbl. Kakaa coopma onnaTtbl AsBNseTcs Hambonee 3awueHHon oT
MOLUEeHHU4YecTBa?

- odpopmreHne 3aka3oB. Kakasa Tpebyetca 3awmra, 4tobbl obecneuntb
KOHpUAEHUMANbHOCTb U LENOCTHOCTb MHpOopMaL MM O 3akasax, a Takke nsbexarb
notepu unu ayénmpoBaHusa coenok?

- OTBETCTBEHHOCTb. KTO HECEeT OTBETCTBEHHOCTb 3a PUCK NHOObLIX MOLLEHHNYECKNX
caenok?

MHorne n3 BblLLEYNOMSAHYTbIX MPo6sIeM MOryT 6bITh peLLeHbl C UCMOMb30BaHNEM
Kpuntorpadpunyiecknx Metoaos, n3noxeHHbix B 10.3, npn aTom Heobxoammo
obecneunBaTtb cooTBeTCTBME TpeboBaHNAM 3akoHogaTtenbcTea (12.1, 12.1.6
OTHOCMUTENbHO 3aKOHOA4AaTENbLCTBA B 061aCT KpUNTO3aLWNTbI).

CornalueHust mexxay naptHepamu B 061acTu 3neKTPOHHOW TOProBnu creayeT
conpoBoXaaTb AOKYyMeHTarnbHoO opopMIeHHbIMY 4OroBopamMu, KOTopble
yCTaHaBMMBalT U OKYMEHTanbHO 0hOpPMNSAOT MeXay CTOPOHAMU YCIOBUS
3aKMYeHNs CAenok, BKoYvasa aetanv astopusauun. MoryT notpeboBaTtbCs Takxke
[AOMOSTHUTENbHbIE COrMalleHUst C NOCTaBLLUMKAMMN CETEBbIX U MHOPMALIMOHHbIX YCHYT.

MarasuHbl (CeTH) 3NEKTPOHHOM TOProBIN, OPUEHTUPOBAHHbLIE HA MacCOBOTrO
noTpebuTens, AoMkHbl 0OHapoa4oBaTh YCINOBUS 3aKMOYEHUS COENOK.

Heobxoaumo obecnevnBaTb YCTOMYNMBOCTD K BUPYCHbIM aTakam B npoLecce
npoBeAeHNs INEKTPOHHON TOProBnuv, a Takke npegycMmaTtpmBaTtb NOCNeACTBUSA AN
6e30nacHOCTM BCEX CETEBbLIX B3aMOCBA3EN NMpu ee ocyllecTsrnenHum (9.4.7).

8.7.4 Be3onacHOCTb 3NIEKTPOHHOMU NMOYTbI
8.7.4.1 Puckun 6esonacHocTtu

OneKTpoHHasa no4yTta ncnonb3yeTtcsa ans obmeHa cnyxebHon nHdopmaumnen,
3aMeHas TpaguLmMoHHble (OOPMbI CBA3W, Takne Kak TeNekc U noyTa. QnekTpoHHas
noyTa OoTNn4aeTcsa oT TPaAULMOHHBLIX POPM BU3HEC-KOMMYHUKaLMA CKOPOCThIO,
CTPYKTYpOM cOoObLLeHNI, onpeaesieHHON YNpOoLWEHHOCTbIO, a TakkKe YS3BMMOCTbIO K
HeaBTOPM30BaHHbIM AeACTBUAM. [1pn 3TOM HEOBXOAMMO YyYnTbiBaTb NOTPEOHOCTL B
cpencTBax KOHTPONA AN YMEHbLUEHUA pUCKOB 6€30MacHOCTU, CBA3AHHbIX C
9NIEKTPOHHON noyTon. Npu oueHke puckoB 6e3onacHOCTN HEOOXOANMO yUYnTbIBaTb, B
4YaCTHOCTH:

- YSI3BUMOCTb COOGLLEHMIA NO OTHOLLEHWNIO K BO3MOXXHOCTM HEAQBTOPM3OBAHHOMO
AocTyna unu moamdurkaumum, a Takke K otkasy B 006CnyXKMBaHUK;

- MOBbILLUEHHYIO YYBCTBUTENBHOCTb K OLLIMGKaM, Hanpumep ykasaHuio owmnboyYHoro



NN HEBEPHOTO agpeca, a Takke K obLe HageXXHOCTU U AOCTYMHOCTb JaHHOW YCnyru;

- BMNSIHWE U3MEHEHMUS CPeaCcTB nepegayn nHdpopmaumm Ha BU3Hec-nNpoLecchl,
Hanpumep adEKT OT yBENMYEHHOM CKOPOCTM AOCTaBKN COOBLLEHNI, a TaKKe
apdekT, cBA3aHHbLIN C 06MeHOM ohnumanbHbIMU COOBLLIEHMSMU MEXAY NIOAbMU, a He
MeXxay opraHnsaunamu;

- lopnan4vyeckme BOrnpocChbl, Takme Kak BO3MOXXHadA HeobXoaANMMOCTL B
JOoKa3aTesibCTBE aBTOPCTBA coolLeHns, a Takke CbaKTOB ee OoTnpaBKu, OOCTaBKN N
nony4yeHnA;

- nocnencTeund, CBA3aHHbIE C npugaHMUEM rracHOCTU CrnncKa COTPYyAHUKOB,
MMELLNX SNTEKTPOHHYHO MOYTY;

- BOMPOCHI, CBA3aHHbIE C yrnpaBlieHnem yganeHHbIM OOCTYNMOM K SﬂeKTpOHHOVI
no4yre.

8.7.4.2 NonnTuka B OTHOLUEHUN 3MEKTPOHHOM MOYTbI

OpraHusauusiv crieqyeT BHeApUTb YeTKME NpaBuiia UCMOSb30BaHUS 3M1EKTPOHHON
noyTbl, NpeaycMaTpuBaloLLme creayoume acnekTbl:

- BEPOSITHOCTb aTaky Ha 3SfIEKTPOHHYIO NOYTY (BMpPYChl, Nepexsar);
- 3aLMTY BIIOXEHMUI B COOBLLEHMS 3NEKTPOHHOM NOYTHI;

- JaHHble, Npy Nepefayve KOTopbIX He cneayeT NoSfib30BaTbCA ANEKTPOHHON
NnoYToMN;

- UCKNKYEHME BO3MOXHOCTN KOMMNPOMETaLMn opraHnsawnmm co CTOPOHbI
COTPYOHMKOB, Hanpumep, nyTemM paccCbifikn OUCKPEeANTUPYIOLNX U OCKOPOUTESbHbIX
COOOLLEHNI, NCNOMBb30BaAHNE KOPNOPATUBHOW 3NEKTPOHHOW NOYTbI C LEnbto
HeaBTOPM30BaHHbIX MOKYMOK;

- UCNONb30BaHMe Kpuntorpauyeckmx MeToaoB Ans 3aluThbl
KOH(PUAEHUMANBHOCTUN U LLENTOCTHOCTU ANTEKTPOHHbIX coobLeHun (10.3);

- XpaHeHune coobLLeHn, KOTopble, B 3TOM criydae, Mornm 6bl ObiTb MCNOMb30BaHbI
B criyvae cyaebHbix pa3bupaTenbCTs;

- AOMOSTHUTENbHbIE Mepbl KOHTPOMNS 0OMeHa CoOBLEeHNsIMU, KOTOPbIE HE MOTYT
ObITb ayTEHTUPULMPOBAHDI.

8.7.5 be3onacHOCTb 3NIEKTPOHHbIX O(PUCHBIX CUCTEM

Heobxognmo paspabotaTb U BHEAPUTL NOANTUKM 6€30NacCHOCTN U PYKOBOACTBA C
Lenbio ynpaBneHns puckamm busHeca n MHPOPMaLMOHHON 6Ge30NacHOCTbIO,
CBSI3@aHHbIE C 3NEKTPOHHBIMN OPUCHBIMWU CUCTEMaMN. DTN cucTeMbl obecnevnsaroT
BO3MOXHOCTW N5 GbICTPOro pacnpocTpaHeHnst U COBMECTHOIO UCMOSb30BaHMUSA
cnyxebHon nHdopmMauum nyTeM NCNOSib30BaHUA COMETAHNSA BO3MOXHOCTEN
AOKYMEHTOB, KOMMNbIOTEPOB, MEPEHOCHbLIX KOMMBIOTEPOB, MOBUBHbLIX CPEACTB CBA3N,
NOYThI, ANIEKTPOHHOW NOYTbI, PE4EBO CBA3N BOOOLLE, MyNIbTUMEAUNHBLIX CUCTEM,



CEPBUCOB 4OCTaBKM MOYTOBbLIX OTMPaBNeHnin U pakcos.

Heobxogmmo yunTbiBaTb NOCNEACTBUSA AN MHOPMaLMOHHON 6e30nacHOCTH U
BG13Hec-nNpoLeccoB OT B3aMMOLENCTBUSA BbllleyKa3aHHbIX CPEACTB, B YaCTHOCTMU:

- Y3BMMOCTb MHGOpMaLnKN B OPUCHbIX CUCTEMAX, CBSA3aHa, Harnpumep, ¢ 3anucbto
TenedOoHHbIX Pa3roBOPOB UM NEPEroBOPOB N0 KOH(EepPEHL-CBA3MN,
KOH(pUAEHUManNbHOCTbIO 3BOHKOB, XpaHeEHNEM (PakCcoB, BCKPLITUEM U PACCHINIKON
noyYThl;

- YA3BMMOCTb VIH(bOpMaLI,VIVI, npep,HasHaquHoﬁ Aanda cCOoBMeCTHOro ncnoJyib30BaHMA,
HanpuMmep, npm Ncnosib30BaHNM KOPNopaTUBHbIX 3NTEKTPOHHbIX OCOK ob6baABNEHUsA
(9.1);

- UCKNOYEHMEe NCNonb3oBaHNA OPUCHbBIX CUCTEM B OTHOLLEHMWN KaTEropmun BaXHOM
cnyxebHon nHdopMauumn, ecnm 3aTn cuctembl He obecnednBatoT COOTBETCTBYHOLLUN
ypoBeHb 3awmThl (5.2);

- YSA3BUMOCTb AOCTYNa K AaHHbIM JTIMYHbIX eXEeAHEBHUKOB OTAENbHbIX COTPYAHMKOB,
Hanpumep, paboTaLWmnX Ha BaXHbIX NPOEKTaXx;

- BO3MOXXHOCTb MY HEBO3MOXHOCTb O(PUCHBIX CUCTEM NOAAEpPXNBaTb OU3HEC-
NPUNoXeHNs, Hanpumep, B YacTu Nepeaayn 3akas3oB UM aBTopu3aunm;

- KaTeropun coTpyAHUKOB, NOAPSAYMKOB UMW AENOBbIX MapTHEPOB, KOTOPLIM
paspeLLeHo 1crnonb3oBaTb CUCTEMY N paboyne MecTa, C KOTOPbIX MOXET
OCYyLLeCTBNATLCA K Hen goctyn (4.2);

- OrpaHM4yeHne onpegeneHHbIX BO3MOXHOCTEN CUCTEMbI AN ONpeaenieHHbIX
KaTeropum nonb3oBaTesien;

- naeHTUrKaumo cTatyca nonb3oBaTenen, HanpuMep CryXxalmux opraHm3aunm
NN NOAPSAYMKOB, B OTAENbHbLIX ANPEKTOpUSX, ANs yaob6cTBa Apyrnx nonb3oBaTene;

- COXpaHeHe n pes3epsnpoBaHmne I/IH(*)OpMaLI,I/IVI, CO,D,Gp)KGUJ,GVICFI B CucremMme
(12.1.3, 8.4.1);

- TpeboBaHUA No Nepexoay Ha aBapUHbIA pexumMm paboTbl U NnepedeHb
cooTBeTCcTBYOWMX MeponpuaTum (11.1).

8.7.6 Cucrtembl nybnmyHoro gocryna

CnepyeT yaensTe BHAMaHWe 3awmTe LenoCTHOCTM NHdopmMaLumn,
ony6rnKoBaHHOM 3MEKTPOHHbLIM cnocobom, YTobbl NpeaoTBpaTUTh
HeaBTOPM30BaHHY Mogudmkaumo, KotTopast morna obl HaBpeaUTb penyTauum
opraHusaummn, NOMecTUBLLEN 3Ty MHopMaumto. IHdopmaumio cuctemsl ny6rmM4Horo
[ocTyna, Hanpumep nHgopmaumo Ha Web-cante, goctynHyto Yepes VHTepHeT,
BO3MOXHO, NoTpebyeTca NpnBeCcTn B COOTBETCTBME C 3aKOHOAATENBCTBOM U
perynupyroLwmmm HopMmamm CTpaHbl, Nog PUCOMKUNEN KOTOPbIX HAXOAUTCH cucTema
Unn ocyulecTBnaeTcsa Toproens. Heobxoanum cooTBETCTBYHOLWMIA POPMann30BaHHbIN
npoLecc aBTopusauumn npexae, 4em nHpopmauma byaget caenaHa obweaocTynHoOm.



lMporpammHoe obecneyeHne, JaHHble U APYry0 NHopMaLmo, TpebyoLLyto
BbICOKOIO YPOBHS LIeNTOCTHOCTU, OOCTYM K KOTOPOUW OCYLLECTBNSAETCH Yepe3 CUCTEMDI
nyénuyHoro goctyna, Heob6xoAnMo 3awmuaTtb agekBaTHbIMU cnocobammn, Hanpumep,
nocpegcrteom uudgposon nognucu (10.3.3). Cuctemsbl, NpegocTasngaoLme
BO3MOXHOCTb 3M1eKTPOHHOWN Ny6nvkauum nHpopmauymm, obpaTtHON CBA3N U
HenocpeacTBEHHOroO BBOAA MHpOPMaL MK, OOIMKHbI HAXOAUTLCA No4 Hagnexawmm
KOHTPOJIEM C TEM, YTOObI:

- nony4yeHHasd VIHC*)OpMaLI,VIFI COOTBETCTBOBAJ1a BCEM 3aKOHaAM MO 3aWnte AaHHbIX
(12.1.4);

- UHhopMaumsa, BBEAEHHAA B CUCTEMY ANIEKTPOHHOM Nybnukaumm,
obpabaTbiBanacb CBOEBPEMEHHO, MOMTHOCTLIO U TOYHO;

- BaxkHasi MHpopmauus bbina 3awmiieHa B npouecce ee cbopa U XpaHeHus:;

- OOCTYyn K cucteme SﬂeKTpOHHOVI I'Iy6]'IVIKaLI,VIVI nckntovan sl BO3MOXXHOCTb
HenpeaHaMepeHHOro goctyna K ceTdM, C KOTOpPpbIMM OHa CBA3aHa.

8.7.7 Opyrmne chopmbl o6MeHa nHopmaumen

Heobxoanmo npeaycmMoTpeTb Hanmyune npoueayp 1 MeponpuaTUn No ynpaBreHuto
NHOPMaLIMOHHON 6Ee30NacHOCTLIO C LieNbio 3aluTbl npouecca obmeHa
MHOpPMaLMeN NOCPEeACTBOM peyeBbliX, pakCUMUIbHbBIX U BUOEOCPeacTB
KOMMYyHUKaumin. MIHpopmMaumst MOXeT ObiTb CKOMNIPOMETMPOBaHa 13-3a
HeJOCTaTO4YHOW OCBEOMITEHHOCTN COTPYAHUKOB MO UCMOMNb30BaHUIO CPeacTB
nepegavn nHgopmaumn. B yacTHOCTU, MHOpMaLma MoXeT ObITb NogcnyLaHa npu
neperosopax no MobunbHoMy TenedoHy B 06LEeCTBEHHOM MeCTe, a TaKxXe C
aBTOOTBETYMKOB; MHGOPMAaLNA MOXKET Takke OblTb CKOMIPOMETUPOBAHHOMN
BCreACTBME HEeaBTOPU3OBAHHOMO AOCTYMNa K CUCTEME rofI0OCOBOM MOYTbI UMn
CINy4YanHOWN OTCbINKM (haKCUMUIbHbBIX COOOLLEHNN HEMPaBUITbHOMY agpecary.

BusHec-onepaunn mMoryT 6bITb HapyLeHbl U MHopMaLMsa MOXET ObITb
CKOMMNPOMETMpPOBaHa B criyyae OTkasa, neperpysku unv npepbisaHus B pabote
cpencTs B3ammogencTeua (7.2 v pasgen 11). MHcdopmaumnsa moxeT bbITb
CKOMMNPOMETMPOBaHa, eCriv K Her NMenu MecTo AOCTYN HeaBTOPU3OBAHHbIE
nons3osartenu (pasgen 9).

Cnepyet cchopmynupoBaTh YeTkne TpeboBaHus no cobnogeHunto npoueayp,
KOTOPbIM OOSMKHbI CriegoBaTh COTPYAHMKM MPU UCNOSTb30BaHNN PEYEBON,
drakcummnnbHoM 1 Bugeocsasun. B yactHocTn, HeobxoamMmo npeaycMoTpeTb
cnepyoulee:

a) HanoMuHaHWe CoTpyaHUKamM O HeOH6XOANMOCTUN NPUHATUA COOTBETCTBYHOLLNX
Mep NPeaoCTOPOXHOCTU, HanNpuMep, 4SS UCKIMOYEHUS NOACAYLWMBAHNA UIA
nepexsarta MHoOpMaLUum Npu Ncnonb3oBaHUN TeNeoHHON CBA3K:

1) nnuamu, HaxoaALWNMNCS B HENOCPEACTBEHHOM 6IM30CTN, 0COBEHHO NpU
Nnonb30BaHNN MOGUNbHbIMUK TenedoHamMu;

2) npocnywmnBaHus TenedOHHbIX NeperoBopoB NyTeM hu3nyecKkoro Aoctyna K
Tpybke, TeneOHHON NINMHUM UM C UCNOSTb30BAHNEM CKAHUPYHOLLMX NPUEMHUKOB Mpu



NPUMEHEHMM aHanNoroBbIX MOOMMbHBIX TENE(OHOB;
3) NOCTOPOHHMMM NLLAMKN CO CTOPOHbI agpecaTa;

6) HanoMnHaHWe CoTpyaHNKaM O TOM, YTO He creayeT BeCcTu KoHuaeHUmanbHble
6ecenpbl B 06LLECTBEHHBIX MECTax, OTKPbITbIX 0Mcax U B NeperoBOPHbIX KOMHATax C
TOHKVMMU CTEHaMW;

B) HE OCTaBNATb COOOLEHNIN Ha aBTOOTBETYMKAX, NepeagpecaLms Ha KoTopble
npousoLuna BcreacTeme oWnbkM CoeanUHEHNS, UM aBTOOTBETUYMKAX ONepaTopoB
CBS13U, NMOCKONbKY 3TN COOBLLEHNS MOTYT ObITb BOCNPON3BEeAEHbI HEABTOPM30BaAHHbLIMU
nuuamu;

F) HanoMmHaHne CoTpyaHMKamM O BO3MOXXHbIX pUCKaXx, NPUCyLLnX ncnosib3oBaHMIo
(*)aKCVIMVIJ'IbeIX annapartoB, a MMEeHHO:

1) HeaBTOPU3OBaHHbLIN LOCTYN K BCTPOEHHOW NaMATH AN noucka coobLeHuni;

2) npegHamepeHHoe 1Ny cnyvaiHoe nepenporpammmpoBaHne annapartoBs C Liefbio
nepeaayv coobLLeHNiA No onpeaeneHHbIM HoMepaM;

3) OoTCblfIKa AOKYMEHTOB M COOBLLEHUI NO HEMpPaBUbHOMY HOMEpPY BCNeaCcTBUE

HenpaBunbHOro Habopa nNMbo M3-3a NCNONb30BaHUSA HEMNPABUITbHO COXPaHEHHOTO
HoMepa.

9 KoHTponb goctyna

9.1 Tpe6oBaHue 6M3Heca No o6ecnev4eHno KOHTPOIA B OTHOLLEHUH
norumyeckoro goctyna

Llenb: kKOHTpOsb gocTyna K MHpopMaLumu.

HocTtyn K nHcpopmaumm n busHec-npoLeccam SOSMKEH OblTb KOHTPONMPYEMbIM C
y4yeTom TpeboBaHunin busHeca n 6e3onacHoOCTu.

TpeboBaHWs K KOHTPOMO AOCTYNa AOSMKHbI OblTb OTPaXXeHbl B NONUTMKAX B
OTHOLUEHMM pacnpoCTpaHeHnst U aBTopusaumm MHopmMauun.

9.1.1 NMonutukKa B OTHOLWIEHNM NTOFrNYECKOro gocTtyna
9.1.1.1 NonuTuka n TpedoBaHnsa dnsHeca

Heobxogmmo onpenensaTb U AOKYMeHTanbHO oopMnaTh TpeboBaHnsa busHeca no
obecrneyeHnto KOHTPOSS B OTHOLLEHUM NOrMyeckoro goctyna. NpaBuna KOHTpons
AO0CTyrna 1 npasa Kakgoro nosib3oBaTens Unun rpynnbl Nofb3oBaTesien JOMKHbI
OAHO3HAYHO onNpeaenaTbCsA NONIMTUKON BE30MAaCHOCTM MO OTHOLLEHUIO K IOTMYECKOMY
poctyny. Nonb3oBaTenu n NOCTaBLUUKN YCAYT AOMMKHbI ObITb OMNOBELLEHbI O
HeoOX0ANMOCTM BbINONHEHNS TPeOOBaHNIN B OTHOLLEHUM NTOMMYECKOro 4ocTyna.

Heobxogmmo, 4tobbl B nonnTtuke Obino y4TEHO crneaytoulee:



- TpeboBaHus 6€30NaCHOCTM KOHKPETHbIX OU3HEC-NPUNOXEHUI;,

- nAeHTUdMKaumnsa Bcen nHpopmaunmn, CBA3aHHOM ¢ PYHKLMOHNPOBaHMEM BUaHec-
NPUNOXEeHUN;

- YCIOBUA pacnpocTpaHeHUs MHopmaLmm n asTopusaumm ocTtyna, Hanpumep,
npuMeHeHne npuHumna "need to know" (nonb3oBartenb NonyyaeT AOCTYMN TOMbKO K
AaHHbIM, 6€3yCnoBHO HEOBXOAUMbBIM €My A5 BbINOSTHEHUSI KOHKPETHOM OYHKLMN), a
Takke B OTHOLLEHUN KaTeropupoBaHHOW MHOpMaLumn 1 TpedbyemMblx YPOBHEN ee
3aWunThl;

- COrMMacoBaHHOCTb MeXxay NMOJINTUKaMn No KOHTPOJO OOCTyna u KJ'IaCCI/ICbI/IKaLI,I/II/I
VIHCbOpMaLI,VIVI NMPUMEHUNTEIbHO K pa3JiIny4HbIM CUCTEMAM U CETAM;

- MPUMEHsIEMOe 3aKoHo4aTeNbLCTBO U Ntobble JoroBopHbIe 0b6s13aTernbCTBa
OTHOCUTENBLHO 3aluUTbI OCTYNa K AaHHLIM Unu cepeucam (pasgen 12);

- CTaHAapTHble Npodhmnu gocTyna nonb3oBaTenen Ans TUNOBbIX 06A3aHHOCTEN U
dyHKUNNK;

- ynpasrieHve npaBamun JOCTyna B pacnpeferieHHon CeTu C y4eToOM BCeX TUMOB
OOCTYMHbIX COeANHEHUN.

9.1.1.2 lNpaBuna KOHTPOSIs AocTyna

ﬂpm onpegeneHnn npaBuit KOHTPOIA AO0OCTyna cnenyetT npuHnMmaTb BO BHMMaHne
cnepywuiee:

- AndbdpepeHumaumio Mexay npasunamm, obssatenbHbIMU AN UCMONTHEHUS, U
npaBunamMm, KOTopble SBMAKTCA OOLMMUN UM NPUMEHSIEMBIMU NPU ONpPeaeneHHbIX
YCINOBUSIX;

- yCTaHOBMNEHNE NpaBuIl, OCHOBAHHbIX Ha NpPeanocbINnke "Bce A0MKHO ObiTh B
obLiem cnyyae 3anpeLyeHo, noka sisBHO He pa3peLleHo”, a He Ha Bonee crnabom
npuHumne "Bce B obLEeM crnyyvyae paspeLleHo, Noka siBHO He 3arnpeLueHo”;

- UI3MEHEHNS B NMpM3HAKax MapknMpoBKM MHpopMaLmm (cM. 5.2) Kak reHepupyembIx
aBTOMaTU4eckn cpeacteamm o6paboTkm MHpopMaLmMK, Tak U UHALMMPYEMbIX MO
YCMOTPEHUIO NONb30BaTeNeln;

- U3MEHeHMs B NpaBax NoJSfib3oBaTens Kak ycTaHaBNMBaeMbIX aBTOMaTUYECKU
MHGOPMALMOHHON CUCTEMOW, TaK N ornpeaesieHHbIX agMUHUCTPaTOPOM;

- NpaBuna, KoTopble TpebytT ogobpeHna agMMHUCTpaTopa UnNn Apyroro nvua
nepea NpUMeEHeHMEM, a Takxke Te, KoTopble He TpebyloT cneynanbHOro ogobpeHns.
9.2 KOHTpONb B OTHOLIEHNMX AOCTYyNa Nofib3oBaTesien

Lleﬂbi npegorepawieHne HeaBTopmnM3oBaHHOIO AOCTyMNa K I/IHCbOpMaLI,I/IOHHbIM
cucremMmam.



[ns KOHTpons 3a NnpeAocTaBneHne npaea AocTyna K MHPOPMaLMOHHBIM CUCTEMaM
N cepBucam Heobxoanmo Hanmnune opmanmn3oBaHHbIX NpoLeayp.

Heobxoaumo, 4To6bl Npoueaypbl OXBaTbiBanNu BCe CTaAWM XKU3HEHHOTO LMKNa
Nonb30BaTENbCKOro A0CTyMNa OT HaYanbHOW pernMcTpaumm HoBbIX Nonb3oBaTenen 4o
KOHEYHOrO CHSTUS C perncTpauun nonb3oBaTenei, KOTopbliM Gonblle He TpebyeTcs
AOCTYN K MHpopMaLMOHHBIM cuctemam n cepeucam. Ocoboe BHMMaHue cnegyet
YAENSATb MEPONPUSTUSIM B OTHOLLEHUM NpeaoCcTaBneHnsl npas NpUBMIErMpoBaHHOro
A0CTyna, ¢ MOMOLLbI0 KOTOPbIX NONb30BaTeNM MOryT 06XxoauTb CUCTEMHbIE CpeacTBa
KOHTpOnS.

9.2.1 Perncrtpauus nonb3oBaTtenemn

Heobxoavmo cyllecTBoBaHve hopmann3oBaHHONM Npoueaypbl perucTpaummn un
CHSITUSI C perncTpaumm nonb3oBaTenein B OTHOLWEHUM NPeaoCTaBeHns 4OCTyna Ko
BCEM MHOrOMonb30BaTeNbCKUM UHGOPMAaLNOHHBIM CUCTEMAM U CEPBUCAM.

JocTyn K MHOronosnb3oBaTeNIbCKUM MHPOPMAaLMOHHBIM cCepBMcamM A0SKEH ObITb
KOHTPONMpyeMbIM NOCPELCTBOM hOpManmM3oBaHHOro npouecca permcrpaumm
nonb3oBaTesien, KOTOPbIA LOSMKEH BKMNKOYaTb:

- UCNoNb30oBaHWe YHUKanbHbIX ID (ngeHTudukaTtopoB nnm nMeH) nonb3oBaTenen
Takum obpasom, YToObl 4ENCTBUS B CUCTEME MOXKHO ObINo H6bl COOTHECTU C
NoNb3oBaTeENsAMM U YCTAHOBUTbL OTBETCTBEHHbIX. icnonb3oBaHune rpynnosbix D
cnegyeT paspeluaTtb TONbKO B TEX crnyyasix, rae aTto Heob6xoanumo, ¢ y4eTom
0COBEHHOCTEN BbINOJTHAEMOMN paboThbl;

- MPOBEPKY TOro, YTO NONb30BaTENb UMEET aBTOPM3aLMO OT BNnajesnbla CUCTEMbI
Ha nonb3oBaHWe MHOPMaLMOHHON cMCcTeEMON Unn cepsucoB. Kpome Toro, MoxeT
ObITb LienecoobpasHbiM Hanm4yMe AONOMHUTENbHOro paspeLleHns Ha npeaocTaBneHne
npaB OT PYKOBOACTBA;

- NPOBEPKY TOro, YTO YPOBEHb NPEAOCTaBNEHHOro AOCTYyNa COOTBETCTBYET
Npon3BOACTBEHHON HeobxoamumocTn (9.1), a Takke yuntbiBaeT TpeboBaHMsS NONUTUKK
6GesonacHOCTM opraHM3aunn, HanpuMep, He HapyLlaeT NpMHUMna pasgenexHns
oba3aHHocTen (8.1.4);

- NpegocTaBrieHne Nonb3oBaTeNsSM NMMCbMEHHOro JOKYMEHTa, B KOTOPOM yKa3aHbl
NX npaBa AoCTyna;

- Tpe6OBaHI/Ie TOro, 4Tob6bl NONb30BaTENM NOANUCHIBANN OOKYMEHT O TOM, YTO OHM
NOHMMAKOT YyCIoBUA npeaoctaBiieHNA OOCTYyNna,

- obecneyeHne yBepeHHOCTM B TOM, YTO MOCTaBLUMKMN YCIyr He NPeAoCTaBnsaoT
AOCTYM, Noka npoueaypbl aBTopM3aLnn He 3aBepLUEHb;

- BeeHne oopmanmn3oBaHHOro y4eta B OTHOLLUEHUN BCEX MWL,
3aperMcTpupoBaHHbIX ANs UCMONb30BaHMS CEPBUCOB;

- HEMe[TIEHHYI0 OTMEHY MpaB AO0CTyna Nonb3oBaTterien, y KOTOPbIX U3MEHUITUCH
AOIMKHOCTHbIE 00A3aHHOCTN UMW YBOMMBLLMXCS U3 OpraHM3aunu;



- Nepnoamyeckyto NPOBEPKY K yaaneHne n3bbIToUHbIX Nonb3oBaTenbckux ID n
yYeTHbIX 3anuncemn;

- obecneyeHne Toro, YTobbl U30ObITOUYHbIE Nonb3oBaTenbekue |ID He Obinun
nepegaHbl 4pyrumM Nonb3oBaTensam.

Heobxoanmo paccmaTpmBaTb BO3MOXHOCTb BKITHOYEHMWS NOSNTOXEHUIN O NPUMEHEHNN
COOTBETCTBYHOLLMX CaHKLMI B Criydae NomnbiTOK HEaBTOPU3OBAHHOIO AOCTyNa B
TPYyAOBble JOroBopa COTPYAHMKOB M KOHTPaKTbl C NocTaslukamm ycnyr (6.1.4 n 6.3.5).

9.2.2 YnpaBneHune npuBunernamu

lMpenocTtaBneHne 1 ncnonb3oBaHMe NPUBUMIETNIA NPU NPUMEHEHUN CPeACTB
MHOronosfib30BaTENbCKON MHPOPMALMOHHOM CUCTEMbBI, KOTOPbIE NO3BONSAIOT
nonib3oBaTtento 06xoanTb CPEeACTBa KOHTPOSISt CUCTEMBI UK BU3HEC-NPUNOXKEHNS,
HeobXoaAMMO orpaHM4MBaTh N AepXaTb NOA KOHTponeM. HeapekBaTHoe
ncnonb3oBaHMe NpuBUMIErMn 4YacTto 6biBaeT rmaBHOM NPMYNHON COOEB CUCTEM.

Heobxognmo, 4tobbl B MHOroNosb30BaTeNbCKNX CUCTEMAX, KOTOpble TPpebytoT
3aWmnTbl OT HEAaBTOPM3OBAHHOIO AOCTYNa, NpeaocTaBneHne NnpuBNNernmn
KOHTPONMpOBarnochb NocpeacTBOM hOpMann3oBaHHOro npolecca astopusaunn. Mpu
3TOM LienecoobpasHO NPUMEHSATb cnegyoLlne Mepbl:

- UAEHTUMLMPOBATL NPUBMUIETMN B OTHOLLEHNM KaXa0ro CUCTEMHOIO NPOAYKTa,
HanpuMep, onepaunuoHHOW CUCTEMbI, CUCTEMbI YNpaBneHns 6azamu gaHHbIX U
KaXkgoro GusHec-npunoXeHus, a Takke KaTeropum coTpyaHNKOB, KOTOPbLIM 3TK
NPUBUIErMn AOMXKHbl OblTb NPEeAOCTaBMEHbI;

- MPUBMMETMUN OOIMKHbI NPEAOCTABNATLCA TONBKO TEM COTPYAHMKAM, KOTOPbIM 3TO
HeobxoammMo Ans paboTbl U TONbLKO Ha BPEMS €€ BbINOJTHEHUS, HAaNpUMep,
npeaocTaBnsas MUHUMarbHbIE BO3MOXHOCTU MO paboTe ¢ CMCTEMOW ANA BbINONTHEHUSA
TpebyeMblx PyHKLNIA, TONBbKO KOraa B 3TOM BO3HMKaET NoTPpebHOCTb;

- Heo6xoaMMo obecneunBaTb NPOLIECC aBTOPU3ALIMM U PETUCTPaLIMM BCEX
npeaocTaBreHHbIX NpuBunernin. Mpuesunerun He OOMKHbI NPEAOCTaBNATLCA A0
3aBepLUEeHUs NpoLiecca aBTopusaLmm;

- cnegyeT NPOBOAUTL MOMUTUKY pa3paboTKM U MCNONb30BaHMS CTaHAAPTHbIX
CUCTEMHbIX YTUNUT (CKPUNTOB) ANt UCKIHOYEHUS HE0BX0AMMOCTU B NpeaoCcTaBieHUn
AOMONTHUTENbHbIX NPUBUIETMIA NOMb30BaTENSM;

- cneagyeT Ucnosb3oBaTb pas3nuyHble naeHTUdrKaTopbl Nonb3oBaTene npu
paboTe B 0GbIYHOM PEXUME U C UCMONb30BaHNEM MPUBUNETNUA.

9.2.3 KoHTpONnb B OTHOLUEHUW Naposien nonb3oBaTernen

Maponu asnsatTca Hanbonee pacnpocTpaHEHHbIMU CpeacTBaMu NOATBEPXKOEHNS
naeHTuukaTopa nonb3oBaTens npu 4octyne K MHPOpPMaLUMOHHOMN CUCTEME UMK
cepsucy. lNpegocTaBneHne naponen OMKHO KOHTPONIMPOBaTLCS NOCPEeACTBOM

cdhopmann3oBaHHOro npouecca ynpasneHusi, KOTOpPbIN JOIMKEH NpeaycMaTpuBaTh:

- noAnucaHne Nonb3oBaTensaMmn JoKyMeHTa 0 HeobxoaMMoCT cobnoaeHUs



NOMHOM KOHPMOEHUMANTBbHOCTU NMIMYHbIX NAposSien, a B OTHOLLEHUN TPYMNoBbIX Naposien
- cobniogeHns KOHUAEHUNANbHOCTM B Npegenax paboyen rpynnbl (3TO MOXET ObITb
BKIMKOYEHO B yCNOBUS TPYAOBOro gorosopa, 6.1.4);

- B criyydasix, Korga oT nosnb3oBaTenen TpebyeTcsa ynpaBrneHne co6CTBEHHbIMM
naponsamu, Heobxoanmo obecneunBaTb NpegocTaBneHne 6e3onacHoro
nepBOHa4YaribHOro BPEMEHHOro Naponsi, KOTOPbIA NOMb30BaTENS NPUHYXXAAOT
CMEHUTb NpWU NepBON permcTpauumn B cucteme. BpemeHHble naponu ncnonb3yTcs B
Tex crny4vasx, koraa nonb3oBaTenn 3abbiBaloT CBOW NIUYHbLIA NAPOnb, U OOMMKHbI
Bbl4aBaTbCA TOMbKO NOCne naeHTudukaumm nonb3oBaTens;

- obecneyeHmne 6e3onacHoro cnocoba Bblgaym BpEMEHHbIX Naponen
none3oBartenam. Crneayet nsdberatb UCNOMb30BaHUSA He3aLWMLLEHHbIX (OTKPbITbIV
TEKCT) COOBLLEHNIN INEKTPOHHOM MOYTbI UM COOBLLEHUI MO ANEKTPOHHOW NOYTE OT
TpeTben CTOPOoHbI. [Monb3oBaTeNnamM HEOOXOAMMO NOATBEPXKAATL NONYyYEHNE Naponen.

[Maponu HuKorga He criegyeT XpaHUTb B KOMMbIOTEPHOM CUCTEME B HE3aLMLLIEHHON
dopme. NMpn HeobxoauMOCTU cnefyeT paccMaTpmBaTb BO3MOXHOCTU APYrmX
TEXHONOrMM Anga ngeHTudukaumm n ayTeHTudukaumm nonb3oBaTtens, Takne Kak
BruomeTpua (NpoBepka OTNeYaTKoB NanbLeB), NPOBEPKa NOAMUCU, U UCNOSTb30BaHNE
annapaTHbIX CPeacTB naeHTUuuKaumm (Yn-kapT, MUKPOCXEM).

9.2.4 MNMepecmoTp NpaB AocTyna nonb3oBaTesien

[na nopgoepxaHus apPekTUBHOro KOHTPOSISA 4OCTYNa K JaHHbIM U
MHPOPMALIMOHHBLIM YCIlyraM pyKOBOACTBO NePUOANYECKU OOMMKHO OCYLLEeCTBNATb
dpopmann3oBaHHbIM NpoLecc nepecMoTpa npas 4oCTyna nofnb3oBaTenen, npyu 3ToMm:

- NpaBa 4ocTyna nosib3oBaTenen A0MKHbI NepecMaTpmBaTbCs PerynsapHo
(pekomeHayembii Nnepuoa - 6 mecsiLeB) 1 nocne noodbix nameHeHnn (9.2.1);

- aBTOpM3auMsa crneumanbHbIX NPUBUIIErMPOBaHHbLIX NpaB AocTtyna (9.2.2) aomkHa
OCYLLECTBMNATLCA Yepe3 MeHbLUME NHTEPBarbl BpEMEHU (peKoMeHayeMbI nepuog - 3
mMecsaua);

- NpeaocTtaBlieHHble NpUBUIIErMN OOJDKHbI NEPUOOANYECKM NPOBEPATLCA OJ1A
obecneyeHunsa YBEPEHHOCTU B TOM, 4YTO HE Obinu noJiy4eHbl HEABTOPU3OBAHHbIE
npuBUNernn.

9.3 Ob6sa3aHHOCTHM Nonb3oBaTenen

Llenb: npegoTBpalleHne HeaBTOPM30BaHHOIO AOCTYyNa Nonb3oBaTtenen K
NHOpMaLMN.

B3anmopgencteme aBTopM30BaHHbIX MNOMNb30BaTeNeEN ABNAETCA BaXXHbIM aCNekToM
adpdekTMBHOCTM Be3onacHOCTH.

Heobxoanmo, 4ToObl Nonb3oBaTenu ObiNM 0CBEeAOMITEHbI O CBOMX 00A3aHHOCTAX
MO MCNONb30BaHUID APPEKTUBHLIX MEPONPUATUI MO YNPaBNEHNIO 4OCTYNOM, B
4YaCTHOCTU, B OTHOLLUEHUN naporen n 6esonacHoCTN 060pya0BaHUS, C KOTOPbIM OHU
paboTatoT.



9.3.1 Ucnonb3oBaHne naponen

Monb3oBaTenu OoMKHbI cObnogaTh onpeaeneHHbie npaeuna obecnevyeHus
©e3onacHoCTM nNpu BbIDOPE N NCNOMNb30BaHUK NAPONen.

C nomoLubto naponen obecneynBaeTcs NOATBEPKAEHNE NAEHTUdMKATOPA
nonb3oBaTens u, cnegoBaTenbHO, NOMyYeHne JOoCcTyna K cpeactsaMm o6paboTku
nHpopmaumn unu cepencam. Bece nonb3oBaTenn AomkHbl ObITb OCBEAOMIIEHbI O
Heob6xoanumMocCTu:

a) coxpaHeHus KoHMaeHUNanbHOCTU Napornen;

6) 3anpelyeHus 3anucu naponen Ha bymare, ecnv TonNbkKo He obecneyeHo
©e3onacHoe Mx XxpaHeHue;

B) U3MEHEHNSA Naponen BCAKNIN pas, Npu Hanuyum nodoro npmMsHaka BO3MOXKHOM
KoMnpomeTauum CUCTEMbI UK Napons;

r) BbIGOpa KayeCcTBEHHbIX NAapofien C MUHMMAabHOW AMIMHOWN B LWECTb 3HAKOB,
KoTopble:

1) Nerko 3anOMHUTB;

2) He nogBepXXeHbl Nerkomy yragblBaHUIO UMW BbIYUCIEHUIO C UCNOSb30BaHUEM
nepcoHarnbHOM MHOPMaLNN, CBA3aHHOM C BriagenbsuemM napond, Hanpumep, UMeH,
HOMepOoB TenedoHOB, AaT POXAEHUA U T.4.;

3) HE cogepiKaT nocrsieaoBaTtesibHbIX MOEHTUYHbLIX CUMBOJIOB U HE COCTOAT U3
NOJTHOCTbI YNCIOBbLIX UITN NMOJTHOCTbIO 6yKBeHHbIX rpynm,

[) U3MEHeHMs Naponen Yepes paBHble NHTEpBasbl BDEMEHU UMK Nocre
OnpeAeneHHoro Ynucrna gocTynoB U UCKNYEHUS MOBTOPHOMO UMW LIMKITMYHOTO
MCMNONb30BaHNS CTapbIx Naporien (naponu aAns NpUBMIErMpoBaHHbIX YY4eTHbIX
3anucen crnegyeT MeHATb Yalle, YeM OOblYHbIE Naponu);

e) M3MEHEHNA BPEMEHHbBLIX naponeﬁ npu I'IepBOI7I pernctpaunn B CUCTEME;

) 3anpeLLeHnst BKINoYEeHNs: naporeli B aBTOMaTU3MpPOBaHHbI NpoLecc
pervcTpauum, Hanpumep, ¢ UCMONb30BaHNEM XPaHUMbIX MaKpOKOMaHZ Ui
YHKLMOHANbHbIX KNaBULL;

3) NCKIMKOYEHNA KOJIJTEKTUBHOIO UCMOJ1b30BaHNUA MHONBUAYaAlTbHbIX napone|7|.

Ecnn nonb3oBatenu HyXxgatTcsa B 4OCTYMNe K MHOrOYUCIIEHHbIM YCryram Uinm
BU3HEC-NPUNOXKEHNSIM U BbIHYXXAEHbI UCMOb30BaTb MHOTOYUCIIEHHbIE MAPOSiM, MOXHO
NnopeKkomMeHAoBaTb BO3MOXHOCTb UCMOMb30BaHMS OAHOMO Ka4eCTBEHHOro naposs
(9.3.1.r) ansa Bcex cepBuMcoB, 06ecneymBaoLLnNX pa3dyMHbI YPOBEHb 3aLLNTbI
XpaHUMOro napons.

9.3.2 O6opyaoBaHue, ocTaBrieHHOEe Nonb3oBaTenAMu 6e3 npucmoTpa



[Monb3oBaTenu AoMKHbI 06ecneymBaTb COOTBETCTBYHIOLLYIO 3alWmnTy 060opyaoBaHus,
ocTaBneHHoro 6e3 npucmotpa. ObopyagoBaHue, yCTaHOBNEHHOE B paboumx 30Hax,
Hanpumep paboune nnu gannosbie cTaHUMK, TpebyeT cneunanbHON 3aWwmThl OT
HeaBTOPM30BAHHOrO JOCTyNa B Criyyae ocTtaBneHnsa nx 6e3 npucmoTtpa Ha
AnuTeneHbIM nepuog. Bcem nonb3oBatensam n nogpagynkam HeobxoanmMo 3HaTb
TpeboBaHMs 6€30MacHOCTU 1 MEeTOAbl 3aLMTbl OCTaBNEHHOro 6e3 npucmoTpa
obopyaoBaHus Tak e, Kak 1 cBOM 006513aHHOCTM NO obecneyeHnto Takom 3alunThbl.
Monb3oBaTtensam pekoMeHayeTcs:

- 3aBepLlaTh aKTUBHbIE CEaHCbl N0 OKOHYaHUN PaboTbl, eCrv OTCYTCTBYET
MexaHn3M OOKMPOBKK, HAaNpUMep, XpaHUTENb 3KpaHa, 3alUMLLEHHbIN NaponemM;

- OTKMOYATbCA OT MANHGPENMa, Korga ceaHc 3akOHYEH (TO eCTb He TOSbKO
BblkntoyaTb PC nnu tepmuHan);

- 3awmwatb PC nnv TepMumHansl oT HEaBTOPM30BAHHOIO UCMONb30BaHUSA
NOCPeACTBOM 3aMKa UMy 3KBMBANEHTHOIO CPeACTBa KOHTPOSS, Hanpumep, 3awmTa
AOCTyna C MOMOLLbI Napons, koraa o6opyaoBaHue He UCMorb3yeTcs.

9.4 KoHTponb ceTeBOro gocryna
Llenb: 3awmnTa ceTeBbIX CEPBUCOB.

[ocTyn Kak K BHYTPEHHUM, TaK 1 K BHELUHUM CETEBbIM cepBMcam A0SMKEH ObITb
KOHTpONupyembiM. OTO HEO6X0AMMO AN YBEPEHHOCTN B TOM, YTO NONb30BaTeNMu,
KOTOpble NUMEKT AOCTYMN K CETAM M CETEBLIM CEpBMCAaM, HE KOMNPOMETUPYIOT MX
©e3onacHocTb, obecneymBas:

- COOTBETCTBYIOLUNE MHTEPMDENCHI MEXOY CETbIO OpraHM3aLun 1 CETIMM,
npuvHaanexalwimmm apyruMm opraHmsauusam, unv obweaocTynHbIMU CETAMU;

- COOTBETCTBYOLLNE MEXAHN3Mbl ayTEHTUdUKALUN B OTHOLLEHUWN NoSb3oBaTenemn u
obopynoBaHus;

- KOHTPOMb 4OCTyNa nonb3oBaTtesnien K UHPOPMaLMOHHBLIM CepBUCaM.
9.4.1 NMonuTukKa B OTHOLWIEHUN UCNOSNIb30BaHUA CETEBbIX CNYX0

HecaHKUMOHMpPOBaHHbIE MOAKITOYEHNS K CETEBBIM Cry>kbam MOoryT HapywaTb
MHGOPMAaLMOHHY0 6e30MacHOCTL Lienon opraHmsauuun. lNonb3oBatenam cnegyeT
obecneymBaTb HENOCPELCTBEHHbIN AOCTYMN TOMBLKO K TEM CEPBUCAM, B KOTOPbIX OHU
61 aBTOpM30BaHbl. KOHTPONb JOCTyNa, B YaCTHOCTU, ABNAETCS HeobxoaMMbIM Ans
ceTeBbIX NOAKMIOYEHUN K BaXXHBIM UITU KPUTUYHBIM BU3HEC-NPUNOXKEHNAM UK ANS
nonb3oBaTenen, HaxoasaLWmnXca B 30HaX BbICOKOrO pucka, Hanpumep, B 06LLECTBEHHbIX
MecTax unu 3a npegenamm opraHmsauum - BHe cdrepbl HenocpeLCTBEHHOIO
ynpaBrneHnsa n KOHTposis 6e30nacHOCTM CO CTOPOHbI OpraHn3auunin.

CnepnyeT npegycMmaTtpuBaTtb Mepbl 6€30MacHOCTU B OTHOLLEHWUW UCMOSb30BaHUS
ceTen n ceTeBblx cepBucoB. Mpu 3TOM AOMKHbI BblTb ONPeAeneHbI:

- CETUN N ceTeBbl€ YCITYyTn, K KOTOPbIM pa3peLlueH OOCTYI;



- Npoueaypbl aBTOpPU3aLUN Ans onpeaeneHus KoMy, K Kakum CeTIM U CETEBbIM
cepBucam paspeLleH AoCTyn;

- MeponpunaTna n npoueaypbl no 3awjute ot HECaHKUNOHNPOBAHHOIO NMNOAKIMKO4YEeHUA
K CeTeBblM CepBMUCaM.

Heobxoanmo, 4Tobbl 3TN Mepbl COrnacoBbiBanuchb ¢ TpeboBaHMsiMn 6usHeca B
OTHOLLEHUN KOHTpons goctyna (9.1).

9.4.2 MNpeponpeneneHHbIN MapLwpyT

MapLupyThbl OT NOSb30BaTENbCKOrO TEPMMHANa A0 TOYeK NpeaoCcTaBeHns
KOMMNbIOTEPHbLIX CEPBUCOB TPeDBYOT 0co60ro KoOHTporsi. CeTn NPoeKkTUPYTCS C
y4yeTom obecneyeHns MakcMmarbHbIX BO3MOXHOCTEN A1 COBMECTHOMO
MCMOMb30BaHNS PECYPCOB U MMBKOCTN MapLUpyTU3aumm. 3T 0COGEHHOCTM MOBbILLIAT
PUCK HEABTOPM30OBaAHHOIO AOCTYyNa K GU3HeC-NPUNOXeHNsIM U HeaBTOPM30BaAHHOMO
MCMonb30BaHNS MHPOPMaLMOHHOro o6opyaoBaHusl. MeponpusaTusi, KOTopble
orpaHN4YMBaloT MapLUPYTbl MEXAY Nofb30BaTENbCKUM TEPMUHANIOM U
KOMMNbIOTEPHLIMU CEPBUCAMMU, K KOTOPbIM MOfb30BaTeNb aBTOPM30BaH OCYLLECTBNATb
AOCTYN, HanpvmMep, NyTem co3aaHust onNTMManbHOro MapLupyTa, MOryT yMeHbLUaThb
Takune pUCKM.

Llenb onTumMm3aumm mapLipyTa COCTOUT B TOM, YTOBbl UCKNIOYMTL BbIGOP
Nonb3oBaTENSMU MHbIX MapPLUPYTOB, KPOME MapLUpyTa Mexay Nofib30BaTeNbCKUM
TepMUHarioMm 1 cepBucamu, rno KOTOPOMY MOSb30BaTENb aBTOPU30BAH OCYLLECTBIATb
AocTyn.

3T10T noaxop obblyHO TPebyeT BHeapeHMs Habopa cpeacTB KOHTPONS B pasfnyHbIX
ToYkax MapLupyTa. MprHLMN 3aknoYaeTcs B OrpaHnUYeHn BapuaHToB
MapLUpyTU3aLMM B KaXK40N TOYKE CETM NOCPEACTBOM OnpeeneHHbIX cnocobos,
Hanpumep:

- pacnpeneneHns BblAeneHHbIX MMHUIA NN HoMepoB TenedoHa;

- aBTOMaTn4eCKoro nogkr4eHnd rnopToB K onpeaesieHHbIM CUCTEMHbBIM
NPUNOXEHNAM UIN LLUITHO3aM ©e3onacHocTy;

- OrpaHn4yeHunA OnuUUM MEHIO N NOAMEHIO ANs nHaonBmnayasrbHbIX nonb3oBaTenen;
- npeaoTrepalleHnd HeorpaHM4YeHHOro ceTeBoro poyMmumnHra;

- UCNONb30BaHNA onpeaeneHHbIX NPUKNagHbIX CUCTEM U/UNK LLMN30B
6e3onacHOCTM ANg BHELUHUX NOoMb30oBaTenen CeTu;

- dKTUBHOTIO KOHTPOJ14 pa3peLeHHOro MCToO4YHMKa C LUesbio HarnpaBli€HNA
coeanHeHnd 4yepes LWI3bl B6e3onacHocTH, HarnpumMmep, mexceTeBble 3KpaHbl,

- OrpaHn4YeHnsa JocTyna K ceTy NocpencTBOM CO34aHUSA OTAENbHbIX NOrMYeCcKnX
AOMEHOB, HanpuMep BUPTYyaribHbIX YaCcTHbIX CeTen ANA Nonb3oBaTeNbCKUX rpynn B
npegenax opraHmsaummn (9.4.6).



BbiBop KOHKpEeTHbIX cnocoboB AOMKEH OCHOBbIBATLCA Ha TpeboBaHMAX bM3Heca B
OTHOLUEHUWN KoHTponsa goctyna (9.1).

9.4.3 AyteHTUcpuKaumus nonb3oBaTenen B criyyae BHELWHUX COeAUHEHUN

BHewHne coegnHeHna obecneunBatoT NnoTeHUMan Ansi HeaBTOPM30BAHHOIO
[0CTyna K cnyxebHon nHdopmaumm, Hanpumep, Npu MCNonb30BaHNN TeNedOoHHON
cBsa3un. [loaTomy, Nnpu JoCcTyne yaaneHHbIX Nosfib3oBaTenemn, OHM JOMKHbI ObITb
ayTeHTMdunuympoBaHbl. HekoTopble MeToabl ayTeHTUdmKaumm obecnevnsaroT
6onbLNN YPOBEHb 3aLUTbl, HANPUMEpP, OCHOBaHHbIE HA UCMNONb30BaHUN CPEACTB
KpunTtorpadun, n moryt obecneuntb HagexXHy ayTeHTudukaunio. Micxoaga ms oueHkm
puUCKa, BaXXHO onpeaenuTtb Tpebyembin ypoBeHb 3amThl AN Beibopa
COOTBETCTBYIOLLEINO MeToAa ayTeHTUdMKALNN.

AyTeHTUUKaLma yaaneHHbIX nonb3oBaTenen MoxeT O6biTb JOCTUIHYTa Npu
MCnonb3oBaHUM CPeacTB KpunTorpadumn, cpeacTs MaeHTUMKaymm annapaTtypbl Unm
NPOTOKOJSI0B, NOoAAEPXKMBAKOLMX MeTo "OTKNNK-0T3bIB". BblaeneHHble YaCcTHble NUHUK
Uy cpeacTea NPOBEpPKM CETEBOro agpeca nofnb3oBaTens MoryT Takke
ncnonb3oBaTbCs Ansa obecneveHns 4oBepPUst K UCTOYHUKY NOAKMIOYEHUN.

Mpoueaypbl M cpeacTBa KOHTPONs 06paTHOro BbI30Ba, HANpPMMepP UCMNOoSb30BaHNe
MOEMOB ¢ 06paTHbIM BbI30OBOM, MOFyT obecrneymBaTth 3almTy OT HEaBTOPM30BaHHbIX
N HeXXenaTenbHbIX NOAKITIYEHUI K cpeacTBam 06paboTkm MHOopMaL MM opraHnsaunm,
Tak Kak NoATBEPKAAl0T NpaBo Ha AOCTYN Nonb3oBaTenen, nblTatowmxcs YCTaHOBUTb
yAaneHHyH CBsA3b C CeTbio opraHu3auuun. Mpu ncnonb3oBaHnn 3TUX crnocobos
opraHu3auun He crielyeT UCMOoNb30BaTh CETEBbIE CEPBUCHI, KOTOPbIE BKIOYAOT
nepeagpecauuio BbidoBa. Ecnu ke oHU ncnonbaytoTcsl, Heo6xoamMmo GrokupoBaTb
BO3MOXXHOCTW nepeaapecaunn, YTodbl n3bexaTb CBA3aHHbIX C 3TUM PUCKOB. Takxke
BaXXHO, YTOObI NpoLiecc ob6paTHOro Bbi3oBa obecneynBarn yBepeHHOCTb B TOM, YTO
dakTnyeckoe pasbeanHEHME Ha CTOPOHE opraHmn3aLmm ocyLecTBneHo. B npoTneHom
cry4yae ygarneHHblin nonb3oBaTeNb MOXET AepXaTb JIMHWUIO 3aHATON, panbcudpuumpys
NpoBepKy ob6paTHOro Bbi3oBa. [Ans UCKNOYEeHMs NOAOOHbIX MHLNMAEHTOB NpoLueaypbl U
cpencTBa KOHTPOssi 06paTHOro Bbi3oBa CreayeT TaTeNbHO TeCTUPOBaTb.

9.4.4 AyteHTUDMKauuma y3na

CpencTBo aBTOMaTUYECKOro NO0ACOeANHEHUS K yOaneHHOMY KOMMbIOTEPY MOXET
npefocTaBmUTb CNOCOO NOMyYeHNs HeaBTOPU3OBAHHOMO JOCTYnNa K busHec-
npunoxeHuto. CrnegoBaTenbHO, NOAKIOYEHNS K YAANEHHbIM KOMMNbIOTEPHBIM
cuctemam HeobxogMmo ayTeHTUUUMPOBaTh, YTO OCOBEHHO BaXXHO, €Cru
nogKmntoYeHne Npon3BoanTCs K CeTU, KOTopas HAXOAUTCH BHe cdhepbl KOHTpONS
ynpaBneHna 6e3onacHoOCTbo opraHu3aumu. MNpumepsl ayTeHTudurKkaumm n cnocobsl ee
OOCTUXeHNA paccmaTpuBatoTcs B 9.4.3.

AyTeHTudurKaums y3na MoXeT CNyXUTb anbTepHaTUBHbIM CPEACTBOM
ayTeHTUduKaumm rpynn yaaneHHblx nons3oBatenen Tam, rge OHU NoacoeMHEHbI K
BGe3onacHOMy KOMMNbIOTEPHOMY CPEACTBY COBMECTHOro ncnosnb3osaHus (9.4.3).

9.4.5 3awmTa NOPTOB ANArHOCTUKMU NPU yAaneHHOM gocTyne

[ns o6ecneyeHnst 6e3onacHOCTM AOCTYMN K MOpTam AUArHOCTUKN OOMKEH OblTb
KOHTponupyembiM. MHOrMe KOMNbIOTEPHbLIE CETU U CUCTEMbI CBSI3M MMEIOT Habop



CpeACTB yaaneHHonW AMarHoCTUKM A9 UCNONb30BaHUS UHXEHepaMn no
obcnyxusaHuio. byayyum HesawmweHHbIMU, 3T ANarHOCTUYECKME NOPThl SABMASOTCA
NCTOYHNKOM pUCKa HeaBTOPM30BaHHOIo Aoctyna. besonacHoCTb aTnux NOpTOB
Heobxoaumo obecrneynBaTb C NOMOLLbI COOTBETCTBYHOLLErO 3aLLMTHOrO MEXaHn3mMa
6e3onacHoCTK, HanpumMep, "3amka", a Takke OCyLeCTBNATbL 4OCTYN 00CnyXMBatoLero
nepcoHarna K gnarHoCTM4ecknm noptam TOSbKO Ha OCHOBaHWM 4OrOBOPEHHOCTU
MexXay pykoBoguTenem, oTeBevarLlmm 3a obecneyeHme KOMMNbOTEPHbIX CEPBUCOB, U
nepcoHanom no nogaepxke annapaTtHbIX/NPorpaMMHbIX CPeLCTB.

9.4.6 MNpuHUKMN pa3aeneHus B ceTAX

KomnbloTepHble ceTn Bce Bonee pacnpoCTpaHATCS 3a npeaesibl opraHmsaumm,
MOCKOJSTIbKY CO3al0TCA AerioBble NapTHepPCTBa, KOTopble TPebyroT 0bLLeHns Mmexay
napTHepamMu UM COBMECTHOIo UCMNoSib30BaHNA CETEBOW MH(PPaCTPYKTYpbl U CPeacTB
06paboTkn nHpopmaumn. Takme pacluMpeHns yBenmymBaroT pUCK
HeaBTOPM30BaHHOIo AOCTYyNa K UHPOPMALMOHHLIM CUCTEMAM CETU, NPUYEM B
OTHOLUEHUN HEKOTOPbIX U3 3TUX CUCTEM, BCNEeaCTBME X BAXKHOCTU UIU KPUTUYHOCTN,
MOXeT noTpeboBaTbCA 3almTa OT Nonb3oBaTenemn, NoNy4YnBLLIMX OCTYN K APYrUM
cucteMmam cetn. B Takux criydasix HeobxoauMo paccmaTpuBaTb BHeQpPEHME
AOMNOSTHUTENBbHbBIX MEPONPUATMIA MO yNpaBneHnto MHPopMaumoHHon 6e30MacHOCTbIO B
npegenax cetu, YTobbl pasaensaTb rpynnbl UHPOPMALMOHHBIX CEPBUCOB,
nosib3oBarenen N NHPOPMaLMOHHbIE CUCTEMBI.

OAHO 13 Taknx MeponpuUATUI COCTOUT B TOM, YTOObI pasgensTb UX Ha OTAENbHbIE
norn4yeckne ceteBble OMEHbI, HanpumMep, BHYTPEHHUIN CeTEBOW JOMEH OpraHn3auunm
N BHELLHME CeTeBble JOMEHbI, KaxAbl U3 KOTOPbIX 3alyuLLieH onpeaesieHHbIM
nepumeTpom 6e3onacHocTu. Takon nepnmeTp MoXeT ObITb peann3oBaH NOCPeacTBOM
BHeApeHus wnto3a 6e3o0nacHOCTN Mexay ABYMSI CBA3AHHBIMW CETAMWU A9 KOHTPONS
[0CTyna n HPOPMAaLMOHHOIO NOTOKa MeXay HUMKU. DTOT L3 creayeT
KOHdpurypupoBatb Ans ounbTpaunn Tpadumka mexay gomeHamu (9.4.7 n 9.4.8) n ansa
B61oKMpoOBaHNA HEeaBTOPM30BaAHHOIO JOCTYNa B COOTBETCTBUU C MOSIUTUKOWN KOHTPONS
poctyna opraHmsauum (9.1). NMpumepom Takoro Lw3a SABAAeTCs MEXCETEBOWN SKPaH.

Kputepun ana pasgeneHna ceten Ha JOMeHbl cneayeT oopMupoBaTb Ha OCHOBE
aHanmsa nonuTuKKM KoHTpons goctyna (9.1), a Takke y4ntbiBas BiMsiHUE 3TOr0O
pasgeneHns Ha Npou3BOANTENBHOCTb B pe3ynbTaTte BKNIOYEHUS NOOXOAsLWweN
TEXHOSOorMM mMapLipyTmsaumm ceter nnu wno3os (9.4.7 n 9.4.8).

9.4.7 KoHTpoOsnb ceTeBbIX COeAUHEHUN

TpeboBaHMA NONUTUKM KOHTPONSA JOCTyNa ANA COBMECTHO UCMONb3yeMbIX CETEMN,
0CODOEHHO TeX, KOTOPbIE MPOCTMPAITCS 3a rPaHNULbl OpraHmM3auumn, MoryT notpebosaTtb
BHEAPEHUSA LOMONHUTENbHBIX MEPOMNPUATUIA NO YNpaBneHnio NHPOPMAaLMOHHOWN
6e3onacHOCTbIO, YTOObI OrpaHMYMBaThL BO3MOXHOCTM NOSb30BaTENEN No
nogcoeanHeHuto. Takne meponpuaTnsa MoryT GbiTb peann3oBaHbl NOCPEACTBOM
CeTEBbIX LUSIO30B, KOTOPble PUNLTPYIOT TpadmK C MOMOLLbIO ONpeaeneHHbIxX Tabnuy
nnu npasun. Heob6xoanmo, 4ToGblI NPUMEHSIEMbIE OrPaHNYEHNA OCHOBbLIBANMCh Ha
nonuTnke n TpeboBaHmsx goctyna Kk busHec-npunoxenuam (9.1), a Takke
COOTBETCTBYHOLWMM 06pa3omM nogaepxuneanmcb n 06HOBNANMUCS.

anMepr 6I/13HeC-I'IpI/IJ'IO)KeHI/Il71, K KOTOpbIM criegyeT NpuMeHATb OrpaHN4YeHnA:



AJTIEKTPOHHAA MNMOo4Ta,

nepegaya dannos B 04HOM HanpaBfieHUN;

nepenava danna B 06omx HanpaBneHusXx;

WHTEPaKTUBHbIA AOCTYM;
- JOCTYN K CETU, OrpaHNYEHHbIA onpeaenieHHbIM BPEMEHEM CYTOK U JaTOMN.
9.4.8 YnpaBneHune mapwpyTtusauumen cetu

CeTn COBMECTHOrO NCMNONb30BaHUA, OCOBEHHO Te, KOTOPblEe MPOCTUPAOTCA 3a
rpaHuLbl opraHm3aumm, Moryt TpeboBaTb peanuaaumm MeponpusTui no obecneyeHnto
NHopMaumoHHOM 6e3onacHOCTU, YTOObI MOACOEAUHEHNST KOMMBIOTEPOB K
NHPOPMaLIMOHHBIM NOTOKaAM HE HapyLlanu NonmMTUKY KOHTPONsa gOCcTyna Kk busHec-
npunoxeHusam (9.1). 3To aBnseTca ocobeHHO BaXKHbIM AN ceTEN, COBMECTHO
MCNONb3yeMbIX C NOSb30BaTENAMU TPETbEN CTOPOHbI (HE COTPYAHMKaMK
opraHusaummn).

Ob6ecneyveHne nHpopmayMoHHON 6e30nacHOCTN NPU OCYLLECTBIEHUMN
MapLpyTM3aLnmn OCHOBbLIBAETCS Ha HAAEXHOM MeXaHn3Me KOHTPONs aapecoB
MCTOYHMKA N Ha3HauYeHus cooblueHus. NMpeobpasoBaHne CETEBbLIX agpeCcoB Takxke
OYeHb NMONEe3HO Ans N3onauumn ceTen n npeaoTBpaLleHNsa pacnpocTpaHeHns
MapLUPyTOB OT CETU OAHOW OpraHn3aumm B CETb APYron. ATOT NOAXOL MOXET ObITb
peann3oBaH Kak nporpaMMHbIM cnocobom, Tak u annapaTHo. Heob6xogmmo, 4tobsbl
crneuManucTbl, 3aHMMarLWmMecs BHegpeHneM, b ocBeaoMINEHbI O XapaKTepucTukax
MCNONb3yeMbIX MEXaHU3MOB.

9.4.9 be3zonacHOCTb UCMOJIb30BaHUA CeTeBbIX CNyX06

O6uwenocTynHble M YacTHble ceTeBbIE CryXbObl NnpeanaratT WNPOKUIA CNEKTP
AONOJSTHUTENbHbLIX MHPOPMAaLMOHHBIX YCIyr, obnagatoLmnx xapakTepucTmkamm
6e3onacHocTn n obecneymBaoLWLNX pasHble YPOBHM 3awwnTbl. OpraHmsauyum,
NONb3yHLWMECA 3TUMN YyCnyramu, AOSMKHbI OblTb YBEPEHbI B TOM, YTO Npu 3TOM
obecneunBaeTcs He06Xo4MMbIN YPOBEHD MHPOPMALMOHHON B6e30NacHOCTN U UMEeEeTCs
yeTKoe onncaHue aTpnbyToB 6e30MacHOCTM BCEX UCMOSb3YyEMbIX CEPBUCOB.

9.5 KoHTponb aocTyna K onepayMoHHON cucteme

Llenb: npegoTBpalleHne HeaBTOPM30BaHHOIO AOCTYNa K KOMMbOTEpPaM.

Ha ypoBHe onepaLMOHHOM CUCTEMbI CriegyeT Ucnonb3oBaTb CPeacTBa
NHpOPMaLIMOHHOM 6e30NacHOCTU AN OrpaHNYEeHNs OOCTyNna K KOMMNbIOTEPHbIM
pecypcam. QT cpeacTBa LOMKHbI obecneynBaThb:

a) ngeHTMdurKaumo n Bepnukaunio KomnbioTepa nonb3oBaTens u, ecnu
HeobxoauMo, TepMMHANa U MeCTOMNONOXEHNE Kaaoro aBTopM30BaHHOIO

nosib3oBaTesiqa,;

6) perncrtpauunio ycrnelwHblX N HeyaaBLNMXCA OOCTYyNOB K CUCTEME,



B) ayTeHTUMKaLM COOTBETCTBYHOLLErO YPOBHA. ECcnn ncnons3yerca cucrema
naporfbHOM 3aLMThbl, TO OHa JOrMKHa obecnevnBaTb KayecTBeHHble naponu (9.3.1 r);

) orpaHnU4YeHne BpeMeHn NnoacoeaHeHus nonb3oBaTenen, B cryyae
HeobXoAMMOCTMW.

[pyrve meToabl KOHTPONS AOCTYNa, Takne Kak "OTKMUK-0T3bIB", ABMNATCA
AOMYyCTUMbIMU, €CINN OHW ONpaBAaHbl C TOYKM 3peHns BU3HeC-pUCKOB.

9.5.1 ABTOMaTnyeckas ngeHTudmnkauma TepMmumHana

CnepnyeT paccmaTtpmBaTb BO3MOXHOCTb UCMOMNb30BaHWUS aBTOMaTUYECKON
noeHTMdurKaLmm TepMmuHana, Ytobbl ayTeHTUULMpoBaTh ero NnoAcoeguHeHne K
onpeaeneHHbIM ToYKam cucTeMbl. ABToMaTuyeckas naeHTudunkauua TepMmmHana -
METOA, KOTOPbIV AOJIKEH NCNOMb30BaTbCS, €CNN BaXXHO, YTOObLI ceaHC Mor 6bITb
WHULMMPOBAH TOMbKO C onpeaeneHHOro Mecrta uim KOMnbloTEPHOro TepMuHana.
BcTpoeHHbI nnv nogcoeaAnHEHHbIN K TepMUHany MaeHTUuuKkaTop MoxeT
Mcnonb3oBaTbCA ANA onpefeneHns, paspeLleHo N 3TOMY KOHKPETHOMY TepMUuHany
WHUUMMPOBATb UNK NoMy4YaTb onpeaeneHHble coobuweHuns. MoxeT 6bITb
HeobXxoanMbIM NpUMeHeHne PU3NYEeCKon 3alLmTbl TEpMUHANa ana obecneveHns
6esonacHocTu ero naeHTudukatopa. CywecTByoT gpyrne MeToabl, KOTOpble MOXHO
ncnonb3oBaTb AN ayTeHTudukaymm nonb3osartenen (9.4.3).

9.5.2 Npoueaypbl peructpaumm c TepMmmHana

HocTtyn K nHpopmaLMOHHBIM cepBucam A0SMKeH ObiTb obecneveH nytTem
ncnonb3oBaHus 6esonacHom Npoueaypbl Bxoga B cMcTemy (cnocob perncrpaumn).
Mpouenypy perucrpaumm B KOMMNbIOTEPHOW CUCTEME crnefyeT NPOeKTUpoBaTh Tak,
4YTObObI CBECTU K MUHUMYMY BO3MOXHOCTb HEABTOPU3OBAHHOIO JOCTYNa U He
oKa3blBaTb MOMOLLN HEABTOPU3OBAHHOMY Nofb3oBaTento. [paBunbHO
cnnaHupoBaHHasa npouenypa perucrpauumn gormkHa obnagatb cnegyowmnmm
CBOWCTBaMM:

a) He oTobpaXxkaTb HAMMEHOBAHWIA CUCTEMbI UMW MPUMOXEHWIA, NMOKa NpoLLecc
permcTpauun He 6yaeT yCneLwHo 3aBepLUEH;

0) otobpaxaTb obLiee yBegoMneHme, npeaynpexaatoulee, 4to OoCTyn K
KOMMNbIOTEPY MOTYT MOMAYYNTb TONbKO aBTOPM30BaHHbIE NOMb30BaTENMY;

B) HEe npeaocTaBnATb COO0OLLIEHNN-NOACKA30K B TEYEHME npoueaypbl permctpaunu,
KOTOpPblE€ MOl Obl NOMOYb HEaBTOPN30BaAHHOMY MMOJIb30BATESIO;

r) noaTBepxaaTb MHDOPMaLUIO perMcTpaumnm TonbKo No 3aBepLUeHNM BBOAA BCEX
BXOAHbIX AaHHbIX. B cny4ae owmbo4yHOro BBoAa cucTema He nokasbiBaeT, kakasi
YacTb JaHHbIX ABNSETCA NPaBUNbHON NN HENPaBUITbHOM;

[) orpaHM4MBaTh YNCNO paspeLLeHHbIX HeYyAayHbIX NOMbITOK perncTpaumm
(pekomeHayeTcs TpW) U NpeaycmaTpuBaTh:

1) 3anncb HeyaadHbIX NOMbITOK;



2) BKITHOYEHNE BPEMEHHOM 3a4epPXKKN npexae, Yem 6yayT paspelleHbl ganbHenwme
NONbITKN PErnCTpauumn, NN OTKNOHEHNE NbbIX AanbHENLINX NOMNbITOK perncTpaumnm
6e3 cneunanbHOM aBTOPU3aALUMK;

3) pasbeaunHeHne ceaHca CBA3W Npu nepeaade OaHHbIX;

€) orpaHnyYnBaTb MakCcMMarbHOE U MUHUMalbHOE BPEMS, pa3peLleHHoe aAns
npouenypbl pernctpauun. Ecnmn oHo npeBbIWEHO, CUCTEMA AOMKHA NPEKpPaTUTb
permcTpaumio;

X) cbukcmpoBaTb MHPOPMALMIO B OTHOLLEHNN YCMELLHO 3aBepPLUEHHOM
pernctpaunu:

1) maty n Bpemsa npeablayLien ycnewHon permcrpaumm;

2) petanu nNoBbIX HeyAa4YHbIX NOMbITOK PErMCTpaunn, Ha4YMHasa ¢ nocneaHemn
yCMeLwHon pernctpaumu.

9.5.3 UpentTndpukaumsa n ayteHtucpmkauma nonb3oBaTens

Heobxognmo, 4tobbl BCe nonb3oBaTtenu (BKoYasi nepcoHarn TeXHUYECKON
noanepKku, T.e. onepaTtopoB, agMUHUCTPATOPOB CETU, CUCTEMHbLIX NPOrPaMMUCTOB U
agMuHUCTpaTopoB 6a3bl 4aHHbIX) UMENN YHUKanbHbIM naeHTudmnkaTop
(nonb3oBaTenbckmi ID) Ana nx eaAUHONMYHOro MCNONb30BaHNA C TEM, YTODbI NX
OEeNCcTBUA Mornm 6bITb NPpoaHanM3npoBaHbl OTBETCTBEHHbBIM FINLOM.
Monb3oBaTtenbckuit ID He gormkeH cogepXaTb NPU3HAKOB YPOBHA NpUBUNEruu
nonb3oBatens (9.2.2), Hanpumep, MeHeaXepa, KOHTponepa.

[ns BbinonHeHnsa 0cobo BaxHbIX paboT AonyckaeTcs UCnosib3oBaTtb 06LWmni
noeHTMdurkaTop AN rpynnbl Nofib3oBaTenien Unn Ang BoiNOMHEHNSA onpeaeneHHon
paboTbl. B Takmx cny4asax HeobxogMmo COOTBETCTBYOLWNM 06pazom ohopmneHHoe
paspelueHne pykosogctea. Kpome toro, onsa obecrneyeHns 6€30nacHOCTM CUCTEMBI OT
HeaBTOPM30BAHHOIoO JOCTYyNa B 9TUX Criydasax MoOXeT noTpeboBaTbCa NpUMeHeHne
AONOSTHUTENBHBIX Mep obecnedyeHns NHPOPMaLMOHHON BEe30MacHOCTMU.

CyLuecTByOT pasnuyHble npoueaypbl ayTeHTudmkaumm, Kotopble MoryT
Mcnonb3oBaTbCA ANA JoKa3aTernbCTBa 3asiBlIeHHOW NOEHTUYHOCTU Nonb3oBaTens.
Maponun (9.3.1) - o4eHb pacnpoCcTpaHeHHbIN cnocob obecneyeHns ngeHTuukaumm n
ayteHTuukaumm (I&A), oCHOBaHHbLIN Ha NCMNOSIb30BAHUN NapPOris, KOTOPbLIN 3HaeT
TOMbKO Nornb3oBaTtenb. To e caMoe MoXeT BbITb JOCTUTHYTO cpeacTBamm
KpunTorpadum n npoTokonaMmun ayteHTudmKaLmm.

CneuwnarnbHble usndeckne yCcTponcTea goctyna ¢ namaTtblo (token) nnm
MUKPOMPOLLECCOPHbIE KapTbl (CMapT-KapTbl), KOTOPbIMU MOSb3YHTCS COTPYOHUKN,
MOTyT TakXe UCrnonb30BaTbCH ANA UAEHTUMUKAUUN N ayTEHTUUKaLUN.
BruomeTtpuryeckne metoabl ayTeHTUdUKALMU, KOTOPbIE OCHOBaHbI HA YHUKaNbHOCTU
XxapakTepucTuk (ocobeHHoCcTen) MHANBMUAYYMA, MOTYT TaKKe UCNosib3oBaTbCA AN
ayTeHTUdukaumm nonb3doBatens. CovyetaHne pasnuyHbiX TEXHOMNOMMA 1 METOO0B
obecneymBaeT bonee HagexXHy ayTeHTUMUKaLMIO.

9.5.4 Cuctema ynpaBrieHUsi naponsiMum



Maponu - ogHO 13 rnaBHbIX CPEACTB NOATBEPXAEHUS MOTHOMOYUA Nonb3oBaTens,
OCYLLEeCTBMSALWEro 4OCTYN K KOMMNbIOTEPHLIM cepBrcaM. B cuctemax ynpasneHuns
naponem JOIMKHbI ObITb NpegyCcMOTpeHbl 3PP EKTUBHBIE MHTEPAKTUBHbIE
BO3MOXHOCTW Noaaepxkn Heobxogmmoro mx kadectea (9.3.1).

[ns HekoTopbIx BU3HEC-NPUNOoXeHUA TpebyeTcs Ha3Ha4YeHMe Nonb3oBaTENbCKUX
naponen He3aBUCUMbIM AOMKHOCTHBLIM NULOM. B BonblIMHCTBE Xe crny4aeB naponu
BbIOMPAOTCA U NOAAEPKMBAKOTCS NONb30BaTENSAMMN.

Cuctema ynpasJlieHNA napoiaMn AOoJKHa:

- npeanncbiBatb nCnosib3oBaHMe nHanBnayalnbHbIX napone|7| anst obecneveHus
YCTaHOBJIEHUNA OTBETCTBEHHOCTU,

- NO3BOMNATb NONb30BaTENAM BbIOMpPaTh N U3MEHATb UX COOCTBEHHbIE NAponu, a
Takxke BKMYaTb NOATBEPXKAAILLYO Npoueaypy Ansa yyeTta owmnbok BBOAA NpU
HeobXoAMMOCTMU;

- NpeanncbiBaTh BbIOOP BbICOKOKAYECTBEHHbIX Naponen B cootTBeTcTBun ¢ 9.3.1;

- TaMm, rge nonb3oBaTenu oTBeYaloT 3a NOAAEPKKY CBOMX COBCTBEHHbIX Naponew,
NPUHYXAaTb UX K ndaMmeHeHuo naponen (9.3.1);

- TaMm, rge nonb3oBartenu BolbupatoT naponn, obecneymBatb UBMEHEHNE
BPEMEHHbIX Naposien npu nepson pernctpaunm (9.2.3);

- NoAAepX1BaTb XpaHEHNE NCTOPUKN NPeablayLMX Nornb3oBaTeNbCKMX Naponen (3a
npeablayLwmin roa) 1 npegoTepallatb UX NOBTOPHOE MUCMONb30BaHME;

- He oTobpaxaTb Naponn Ha 3KpaHe Npu UX BBOAE;
- XpaHnTb pansibl Naponen oTAenbHO OT AaHHbIX MPUKITagHbIX CUCTEM,;

- XpaHnTb Naponun B 3amdpoBaHHON oopMe, UCMOSb3ys O4HOCTOPOHHNN
anroputMm WNdgpoBaHus;

- obecneunBatb CMEHY napone|7| nocTtaBLWnKa, YCTAHOBJIEHHbIX MO YMOJ14aHUIO,
nocrie nHectTannaumm nporpamMmmHOro obecneyeHus.

9.5.5 Ucnonb3oBaHMe CUCTEMHbIX YTUNUT

Ha 6onbLlUMHCTBE KOMNBLIOTEPOB YCTaHaBNMBAETCA, NO KpaHEN Mepe, oaHa
nporpamMmmMa - CUCTEMHas yTunmta, kKotopas no3sondeT o6onTn mepbl
npefoTBpaLleHns HeaBTOPU3OBAHHOMO 4OCTYNa K onepauMoHHbIM CUCTEMaM U
BusHec-npunoxeHnam. Micnonb3oBaHne CUCTEMHbBIX YTUITUT OOSMKHO BbITb OrpaHNYeHo
N TWaTernbHbIM 06pa3om KOHTponupoBaTtbhes. [ns 3Toro Heo6xo4MMO NUCMONb30BaHMeE
cnegyLwmx MeponpuaTui No yrnpasneHno NHPOPMaLMOHHOM 6e30MacHOCTLIO:

- ncnornb3oBaHue npoueayp ayTeHTMCbI/IKaLI,I/IVI CUCTEMHDbIX YTUITUT;

- otTAelieHne CUCTEMHbLIX YTUIMUT OT NPUKINaAHbIX NMporpamMmm;



- orpaHn4yeHne ncnosib3oBaHNA CUCTEMHDBIX YTUITAT NyTEM Bbl60pa MUHUMaInbHOIo
Yucria AoBEPEHHbLIX aBTOPU3OBaAHHbIX nonb3oBaTenen, KOTOPbIM 3TO Heobxoanmo;

- aBTOpM3aumnda ann3oanv4eckoro Ucrosib3oBaHUA CUCTEMHBIX YTUTTAT,

- OrpaHnyeHne AOCTYMHOCTU CUCTEMHbIX YTUNUT (TOMNbKO Ha BPEMSI BHECEHMS
aBTOPU30BAHHbLIX U3MEHEHWI);

- perncrtpauna ncnosib3oBaHNA BCEX CUCTEMHbIX YTUTUT,

- onpepgeneHne n JoOKyMmeHTnpoBaHune ypOBHeVI aBToOpuM3aunn B OTHOLLUEHNN
CUCTEMHbIX YTUIAT,

- yaaneHmne BCex HEHYXHbIX YTUIMUT U3 CUCTEMHOIo nNporpamMmMHoOro obecneyeHuns.

9.5.6 CurHan TpeBOru Ansg 3awmThbl NoNb30oBaTesien Ha cny4yan, Korga oHu
MOryT CTaTb 06 bLEKTOM Hacunusa

YKenaTtenbHo npegycmaTpuBaTbh CUrHan TPEBOIM Ha criydan, Korga nonb3oBaTerb
MOXeT cTaTb 00bekToM Hacunus. PeleHne o6 obecnevyeHnn Takom curHanusaumnen
cnenyeT NPUHMMAaTbL Ha OCHOBE OLEHKN pUCKOB. [py 3TOM Heo6XxoaAMMO onpeaenuTb
00513aHHOCTU U NpoLEeaypbl pearMpoBaH1s Ha CUrHan Takon TPEBOTMW.

9.5.7 Nepuoabl 6e3nencTBnA TepMUHANoOB

TepMmuHanesl, pasmeLlleHHble B MeCTax NoBbILLEHHOro pucka, Hanpuvep B
o6LLefOCTYNHbIX MecTax U BHe cdhepbl KOHTPOMSA npolecca ynpasrieHns
BGe3onacHOCTbI0 OpraHm3aumm, ob6cnyxmBaroLLme CUCTEMbI BbICOKOTO PUCKa, AOSIKHbI
OTKIOYaTLCS Nocrne onpeaeneHHoro nepnoga nx 6esgenctTemna onga npegoTspalleHns
A0CTyna HeaBTOPU30BaHHbIX NnL. MexaHn3m GOKMPOBKM MO BPEMEHW OOMKEH
obecrneymBaTb OYMUCTKY 9KpaHa TepMUHana, a Takke 3akpblTne paboTbl ceaHCOB
NPUNOXEHNS N CETEBOro CeaHca TepMmUHara nocne onpeaeneHHoro nepuoaa
BpeMeHu ero 6esgencteud. Bpems cpabatbiBaHNs BNOKMPOBKM OOSKHO
yCTaHaBnMBaTbCS C y4eTOM PUCKOB 6€30NacHOCTU, CBA3aHHbIX C MECTOM YCTaHOBKM
TepmuHana. Cnegyet uMeTb B BUAY, YTO HEKOTOPbIE NEePCOHarbHble KOMMbIOTEPDI
obecneynBaloT OrpaHNYEHHYH0 BO3MOXHOCTb BIOKMPOBKM TEPMUHATA MO BPEMEHM
nyTeM OYMCTKM 3KpaHa v NpefoTBpalleHns HeaBTOPM30BAHHOIO AOCTYynNa, He
OCYLLEeCTBMSAS NPU 3TOM 3aKpbITUS CeaHca NPUOXEHUI U CETEBOrO CeaHca.

9.5.8 OrpaHn4yeHusa NnogcoegUHEHUA NO BPEMEHMU

OrpaHnyeHns noacoeanHEHNa No BpeMeHU A0MKHbI obecnevnBaTtb
OONONHUTENbHY 6€e30MacHOCTb ANA NPUOXKEHUA BbICOKOrO pucka. OrpaHunyeHme
nepuoga BpeMeHW, B TeYeHE KOTOPOro paspeLleHbl NoACOeANHEHNA TePMUHANOoB K
KOMMbIOTEPHBIM CEpPBMUCAaM, YMEHbLUAET NHTEepBarn BPEMEHU, B TeYEHNE KOTOPOro
BO3MOXEH HEABTOPM3OBAHHbIN JOCTyn. ATy Mepy obecnevyeHns nHpopmMaLnoHHOM
6e3onacHOCTM HeobXoANMMO NPUMEHATL AN Hanbonee BaXXHbIX KOMMbIOTEPHbIX
NPUNOXEHU, 0OCOBEHHO TeX, KOTOPbIEe CBA3aHbl C TEpPMUHaNamMm, yCTaHOBMEHHbIMU B
MeCTax NOBbILEHHOro pUcka, Hanpumep, B 06LWeA0CTYNHbIX MeCcTax unn BHe caepsbl
KOHTponNs ynpasneHnsa 6e3onacHOCTbO0 opraHn3aumun. MNprumepsbl Taknx orpaHuyeHuni:

- NCMONb30BaHNe 3apaHee onpeaeneHHbIX OTPE3KOB BpeMeHU AN NakeTHON



nepegavn annos Unn perynsipHbiX MHTEPaKTUBHbLIX CEaHCOB HEBOMbLLOM
NPOAOIMKUTENBHOCTH;

- OrpaHNYeHne BpeMEHM NOAKMIOYEHUN YacaMmn paboTbl opraHnsaumm, ecnu HeT
HEeoOXOANMOCTM CBEPXYPOYHOWN MU Bonee NpoaormKUTENbHON paboThl.

9.6 KoHTpOonb focTyna K NpUoXeHUsam

Llenb: npegoTBpalleHMe HeaBTOPM30BaAHHOIO A0CTyNa K AaHHbIM
NHOOPMAaLIMOHHBIX CUCTEM.

Heobxoanmo npumeHaTb Mepbl obecneyvyeHmns nHopmaymoHHon 6e3onacHocTm
AN orpaHnyeHns JocTyna K NpuKnagHbiM cucteMam.

JTormyeckmin OCTyN K nporpamMmHoMy obecrneyvyeHnto 1 MHpopmaLmm SOMmKeEH BbITb
OrpaHnYeH TONbKO aBTOPM30BaHHbLIMK NoNb3oBaTensaMmn. [ns aToro Heobxoanmo
obecneunBaTb:

- KOHTPONb 4OCTYyNa nonb3oBaTtenemn K Hpopmaumm n QyHKUMsaM dusHec-
NPUNOXEHW B COOTBETCTBUM C onpeaeneHHon 6u3Hecom NonnTUKOM KOHTPONS
AocTyna;

- 3aWMTy OT HEABTOPM30BAHHOIO AOCTYyMna Nbon yTUnmMTbl U CUCTEMHOIO
nporpamMmmMHoro obecneyeHns, KOTopbie NO3BONAT 06X0ANTb CpeacTBa
onepaunmoHHON CUCTEMbI U NPUNOXEHUN;

- UCKMoYeHMe KoMnpomeTaunm 6e3onacHoOCTM APYrMX CUCTEM, C KOTOPbIMM
COBMECTHO MCMNOMb3Yy0TCSH MHPOPMAaLMOHHbIE PECYPCbI;

- AOCTYN K MHCpopMaLUn TONbKO BnagenbLa, KOTopbli COOTBETCTBYHOLLNUM 06pa3om
HasHa4yeH U3 Yncra aBTOPU30BaHHbIX MWL, UM ONpPeAeneHHbIX rpynn nonb3oBaTernen.

9.6.1 OrpaHu4yeHue goctyna K nHopmauum

Monb3oBaTensam GM3HEC-NPUNOXEHWIA, BKOYasi NepcoHan Noaaep>Kku 1
akcnnyaTauun, cnegyeT obecnevmBaTb AOCTYN K MHCpOpMaLUN 1 PYHKLNSM 3TUX
NPUNOXEHWA B COOTBETCTBMM C ONpeaenieHHON NONIMTUKON KOHTPONs AocTyna,
OCHOBaHHOM Ha TpeboBaHMsX K OTAENbHbIM Gu3Hec-npunoxeHnam (9.1). Heobxogmmo
paccmaTpuBaTb NPUMEHEHME CreayLWMX MEPONPUSATUIA MO yNPaBeHNIo
MHdOpMaLMOHHOM 6e3onacHOCTbO Ansa obecneyeHnsa TpeboBaHU MO OrpaHNYEHNIO
gocTyna:

- noaAep’Kka MeHI Anis ynpaBneHns 4OCTYNOM K NpuknagHbiM YHKUMUSM
CUCTEMBbI;

- OrpaHMYeHns B NpeaoCcTaBNeHNN Nonb3oBaTensamM MHOPMaLUN O OaHHbIX U
hYHKUMAX BU3HEC-NPUNOXKEHMI, K KOTOPbIM OHU HE aBTOPM30BaHbl Ha AOCTYM, NyTeM
COOTBETCTBYHOLLErO peaakTUPOBaHNS NOMb30BATENbCKOM AOKYMEHTALNN;

- KOHTPONb NpaB AOCTyna nonb3oBaTenen, HanpuMmep, YTeHne/3anuce/yganeHmne/
BbIMOMHEHNE;



- obecrneyeHne yBepeHHOCTM B TOM, YTO BbIBOAMMbIE AaHHbIE N3 BU3HeC-
npunoxeHui, obpabaTtbiBatoLMx BaXxHY MHpOpMaLUnto, coaepkanu TonbKo
Tpebyemyo MHpopMaLMIO U Nepecbinannch ToNbKO B aapeca aBTOPM30BaHHbIX
TepMuHanoB 1 No MecTy Ha3HayeHus. CneayeT NPOBOAUTL NEPUOANYECKUIA aHanm3
npouecca BbiBoAa ANs NPOBEPKN yaaneHnst n3bbIToYHON MHopMauui.

9.6.2 U3onsauma cuctem, obpabaTbiBaloWmMX BaXXHYO MHoOpMaLmio

Cucrtembl, obpabaTbiBatloLLne BaXKHYO MHpOpMaLMIO, OOMKHbI ObITb 06ecneyeHsbl
BblAeNeHHON (M30NMPOBAHHON) BbIYMCANTENBHOW cpefon. HekoTopble NpuknagHbie
CUCTEMbI MMEIOT OYeHb BOMbLLIOE 3HAYEHNE C TOYKN 3peHns 6e30MacHOCTM AaHHbIX U
noatomy TpebyloT cneunanbHbIX YCNOBUIM akcnnyatauun. BaxHocTe obpabaTtbiBaemom
NHopMaUMn MoxXeT nunu TpebosaTtb paboTbl CUCTEMBI HA BblAENEHHOM KOMMNbIOTEPE,
NN OCYLLEeCTBNATbL COBMECTHOE UCMOMb30BaHME PECYPCOB TOSbKO C 6e30nacHbIMM
BusHec-npunoxeHnamu, nnu pabotatb 6e3 kKaknx-nnbo orpaHnyeHui. MNMpu aTom
HeobXxoanMO y4nTbIBaTb criegytoLlee:

- Bnagenbuy OusHec-NpunoXxeHun HeobxoanmMo onpeaennTb U JOKYMeHTanbHO
0POpMUTL CTENeHb UX BaxXHOCTH (4.1.3);

- Korga BaXxHoe 6|/|3Hec-npmno>i<eH|/|e OOJTKHO pa6OTaTb B cpege COBMECTHOIo
NCNONb30BaHMWs, HEOOXOANMO BbISIBUTb apyrue npunnoxeHusd, ¢ KOTopbiMn 6y,u,eT
OCYLLECTBIIATbCA COBMECTHOE NCMNOJIb30OBaHNE pecypcoB, 1 cornacoBaTb 3TO C
BnagernbuemM BaXXHOro 6VI3HeC-FIpVIJ'IO)KeHVIFI.

9.7 MOHMTOpMHr AOCTyna u ncnoJsfib3oBaHuUA CUCTEMbI

Llenb: obHapyxeHne HeaBTOPM30BaHHbLIX AEACTBUNA.

[ns obHapyXeHNsa OTKNOHEHUst OT TpebOoBaHUN MOSIMTMKM KOHTPOSS JOCTyNa n
permcTpaummn cobbiTui n obecneyeHnss gokasaTenbCTBa Ha Cny4van BbIABNEHMUSs
MHUMOEHTOB HapyLeHna nHdopmaunoHHon 6esonacHocTn HeobxoaMmo NpoBOAUTb
MOHWUTOPUHI CUCTEMBI.

MOHUTOPWHI CUCTEMbI MO3BONAET NPOBEPATbL IPIPEKTUBHOCTL NMPUMEHSEMbIX
MeponpuaTrin No obecnevyeHnto HpopmaunoHHon 6e3onacHOCTU N NOATBEPXKAATb
COOTBETCTBME MOLENU NONUTMKM AOCTyna TpeboBaHnam 6usHeca (9.1).

9.7.1 Perncrpauunsa cobbitnn

[ns 3anncm nHUMOEHTOB HapyLLIEHNS MHOPMaLNOHHOM 6e30MacHOCTM N OPYrMX
CBA3aHHbIX ¢ 6e30nacHOCTLI0 COBLITUIM crieaqyeT co3faBaTh XXypHasibl ayguta u
XpaHUTb UX B T€4EeHUe CornacoBaHHOro nepmoaa BpeMeHu C Lienblo COAENCTBUSA B
npoBeAeHun dyayLmx paccneaoBaHnin 1 MOHUTOPUHTE YNpaBneHNsa JOCTYMNOM.
Heobxoanmo, 4tobbl 3anucu ayguta BKIKOYanu:

- ID nonb3oBaTeneun;

- AaTbl 1 Bpemsi Bxoda 1 BbIXoaa;



- WOEHTUMMKATOP TEPMUHANa UM ero MecTonosnoXeHne, ecfiv BO3MOXHO;

- 3annCcK ycrneLwHbIX U OTKNOHEHHbIX NOMbITOK AOCTYNa K CUCTEME;

- 3annCcK ycrneLwHbIX U OTKNOHEHHbIX NOMbITOK AOCTYNa K AaHHbIM U APYrUM
pecypcam. MoxeT notpeboBatbcs, YTOObI onpeaeneHHble 3anucn ayamta 6oinm
3aapxMBMpPOBaHbI AN UCNOMb30BaHNA UX NPU aHanM3e u paccnegoBaHUsaX
WHUWAEHTOB HapyLleHna nHpopmaLmoHHOM 6e30nacHOCTU, a Takke B MHTepecax
apyrux uenen (pasgen 12).

9.7.2 MOHUTOPUHTI UCNONb30BaHNA CUCTEM

9.7.2.1 MNpouenypsbl 1 obnacTn pucka

[ns obecnevyeHns yBepeHHOCTM B TOM, YTO NOSIb30BATESNM BbIMOMHAKT TOSbKO Te
OENCTBUS, Ha KOTOpble OHM BbINN ABHO aBTOPU30BaHbI, HEOBXOAUMO onpeaennTb
npoueaypbl MOHUTOPMHIA NCNOSb30BaHMA cpeacTB 06paboTkn nHopmauuu.
YpoBEeHb MOHUTOPUHIa KOHKPETHbIX cpeacTB 06paboTkm nHdopmaumm crnegyet
onpenendaTtb Ha OCHOBE OLLEHKN pucKoB. [1py MOHUTOpPUHre cnefyeT obpawaTtb
BHMMaHMWe Ha:

a) aBTOPM30BaHHbIM JOCTYN, BKNOYaa crneayowme getanu:

1) nonb3oBaTtenbckun 1D;

2) paTbl U BpeMsi OCHOBHbIX COBbITUI;

3) TUnNbl COOLITUIA;

4) dbannbl, K KOTOpPbIM ObIN OCYLLECTBIEH AOCTYM,

5) ncnonbayembie NporpaMmmbl/yTUNNTLI;

0) BCe npuBMNErMpoBaHHble AENCTBUSA, TakMe Kak:

1) ncnonb3oBaHWe y4ETHOW 3anncu CynepBu3opa;

2) 3anyck 1 0OCTaHOB CUCTEMbI;

3) nogcoeanHeHne/oTcoegMHEHNEe yCTpONCTBa BBOAA/BbIBOAA;

B) NONbITKM HEABTOPM30BAHHOIO AOCTYyNa, Takne Kak:

1) HeyaaBLUMECS MONbITKY;

2) HapyLUeHUs NONUTUKM AOCTYNa U YBEOAOMIEHUSI CETEBbIX LUMO30B U
MEXCEeTEBbIX 9KPAHOB;

3) npeaynpexaeHust oT COBCTBEHHbIX CUCTEM OBHaPYKEHWUSI BTOPXKEHUS;

F) npeagynpexageHma nnnm otkasbl CUCTEMbI, TAKME KaK:



1) KOHCOMbHbIE (TEPMUHASIBbHBLIE) NPEAYNPEXAEHNA NN COOBLLEHNS;
2) NCKNIOYEHMS, 3annCaHHble B CUCTEMHbBIE XXYpHarbl perncTpaumu;
3) NnpeaynpeanTenbHble CUrHarbl, CBA3aHHbIE C yNpaBrieHneM CeTbHo.
9.7.2.2 dakTopbl pucka

Pe3ynbTaTtbl MOHUTOPUHIra crieayeT PerynsipHo aHannanposaTb. MNeprnoanyHoCcTb
aHann3oB J0JKHA 3aBUCETb OT pPe3ynbTaToB OLEHKN pucka. PakTopbl pucka, KOTopble
HeobxoaQMMO NMpu 3TOM YYNUTbIBATb, BKNHOYAKOT:

- KPUTUYHOCTb MPOLECCOB, KOTOPbIE NOAAEPKNBAIOTCS OU3HEC-NPUNOKEHUAMNA;
- CTOUMOCTb, BaXHOCTb U KPUTUYHOCTb MHGOPMaLMK;

- aHanna3 npeawecTteyrownx crydyaeBs NpPOHNMKHOBEHUA N HENPABUITbHOIoO
MCrnonib3oBaHUA CUCTEMbI,

- CTeneHb B3anMOCBS3M MH(POPMALMOHHBIX CUCTEM OpraHM3aunmn ¢ apyrumm
(ocobeHHO € 00LEeOCTYMHBIMWY) CETAMM.

9.7.2.3 Peructpauus n aHanmsa cobbiTnn

AHanua (NpocMoTp) XypHana ayauta nogpasymeBaeT NOHUMaHWe yrpos, KOTopbiM
nogBepKeHa cuctema, u NpUYmnH nx BO3HMKHOBEHUS. [puMepbl COBbITURN, KOTOpPbIE
mMornu 6bl noTpeboBaTb JanbHeNLWero nccrneaoBaHus B criydae MHUUOEHTOB
HapyLueHns nHopMaunoHHon 6e3onacHoCcTn, npueeaeHsl B 9.7.1.

CucTteMHble XXypHanbl ayauta 4acTo cogepkaT MHOopMauuto, 3Ha4YMTENbHbIN
00beM KOTOPOW He NpeacTaBnsAeT MHTepeca C TOYKM 3PEHUSI MOHUTOPUHTa
6e3onacHocTu. [na obnerdyeHnsa naeHTMdmKaumm CyLLEeCTBEHHbBIX COObITUIA NpK
MOHUTOPMHIre 6e3onacHoOCTK LenecoobpasHo pacCMOTPETb BO3MOXHOCTb
aBTOMAaTM4YeCKOro KOnMpoBaHMsi COOTBETCTBYHOLLMX TUMNOB COOOLLIEHNI B OTAENbHbIN
XXypHan n/unu ncnonb3oBaTb NOAXOASALLME CUCTEMHbIE YTUNMNTbI UK
WHCTPYMEHTarnbHble CpeacTBa ayauTa Ans NOAroTOBKU K aHanM3y AaHHbIX.

Mpwn pacnpeneneHuy OTBETCTBEHHOCTM 3@ aHanu3 XypHana ayguta Heobxoanmo
y4uTblBaTb pasgerneHve ponen Mmexay niuom (nuuamm), nposogawmm(n) aHanms, 1
TeMU, YbW JENCTBUSA NOABEPraloTCA MOHUTOPUHTY.

Ocoboe BHMMaHMe cnenyeT yaenaTb 3awmuTte co6CTBEHHbIX CPEACTB perncrpauum,
NOTOMY YTO NPV BMeLIATENbCTBE B UX paboTy MOXET ObiTb NONy4YEHO NCKaXKEHHOEe
npeacrtaBneHne o cobbliTnsix 6esaonacHocT. MeponpusaTus No ynpaBneHuto
NHOPMaLIMOHHON 6e30NacHOCTbLI0 OOMKHbI 0b6ecneynBaTb 3alnUTy OT
HeaBTOPWM30BaAHHbLIX MU3MEHEHWI N SKCMNIyaTaLNOHHbIX CO0eB, BKNOYas:

- OTKNIOYEHNE CPeacTB perucTpaumm;

- NBMEHEHWE TUMOB 3apPErMCTPMPOBAHHbLIX COOBLLEHNI;

- pefakTupoBaHve unu yganeHue annos, COAepXKaLLUMXCS B XKypHanax ayauTa;



- perucTpaumio criydaeB NosHOro 3arnofiHEHUS HOCUTESEeN XypHarnbHbIX dannos, a
Takxke cryvyaeB HEBO3MOXHOCTM 3anuncen cobbiTui BerieacTeme cboer nnbo cryyaes
nepesanncu HOBbIX AaHHbIX NOBEPX CTapbIX.

9.7.3 CMHXpOHM3aLUMA YacoB

[MpaBunbHas ycTaHOBKa KOMMbIOTEPHbIX YACcoB (TarMepa) BaxkHa ansa obecneyeHus
TOYHOCTU 3anofIHEHUS XypHaroB ayauTa, KoTopble MOryT noTpeboBaTbCcs Ans
paccnefoBaHui UNK Kak JoKa3aTenbCTBO Npy CyaebHbIX NN agMUHUCTPATUBHbIX
pasbupaTtenbcTBax. HekoppeKkTHble XypHanbl ayauta MoryT 3aTpyAHATb Takme
paccnefoBaHus, a Takke NpuBOAUTb K COMHEHUIO B JOCTOBEPHOCTN COBpaHHbIX
AokasaTenbCTB.

Tam, raoe KoMnbloTeEP UM YCTPOMUCTBO CBA3N MMEKT BO3MOXHOCTb MCMOMNb30BaTb
Yyacbl B peanbHOM BpEMEHMU, UX CrieayeT ycTaHaBnueaTtb N0 YHMBEpPCanbHOMY
CkoopanHuposaHHomMy Bpemenn (UCT) nnum mectHoMy cTaHA4apTHOMY BpeMeHU. Tak
KakK HeKoTopble Yachbl, kKak U3BECTHO, "yxoaaT Brnepen" nnu "otcrarTt", 4OmKHa
CyllecTBOBaTb npouenypa, kotopasi npoBepsaeT 1 ncnpasnaeT noboe OTKIIOHEHNE
NN ero 3Ha4YnMMoe N3MeHeHNe.

9.8 PaboTa c nepeHOCHbIMM YCTPONCTBaMM U paboTta B AUCTAaHLLIMOHHOM
pexume

Llenb: obecnevyeHne nHpopmaunoHHon 6€30nacHOCTM NPU NCNOSIb30BaHMN
NepeHOCHbIX YCTPOMCTB U cpeacTB, obecnevnBarowmx paboTy B AUCTAHLUMOHHOM
pexume.

CnepayeT comamepsiTb Tpebyemyto 3awmuTy co cneundmryHbiMK puckamm paboThl B
yAaneHHoMm pexume. [Npu ncnonb3oBaHUM NEPEHOCHbIX YCTPONCTB cneayeT
YYUTbIBATb PUCKM, CBSI3aHHbIE C paboTol B HE3aLLULLLEHHOW cpeae, U NPUMEHSATb
COOTBETCTBYHOLLME Mepbl 3aLnThl. B crnyyasx paboTbl B AUCTaHLUMOHHOM pexume
opraHu3auus oMmKHa npeaycMaTpmBaTh 3alUMTY Kak MecTa paboTbl, Tak U
COOTBETCTBYHOLLME Mepbl N0 obecrneyeHnto MHpopMaLMOHHON 6e30MacHOCTHU.

9.8.1 PaboTa ¢ nepeHOCHbIMU YCTPOMUCTBaMMU

Mpw Mcnonb3oBaHUN NEPEHOCHbLIX YCTPOMCTB, Hanpumep HOYyTOYKOB, KapMaHHbIX
KOMMbIOTEPOB, NEPEHOCHbLIX KOMMbIOTEPOB Y MOOMIbHBLIX TeNedOoHOB, HEOGXOAMMO
NPUHUMAaTL cneunarnbHble Mepbl MPOTUBOAENCTBMS KOMMpoMeTaunm crny>KebHom
nHpopmaumn. Heobxoanmo NpuHATL PopManmM3oBaHHYH MOMUTUKY, YYUTbIBAIOLLYHO
PUCKM, CBSI3aHHble ¢ paboTow C NepeHOCHbLIMU YCTPOMCTBaMM, B OCOGEHHOCTM B
HesaluMweHHoN cpeae. Takas NonuTMKa OOSKHA BKNoYaTb TpeboBaHUS Mo
dm3nyeckon 3almTe, KOHTPOSO A0CTYNa, MCNONb30BaHWIO CPeaCTB U METOAOB
Kpuntorpaduu, pe3epBupoBaHunio 1 3almTe oT BupycoB. Heobxoammo, 4tobbl aTa
NoNMTUKa BKIoYana npasuia v pekoMeHgaumm no noacoeanHeHno MobunbHbIX
CpencTB K CeTaM, a Takke pa3paboTKy pyKOBOACTB MO UCMOMb30BaHUIO 3TUX CPeacTB
B 06LLEAOCTYNHbIX MecTax.

CneayeT NposiBNsATb OCTOPOXXHOCTb MPU UCMONb30BaHNUN MOBUNbHBIX CPEACTB
BbIYMCIUTENBHON TEXHUKM U OPYrMX CEPBUCHBLIX CPEACTB B 00LEeA0CTYMNHbIX MecTax,



NeperoBOPHbIX KOMHaTax N He3alWMLLEHHbIX MOMELLEHNAX BHE OpraHn3aunmn. Ytobbi
NCKITIOYNTb HEABTOPU3OBAHHbIN JOCTYN UMW packpbiTUe MHAOPMaLUKN, XPaHUMOK 1
obpabaTbiBaeMmon aTMmMm cpeacteamm, HEOBXOAMMO UCMOSb30BaHME CPEACTB U
meTonos kpuntorpadgum (10.3).

Mpn ncnonb3oBaHUn MOBUITBbHBIX CPEACTB B 0OLLEA0CTYMNHBIX MECTaxX BaXHO
NPOSIBIISATb OCTOPOXXHOCTb, YTOObLI YMEHbLUMUTL PUCK "nogcmoTpa” naponen gocryna
HeaBTOpPM30BaHHbIMU Nuamun. HeobxoamMmo BHeOPATb U NOAAEPKMBATL B
aKTyanM3anpoBaHHOM COCTOSHUM CPeACcTBa M cnocobbl 3alnTbl OT BPE4OHOCHOIO
nporpammHoro obecneyenus (8.3). Cneayet Takke obecnedunBatb AOCTYMNHOCTb
obopynoBaHus ons 6uicTporo 1 ygobHoro pesepsmpoBaHus MHopmMauunu.
Heobxoanmo Takke obecneunBaTb ageKkBaTHYIO 3aLUTY pe3epPBHbIX KOMUA OT KpaKu
NUNn NoTeEPU MHPopMaunu.

CooTBETCTBYOLLYIO 3alKUTy Heobxoanmo obecneymBaTb MOOUbHBIM CpeacTBaM,
NoACOeANHEHHbIM K 00LLeA0CTYNHbIM CeTsM. YaaneHHbI A0CTYN K Cry>KeBHOoMn
MHdOpMaLMn Yepe3 0bLeAOCTYNHY CEeTb C UCNOMb30BaHNEM MOBUNbHbLIX CPEeLCTB
BbIYNCNNTESNTbHON TEXHWUKM CrieayeT OCYLEeCTBNATb TONbKO MOCMe YCneLHon
naeHTuduKkaumm n ayTeHTuukaumm, a Takke npm Hanm4mm cCOOTBETCTBYHOLLMX
MexaHW3MOB yrnpasneHusa goctynom (9.4).

O6opynoBaHue, Ha KOTOPOM XPaHUTCA BaXXHast U/UMNn KpuTu4eckass KomMmepyeckas
NHopMaums, He cnefyeT ocTasnATb 6€3 npucMoTpa 1 Mo BO3MOXHOCTU HEOBXOANMO
dn3nyeckn n3onnpoBaTb ero B HaJexXHoe MeCcTO UM UCMONb30BaTh creunanbHble
3alnTHbIE YCTPOMCTBaA Ha camoM 0BopyaoBaHUK, YTOObLI UCKTOYUTL €ro
HeaBTOPU30BaHHOE MCMOonb3oBaHue. [lepeHOCHbIe yCTponcTBa HEOHXOAMMO TaKxKe
dun3nyeckmn 3awmwaTb OT Kpax, 0CobeHHO Koraa nx octaBnsAwT 6e3 npucmoTpa,
3abbIBalOT B aBTOMOBUNAX UK ApYrnx BUAax TpaHcnopTa, rOCTUHUYHBLIX HOMepax,
KOHbepeHu-3anax n gpyrmx Mmecrtax BcTped (7.2.5).

Heobxoanmo nHdopmmnpoBaTb COTPYAHUKOB, MCMNOMb3YOLWNX NEPEHOCHbIE
YCTPOWCTBA, O OOMNOSTHUTENbHbIX PUCKAX N HEOBXOAUMbIX MEPOMPUATUSX
obecneyeHnsa MHPOpMaLNOHHON 6e30NacHOCTM, CBA3AaHHbBIX C 3TUM CMOCO60oM
paboThbl.

9.8.2 PaboTa B AUCTAaHLUOHHOM pexume

Mpu paboTe B ANCTAHUMOHHOM pexume, a Takke anst obecneveHuns paboTol
COTPYAHMKOB BHE CBOEW OpraHnsauum, B KOHKPETHOM yaaneHHOM MecTe
NPUMEHSIOTCA KOMMYHUKALNOHHbIE TexHonoruu. Npu aTom crieayeT obecnevnBaTtb
3aLWMTy MECT AUCTaHLUMOHHON paboTbl Kak OT Kpaxx 06opyaoBaHus 1 MHpopmaumm,
TaK 1 OT HEaBTOPM30BaAHHOIO PaCKPbITUA MHpOPMaLNN, HEAaBTOPU3OBAHHOIO
yAaneHHoro Aoctyna K BHyTPEHHUM CMCTEMaM OpraHu3auum Unn HenpasuITbHOMO
ncnonb3oBaHus obopynoBaHus. BaxxHo, 4Tobbl npu paboTe B AUCTAaHLUMOHHOM
pexunme Obinun BbINONHEHbI TpeboBaHMA Kak No aBTopu3aumm, Tak U N0 KOHTPOO CO
CTOPOHbI PyKOBOACTBA, a Takke Obin o6ecneyeH COOTBETCTBYIOLLNA YPOBEHb
nHdopMaumMoHHoON 6e3onacHOCTK 3TOro cnocoba paboThbl.

OpraHusauusim Heo6xoAMMO nNpedycMaTpuBaTh paspaboTKy NONUTUKK, NpoLeaypbl
M cnocobbl KOHTPONS 3a AeNCTBUSMM, CBA3aHHbIMK C paboToNn B AUCTaHLMOHHOM
pexvume. OpraHnsaumsm crieqyeT aBTOPU30BbIBaTb BO3MOXHOCTb paboThl B
ANCTaHLMOHHOM peXxxMme TONbKO B Crlydae YBEPEHHOCTU, YTO NPUMEHSIOTCS



COOTBETCTBYHLLME MepPbl MHPOPMAaLIMOHHOW 6e30NacHOCTU, KOTOPbIE COrNacyrTCs C
NnonuTMKoW Ge3onacHoOCTU opraHusauui. Heobxoanmo NpMHUMAaTbL BO BHUMAHME:

- CyLLeCTBYHOLYH hmanyeckyto 6e3onacHoCTb MecTa paboTbl B AUCTAHLMOHHOM
peXnMe, C TOYKM 3peHnst 6e30MacHOCTU 30aHUSA U OKPYXKatoLLEel cpeabl;

- npeanaraemoe obopyaoBaHue MecT AUCTaHUMOHHOM paboThl;

- TpeboBaHusA kK 6e30NacHOCTN KOMMYHUKaLMA, MCXOAA U3 NOTPEBHOCTHM B
yaaneHHoOM OCTyne K BHYTPEHHUM CUCTeMaMm, OpraHm3aumm, BaXXHOCTM MHOpMaLmm,
K KOTopoun ByaeT oCyLecTBNATLCA AOCTYN U KOTopas OyaeT nepegaBaTbCs MO
KaHanam CBA3u, a TakKe BaXXHOCTb CaMUX BHYTPEHHMUX CUCTEM OpraHm3auuu;

- Yrpo3y HeaBTOPU3OBAHHOMO JOCTYNa K MHOPMaLUUn nnm pecypcam co CTOPOHbI
APYrUX Nuu, UMeKLWmMxX 4OCTYN K MECTY AUCTaHUMOHHOW paboTbl, HAaNnpMvep, YeHoB
CeMbW 1 Apy3en.

Meponpuatna no obecneyeHnto MHPOpPMaLMOHHOM 6€30NacHOCTM B 3TUX YCNOBUAX
OOJKHbI BKITOYaATb:

- obecneyeHne nogxoaswmm obopygosaHnem n mebenbo Mecta AUCTaHLMOHHON
paboThbl;

- onpeaerneHne BUOOB pa3peLLeHHON paboThl, BpeMeHM paboThl, Knaccudukaumio
NHOPMALIMK, KOTOpPas MOXET XPaHUTLCS, a Takke onpeaeneHne BHYTPEHHUX CUCTEM
W ycryr, 4OCTYMN K KOTOPbIM aBTOPM30BaH nuuy, paboTatoLlemy B ANCTaHLMOHHOM
pexunme;

- obecrneyeHne NOAXOASLNM TENEKOMMYHMKALMOHHBIM 060pyAOBaHNEM, B TOM
yucrne cpeacteammn obecnevyeHms 6€30nNacHOCTU yaaneHHoro AocTyna;

- pnamyeckyto 6e30nacHoOCTb;

- MpaBuIia n pykoBOACTBA B OTHOLUEHWM JOCTyNa YSIEHOB CEMbM U ApPY3€en K
obopyaoBaHu1o 1 MHopMauuu;

- obecneyeHne nogaepxkn n obcnyxmBaHna o6opyaoBaHNSA U NPOrpPaMMHOro
obecnevyeHus;

- Npoueaypbl B OTHOLLEHMN pe3epBUPOBaHUS OaHHbLIX U obecneyeHus
HEeNpPepbIBHOCTY AEeATENbHOCTY;

- ayanT N MOHMUTOPUHI 6e30nacHOCTY;

- aHHYNMpoBaHMe NOSTHOMOYMIA, OTMEHY NpaB AOCTyNa 1 BO3BpaLLeHne
obopyaoBaHusa B criyyae npekpaleHnsa paboTbl B AUCTAHLMOHHOM pPEXMME.

10 Pa3paboTtka u o6cnyxuBaHue cuctem

10.1 TpeboBaHMA K 6€30NaCHOCTU CUCTEM



Llenb: obecneyeHmne yyeta TpeboBaHumn 6esonacHocTu nNpu paspaboTke
MHPOPMALIMOHHBIX CUCTEM.

OTun TpeboBaHMA KacaoTcs MHPPACTPYKTYPbl, BU3HEC-NPUNOKEHUI, a TaKKe
NPWUNOXeHN, pa3paboTaHHbIX Nonb3oBaTensamu. Npouecckl NPOEKTUPOBAHNSA U
BHeApPEeHUs1 GU3HEC-NPUNOXKEHUSA NN cepBUca MOTYT ObiTb KPUTUYHBIMU C TOUKM
3peHuns 6esonacHocTn. TpeboBaHus k 6e3onacHOCTM crneayeT naeHTUUUMpPoOBaThb U
cornacoBbiBaTb 40 pa3paboTkm MHPOPMALMOHHBLIX CUCTEM.

Bce TpeboBaHua 6e3onacHOCTH, BKOYas HeoOXxoaMmbie MEPONPUATUA NO
nepexony Ha aBapuUnHbIA pPeXuM, criegyet naeHTnduumpoBaTb Ha CTaguu
onpeaeneHus 3agay npoekTa, a Takke 060CHOBbLIBATb, COracoBbIBaTh U
AOKYMEHTMPOBATb B paMkax obLiero npoekta no BHeAPEHNIO MHAOPMALIMOHHOWN
CUCTEMBI.

10.1.1 AHanu3 n cneuudmkauma TpedboBaHun 6e30MacHOCTU

Heobxognmo, 4tobbl B hopmynupoBkax TpeboBaHui GusHeca B OTHOLLIEHUM HOBbIX
CUCTEM UNN YCOBEPLUEHCTBOBAHUSA CYLLLECTBYIOLLMX CUCTEM BbiNKn yuTeHbl TpeboBaHus
NHGOpMaLMOHHOM 6e3onacHoCcTU. [pn 3TOM crieayeT yunuTbiBaTh Kak BO3MOXHOCTH
BCTPOEHHbIX B CUCTEMY aBTOMaTU3NPOBAHHbLIX CpeacTB obecneveHns
NHGOPMaLMOHHOM 6e30nacHOCTU, Tak N HEOBXOAUMOCTb NMPUMEHEHNS
OpraHM3aumMoHHbIX MEPONPUATUIA MO yNpaBreHnto MHpopMaLMoHHOM 6e30NacHOCTbIO
nnu paspaboTKy cneumanbHbIX CpeacTB. AHanNorM4yHo crnegyeT NoaxoauTb K OLLEHKe
nakeToB NpuKNagHbIX nporpamMmm. Kak npaBmno, pykoBOACTBO OOMKHO obecneymBaTh
MCnonb3oBaHne CepTUPULNPOBAHHBIX MPOrpaMMHbIX MPOAYKTOB UM NPOAYKTOB,
npoLeaLlmnx HE3aBNUCUMYIO OLIEHKY.

TpeboBaHus 6€30NacCHOCTN U COOTBETCTBYIOLLNE MEPONPUATUSA NO ob6ecneveHnto
MHGOPMaLMOHHOM 6€e30MacHOCTU AOSTKHbI YY4UTbIBaTh LLEHHOCTb MUHAOPMALMOHHbIX
aKTUBOB, NOTEHUManbHbIN yepb 6usHecy, KOTOPbLIN MOXET CTaTb Pe3yNbTaToM
Hea(EeKTUBHOCTN MmN oTCyTCTBUSA Mep Be3onacHocTn. OueHka n ynpasneHue
puckamu - OCHoBa Ansl aHanu3a TpebosaHui kK 6e3onacHocTn 1 onpeneneHns
HeobXoANMbIX MEPONPUSATUIA NO YNpaBrieHNo MHPOPMaLNOHHON Be30NacHOCTLIO.

lMnaHvpoBaHue meponpuaTun no obecneveHnto NHPopmaLMoHHON 6e3onacHOCTH
Ha cTagun NPOEKTUPOBAHNA CUCTEMbI NO3BONSIET CYLLECTBEHHO CHU3UTb 3aTpaThbl Ha
X BHeOpPEeHNe 1 NoaaepKKy Mo CPaBHEHUIO C pa3paboTKON COOTBETCTBYHOLLNX
MEepOonpuUaTUIA BO BPEMSA UNKN NOCNEe BHEAPEHUS CUCTEMBI.

10.2 Bbe3onacHOCTb B NMpUKNagHbIX cuctemMax

Llenb: npegoTBpalleHme notepb, MoANGUKALMK UNN HEMPaBUITbHOIO
MCMOMb30BaHNS NONb30BATENbCKUX AAHHBLIX B MPUKNAAHbIX CUCTEMAX.

CooTBeTCcTBYOLME MEPONPUATUA No obecrnevyeHnio MHHPOPMaLMOHHON
6e3onacHoCcTu, BKNoYas yHKLMM ayanuTa nnm npoToKoNMpoBaHMe OENCTBUN
nosib3oBaTtens, HeobxogMmo npegycmaTpmBaTth B MPUKNAAHbLIX CUCTEMAaX, BKOYas
NPUNOXEHWS, HAaNNCaHHbIE CaMUMK NONb30BaTENAMU. DT MePbI JOMKHbI BKMOYaTh B
cebs obecneveHne yHKUMOHANBLHOCTU NOATBEPXKAEHUS KOPPEKTHOCTU BBOAA,



06paboTkm 1 BbIBOOA OAHHbIX.

[ononHuTenbHble MeponpuaTUs No obecneyveHno NHOPMaLMOHHOM
6esonacHocTn moryT notpeboBaTtbCs Ans cUcTeM, KoTopble obpabaTbiBaloT Unu
OKa3blBalT BO3LENCTBME HA BaXHble, LLEHHbIE NN KPUTUYECKNE aKTUBbI
opraHusaumm, n nx Heobxogmmo onpenenaTb Ha OCHoBe TpeboBaHM 6e30NacHOCTU n
OLIEHKWN PUCKOB.

10.2.1 MNoaTBepxXAeHNe KOPPEKTHOCTU BBOAA AaHHbIX

Heobxognmo obpawartb ocoboe BHMMaHNE Ha KOPPEKTHOCTb BXOAHbLIX AAHHbIX AN
npuknagHbix cuctem. Npu BBOoAe BM3HEC-TPaH3aKLUNIN, NOCTOSHHBIX AAHHbIX (MMEHa U
agpeca, KpeanTHble NMMMUTbI, AEHTUUKALNOHHBLIE HOMEpPA KITMEHTOB) 1 Tabnuy,
napameTpoB (LeHbl NpoAax, Kypcbl BantoT, CTaBKU HANOroB) cnegyet NpuMEHsATb
NpoOBEpPKY KOPPEKTHOCTM BBOAA AN obecneyeHnsa yBepPEHHOCTN B UX COOTBETCTBUN
MCXOOHbIM AaHHbIM. [nsa aToro uenecoobpasHo NpUMEHEHNE CreayoLwmx
MeponpuaTuin No obecnevyeHnto HopmaunoHHon 6e3onacHoOCTHU:

a) NPOBEPKM UCKIIOYEHMSA ABOVNHOIO BBOAA UNW ApYyrue NpoBEPKU BBOAA C LENbHO
oBHapyxeHusa cnegyrowmnx ownbok:

1) 3Ha4YeHUn, BbIXOOALWMX 38 JONYCTUMbINA ANanasoH;

2) HegoNyCTUMbIX CMMBOSIOB B MONSAX AAHHbIX;

3) OTCYTCTBYIOLLNE UMW HEMOSHbIE AAHHbIE;

4) npeBbILLEHNE BEPXHUX N HMXKHUX NpenenoB o6bemMa gaHHbIX;

5) HeaBTOpPMN30BaHHbLIE NN NPOTUBOPEYMBLIE KOHTPOJSIbHbIE OAHHbIE;

0) nepmnognyeckun aHanmsa (MPOCMOTP) COAEPKMUMOTO KIOYEBbLIX MONEN NNK
annoB AaHHbIX 4NA NOATBEPXKAEHUS NX LOCTOBEPHOCTU U LLIENTOCTHOCTMU;

B) cBepka TBepAbIX (Me4YaTHbIX) KON BBOAUMbIX JOKYMEHTOB C BBOAMMbIMM
AaHHBbIMW Ha NpegMeT BbISBNEHWS NMoObIX HEaBTOPU3OBAHHbIX N3MEHEHUIN 3TUX
AaHHbIX (Heo6xoanMmMo, YTobbl BCE MBMEHEHNSA BO BBOANMbIX AOKYMEHTax Obinun
aBTOPU30BaHbI);

r) npouenypbl pearnpoBaHns Ha OLWMOKKN, CBA3AHHbIE C MOATBEPXAEHMEM AAHHbIX;

[) npouenypbl NPOBEPKX NpaBAonoAobusi BBOAUMbIX AaHHbIX;

e) onpegeneHne 0653aHHOCTEN BCeX COTPYAHUKOB, BOBIEYEHHbIX B NMPOLIECC
BBOAA AaHHbIX.

10.2.2 KoHTponb 06paboTKu AaHHbLIX B CUCTEME
10.2.2.1 ObnacTu pucka

[aHHble, KoTopble GbINM BBEAEHbI NPABUITbHO, MOTYT ObiTb UCKaXXeHbI BCNeACTBUe
owmnbok obpaboTkm nnu npegHamepeHHblx gencteuin. C uenbio obHapyxeHns



NOAOGHbIX NCKaXXeHU B DYHKLUKN CUCTEM crieayeT BKMYaTh TpeboBaHus,
obecneynBatoLLme BbINOMHEHNE KOHTPOSbHbBIX NpoBepok. Heobxoanmo, 4Tobbl AnsanH
npunoxeHun obecneymsan yBepeHHOCTb B TOM, YTO BHEAPEHbI OrpaHNYeHus,
HanpaBneHHble HAa MUHUMUN3ALMI0 pUCKa OTKA30B, BEOYLUMX K NOTepe LLeNoCTHOCTH
AaHHbIX. Heo6xoanmo yunTbiBaTb, B YaCTHOCTM, cneaytoulee:

- NCNONb30BaHNe MecTa B Nporpammax ans pyHkumin nobasneHns 1 yaaneHuns
JaHHbIX;

- Mpoueaypbl ANs NpeaoTBpaLLEeHUs BbIMOITHEHNUSI NPOrpamMM B HEMPaBUbHOW
nocrnegoBaTenbHOCTU UMK ee NCMOoNHeHUs nocne cbos Ha npeabiayLem atane
06paboTkn AaHHbIX (8.1.1);

- UICMONb30BaHNE KOPPEKTUPYIOLWMX NpOrpaMm Ans BOCCTaHOBNEHUs nocne cboes
n obecneyeHns npaBunbHON 00pabOTKN AaHHbIX.

10.2.2.2 lNpoBepkn n cpeacTesa KOHTPONS

Bbibop HeobxoaMMbIX CpeacTB KOHTPONSA 3aBMCUT OT XxapakTepa busHec-
NPUNOXEHUS 1 NOCNeAcTBUN anga 6usHeca NOOro nckaxxeHns gaHHbeix. MNpumepsi
BCTPOEHHbIX cpeacTB obecneveHns nHpopmMmaunoHHoM 6e3o0nacHOCT MOryT ObITb:

a) cpencTBa KOHTPOSS CeaHCOBOW UK NakeTHOW 06paboTkM C LieSbHo BbIBEPKU
KOHTPOSbHbIX JaHHbIX (OCTATKOB/KOHTPOMbHbLIX CYMM) B ddannax AaHHbIX nocne

TpaH3aKUMOHHbIX OGHOBIEHWIA;

6) cpeacTtBa KOHTPOJIA BXOOALWKNX OCTATKOB C LEJIbIO UX NMPOBEPKU C nNpeabliaywmnmn
3aKpbITbIMW OCTAaTKaMu, a UMEHHO!

1) cpeacTBa KOHTPOSS "OT BbINOSTHEHUS - K BbIMOSTHEHUIO";

2) obLwime cyMmMbl UIBMEHEHHbIX AaHHbIX B dhanne;

3) cpeactBa KOHTpons "oT nporpaMmmbl - K nporpamme”;

B) NnoATBEPXOEHME KOPPEKTHOCTU AaHHbIX, reHepnpoBaHHbIX cuctemon (10.2.1);

) NPOBEPKU LLEeNOCTHOCTMN NOSTYHYEHHbIX UKW NepeaHHbIX AaHHbIX (MPOrpamMmMHOro
obecneyveHns) Mexay LeHTpanbHbIM (rnaBHbIM) U yaaneHHbIMU KOMMNbOTEPaMM
(10.3.3);

A) KOHTPOsbHbIE CyMMbI 3anncen n gannos;

e) NpoBepkn Ans obecnevyeHnss yBepeHHOCTM B TOM, YTO NpUKNagHble nporpammbl
BbINOMHAKTCS B HY>XHOE BpeMms;

) NPOBEpKMN AN o6ecnedyeHnss yBepeHHOCTU B TOM, YTO NpOorpammbl BbINOMHAKTCA
B NpaBUITbLHOM MOPSAKe U NpekpalaT paboTy B criyyae oTkasa, M YTo ganbHelilas
o6paboTka NpuocTaHaBnMBaeTcs A0 Tex Mop, Noka npobnema He byaeT paspelleHa.

10.2.3 AyteHTUcpukauma coobeHnmn



AyTeHTUUKaumsa coobLleHni - 3To MeTo, UCNOoMb3yeMblin 4Na 0OHapyXeHus
HEeaBTOPU30BaHHbLIX NU3BMEHEHUI UITM MOBPEXAEHUI COAEPXKAHNA NEepeaaHHOro
3NIEKTPOHHOro coobLLEeHns. AyTeHTUdunKauma coobeHmnin MoxeT ObITb peann3oBaHa
Kak annapaTtHbIM, Tak 1 NporpaMmMHbIM NyTEM B (PU3N4ECKOM YCTPONCTBE
ayTeHTudumKaymm coobLleHnin nnm B NporpamMmmMHOM anroputme.

AyTeHTUunkaymo coobieHnin HeobxoamMmo ncnonb3oBaTtb Ans bGusHec-
NPUNOXeHWN, rae aomkHa bbiTb obecneyeHa 3awmuTa LenoCcTHOCTM COAEPKaHNSA
COO00LLEHNI, HANPUMEP NPWU 3NEKTPOHHbIX NepeBoaAax AeHEXHbIX CPeACTB, Nepechinke
cneunuKaunin, KOHTPaAKTOB, KOMMEPYECKNX NPEANOXKEHUI N NPOYMX JOKYMEHTOB,
NMerLWmMX 6onbLUY BaXXHOCTb, UM APYTrMX Nogo06HbIX 3MEKTPOHHbLIX 0OMEHOB
AaHHbIMK. YTOObI onpenenntb, TpebyeTca nu ayTeHTUdmkaunsa coobLieHmi,
HeoOX0AMMO BbINONHATL OLIEHKY PUCKOB 6e3onacHOCTM 1 BbibnpaTb Hanbornee
noaxoasLwnin MeTod ee peanusauum.

AyTeHTudurKaums coobLeHnn He NpeaHasHavyeHa ans 3awmnTbl cogepKaHus
coobLEeHNa OT HEMPaBOMOYHOIO €ro packpbliTus. [na aTon uenu npu
ayTeHTUmKaumm coobLLeHnn MOryT MCNONb30BaTbCA KpunTorpagumyeckme meTogbl
(10.3.2 1 10.3.3).

10.2.4 MNoaTBepXxXaAeHNe KOPPEKTHOCTU AaHHbIX BbiIBOAA

[aHHble, BbIBOAMMbIE M3 NPUKNAAHOW CUCTEMbI, HEOOXOANMMO NPOBEPATL Ha
KOPPEKTHOCTb, YTOBObI 06ecneynBaTb yBEPEHHOCTb B TOM, YTO obpaboTka
MHopMaLMn BbINONHEHA NpaBunbHO. Kak npaBuno, cMctembl MOCTPOEHbI Ha
NPeAnOoCbIfIKe, YTO NPU HaNM4YnMn COOTBETCTBYHOLLUNX NOATBEPKOAEHNA KOPPEKTHOCTH,
NPOBEPOK N TECTUPOBAHUSA BbIBOAUMbIE AaHHble OyayT Bceraa npaBunbHbl. Ho 3To He
Bceraa Tak. [NoaTeepkaeHne KOppPekTHOCTU AaHHbIX BbIBOJA MOXET BKMNOYaTb:

- NPOBEepPKM Ha NpaBaonogobue ¢ Lenblo onpeaeneHus, ABNSTCS N BbIXOAHbIE
AaHHble NPUeMNeMbIMU;

- NPOBEPKM KOHTPOJSIbHbIX CYETYMKOB Ha NpeaMeT yOOCTOBEPEHNS, YTO BCE AaHHbIE
6 obpaboTaHsl;

- obecneyeHne JoCTaTOMHOM MHpopMaL MK Ans nony4YaTens pe3ynbTaToB BbiBOAA
Ny nocneayowen cuctemol 06paboTku, YTOObI ONpeaennTb KOPPEKTHOCTD,
3aKOHYEHHOCTb, TOYHOCTb U Kraccudukaumio nHhopmMauuu;

- npoueaypbl No BbIMOJIHEHNIO TECTOB HA NoATBEPXOEHNE BbIBOAMMbIX OAHHbIX;]

- onpeaeneHne o643aHHOCTEN BCEX COTPYAHNKOB, BOBIIEYEHHbIX B NpoLecc
BblBOAA OAHHbIX.
10.3 MepbI 3awmTbl MHGOPMaL UM, CBA3AHHbIE C UCNOJSIb30BaHNEM

Kpuntorpadum

Llenb: 3awmTa KOHpUaEHLManbHOCTN, ayTEHTUYHOCTU UK LENTOCTHOCTU
NHOpMaLMN.

KpmnTorpa(bquecme CUCTEMbI U METOAbI CcrnefyeT Ucnofnb3oBaTb AJ14 3allUTbl



KOHoMaeHuManbHom nHdopmauum, Koraa apyrme cpencraa KOHTPOSSa He
obecneunBaloT agekBaTHOW 3aLUUThI.

10.3.1 MonuTuUKa B OTHOLWEHUUN UCNOSIb30BaHUA Kpuntorpacgpum

PelweHns oTHOCUTENBHO NPUMEHEHUS KpUNTorpadouyecknx Mep 3awuTbl criegyet
paccmaTpuBaTtb B pamkax 6onee obuiero npouecca OLeHKN PUCKOB 1 Bbibopa
MeponpuaTui no obecneyeHnto MHPOpPMaUNoHHOM 6e3onacHocTu. [1nsa onpeaeneHns
HeobXoAMMOro YpoBHSA 3aLMThl MHpOpMaLmMn cregyeT NpoBOAUTb OLLEHKY PUCKOB,
KOoTOopas 4ofKHA UCNofb30BaTbCsA AN onpeaeneHns Toro, AsBnNsaeTcs nu
Kpuntorpaduyeckoe cpeacTBo NOAX0AAWMM, Kako TUN cpeacTB HEODXoAuM, C Kakom
Lenbio U B OTHOLLEHUM Kakux BusHec-npoLeccoB ero cnegyeT NPUMEHSThb.

B opraHusaumm cneayet paspaboTtaTb NOANUTUKY MCMOSNb30BAHNSA
Kpuntorpadpunyecknx cpeacTtB 3awmTbl MHpopmauun. Takas nonntuka Heobxogmma,
4TO6blI MAaKCUMM3NPOBATb NPEUMYLLLECTBA U1 MUHUMU3NPOBATL PUCKN, CBA3AHHbIE C
NCNONb30BaHMEM KpUNTOrpadmyecKknx CpeacTB, a Takke nsbexaTb HeagekBaTHOro
NN HENPaBUIbHOIO UX UCNONb30BaHus. [1pn aTOM HEO6X0ANMO OnpeaenuTb:

a) METOAMKY NCMNONb30BaHWS KpunTorpadmMyeckmx CpeacTB B OpraHn3aLmu,
BKMtoYasi obLume NpUHUMNGLI, B COOTBETCTBMM C KOTOPbIMM CrieayeT 3awuwaTb
cnyxebHyo nHpopmaumio;

6) NPUHLMNbI YyNpaBrneHnsa Kniovamu, BKIoYas MeToabl BOCCTAHOBNEHUSA
3awmdpoBaHHON MHOPMaLKMK B cnydae noTepn, KOMMNpoMeTaunm Ui noBpexaeHna
KNto4veun;

B) ponu n 06513aHHOCTM OOMMKHOCTHbIX NnL, 3a:

1) peanusauunto NONUTUKN;

2) ynpaBrieHne Krovyamu;

) COOTBETCTBYIOLINI YPOBEHb KPUNTOrpadoMyeCcKon 3amTbl AN pasnmnyHbIX
OaHHbIX;

) nepeyeHb MeponpuaTUn, KOTopble SOMKHbI obecnevnBaTb APPEKTUBHOCTL
BHeAPEeHUs MeToA0B KpUNTO3aLLnTbl B OpraHusauunu.

10.3.2 lWnchpoBaHue

LLindopoBaHume - 3TO Kpuntorpanyecknn MeTon, KOTOpbIN MOXET NCNOSIb30BaTbCA
ansa obecnevyeHna 3alnTbl KOHUAEHUMANBHOW, BaXXHOW U KPUTUYHOWN
nHopMaLmn.

Ha ocHoBe oLeHKn puckoB Heobxoanmo onpeaenaTb Tpebyemblil ypoBEHb
3aWmnThbl, NPUHMMAast BO BHUMaHWE TUM U Ka4eCTBO UCMOSb3yeMOro anroputma
LN POBaHMA, a Takke ONUHY Kpuntorpagouyecknx Knroyen.

Mpu paspaboTke NONUTUKN MCNONb30BaHNS KPUNTOrpaduyecknx cpeacTs
Heo6X0AMMO yunTbiBaTh TpeboBaHMA 3akoHOA4ATENbCTBA M OrPaHMYEHMS], KOTOPbIEe
MOTYT MPUMEHSTLCS B OTHOLLEHMM UCNONb30BaHMSA KpUnTorpaduyecknx MeToaoB B



pasHbIX CTpaHax, a Takke BONpOChI, kKacatowmecs obbema noToka 3amppoBaHHON
MHgOpMaLMK, NnepegaBaeMon Yepes rpaHuubl rocyaapcts. Kpome Toro, crnegyer
yunTbiBaTb TPeOOBaHNA 3aKOHOA4ATENbCTBA B OTHOLLEHMM 3KCNOpTa 1 umnopTa
KpunTtorpadpuyeckmx TexHonornn (12.1.6).

[na onpegeneHns HeO6Xo4MMOro YpOBHS 3aLmnTbl MHGbOPMaLnK, Bbibopa
noAxoaALWNX CPEACTB M METOA0B 3alunTbl, KOTOPble AOMKHbI 0becnevnBaTb
TpebyeMbii ypOBEHb 3alUnThl U peanu3aumm 6esonacHbix cnocobos yrnpasneHns
KnoyYamu, LenecoobpasHo KoOHCyNnbTupoBaTtbcsa co cneunanuctamm (10.3.5). Kpome
TOro, MOXeT NoTpeboBaTbCA KOHCYNbTaLMUA IOPUCTa OTHOCUTENBHO 3aKOHOB U
HOPMAaTMBHbIX aKTOB, KOTOPbIE MOTYT ObITb NPUMEHMMBI B Criyvae npegnosiaraemoro
MCNONb30BaHNA opraHM3aumen MeToaoB 1 CPeACTB LWNGPOBAHNS.

10.3.3 LuchbpoBble nognucu

Lincpposbie noanncu obecnevmBatoT 3alinTy ayTEHTUPUKALUKN N LLENOCTHOCTH
SNEKTPOHHbIX AOKYMEHTOB.

Hanpumep, aneKkTpoHHble NOANUCU MOTYT UCMNOMb30BaTLCS NPU 3IEKTPOHHON
TOproBre, rae ecTb He06X0ANUMOCTb B KOHTPOJIE C LiENbIO YAOCTOBEPUTBLCS, KTO
noAanucan areKkTPOHHbIM AOKYMEHT, a Takke NpoBepke, ObINo Nu coaep)kaHne
NOANUCaAHHOro AOKYMEHTa M3MEHEHO.

LincpbpoBbie noanncu MoryT npuMeHATbCa Ans nobor gopmbl AOKYMEHTA,
obpabaTbiBaEMOro 3NekTPOHHbIM CNOCOOOM, HanNpumep, NPX NOANNUCU ANEKTPOHHbIX
nnartexeun, 4eHeXHbIX NepeBoaoB, KOHTPAKTOB 1 cornaweHun. Lindgposbie nognucu
MOryT GbITb peanu3oBaHbl NPY UCMOMb30BaHMM KpunTorpadmuyeckoro meToaa,
OCHOBbIBaAKLLErOCs Ha O4HO3HAYHO CBA3AHHOMW Nape KI4ven, rae oauH Koy
Ncnonb3yeTcs ANs CoO34aHns NoANUCK (CEKPeTHbLIN/ITMYHBIN KNoY), a Apyron - ons
NpoBepKn nNoannucK (OTKPbITBIN KIoY).

Heobxogmmo ¢ ocobon TuwaTenbHOCTbO obecneunBaTb KOHPMAEHUNATTBHOCTb
NIMYHOrO Krtova, KOTOpbIV CrieayeT XpaHuTb B CcekpeTe, Tak Kak nbon, nmeroLwmnm K
HEeMy OOCTYM, MOXET NoANMUCbIBaTb AOKYMEHTbI (Nf1aTeXW, KOHTPaKTbl), TEM CaMbIM
danbcncnunpys noanucb Bnagensua knoda. Kpome 10ro, o4eHb BaxkHa 3awmuta
LLeNOCTHOCTM OTKPLITOrO Krtoya, kKoTopas obecneymBaeTcs nNpu NCnonb3oBaHnUm
cepTudmkaTta oTkpbITOro kntoya (10.3.5).

CnepyeTt yaensiTb BHMMaHue BbIOOpy TUMNa 1 Ka4ecTBy UCMNOSIb3yeMOro anroputma
nognucu n gnuHe knoven. Heobxogmumo, 4Tobbl KpUNTOorpadnveCcKne Krouu,
ncnonb3yemble A4S LMAPOBLIX NOANUCEN, OTINYANUCh OT TEX, KOTopble
ncnonbaytotcs ans wudpposanus (10.3.2).

Mpn ncnonb3oBaHUN LMPOBLIX NoANNCEN, HEOBXOANMO y4YnUTbIBaTb TpeboBaHMS
BCEX OENCTBYIOLMX 3aKOHOA4ATENbCTB, Onpeaensaowmx yCnoBus, npmu KOTopbIxX
uMcppoBasa NoaANUCb UMEET pUgNYeckyto cuny. Hanpumep, npm aeKTpoHHON
TOProBrie BaXXHO 3HATb lOpMANYECKUin cTaTyc LmdpoBbix nognucen. Moxet
notpeboBaTbCA HanNMuMe cneunarnbHbIX KOHTPAKTOB UMK APYrMx cornallueHunin, Ytobbl
nogaepXxmeaTb UCMONb3oBaHMe UMAPOBbLIX NOANUCEN B Cyyasix, Korga
3aKoHO4aTeNbCTBO B OTHOLIEHUN LUMPOBbLIX NOANMCEN HELOCTAaTOYHO Pa3BUTO.
Heobxoanmo BOCNonb30BaTbCs KOHCYNbTaLMEN HOpUCTa B OTHOLLEHMN 3aKOHOB U
HOPMaTMBHbIX aKTOB, KOTOPbIE MOTYT OblTb NPUMEHVMbIMU B OTHOLLEHUM



npegnonaraemMoro Ncrnonb3oBaHUsA opraHnsaunen LMdpoBbIX NOAMUCEN.
10.3.4 CepBuUCbl HEOCNOPUMOCTH

CepBuCbl HEOCNOPUMOCTU crneayeT UCNOoNb30BaTb TaM, rae MoxeT TpeboBaTbCs
peLlaTtb Cropbl O HANMYUKN U OTCYTCTBUN COBLITUS NN ENCTBUA, HANPUMEpP Cnop
MO UCMOJSIb30BaHMIO LMPOBON NOANUCKU HA INTIEKTPOHHOM KOHTPAKTE UIn nnaTtexe.
[aHHble cepBUCblI MOTYT NOMOYb A0Ka3aTb, UMe NI MEeCTO KOHKPETHbIN criyYyan unm
AencTene, HanpMMep OTKas B OTCbINIKE MHCTPYKUMU, NOANUCAHHOW LUGPOBOM
NOAMNUCHIO, MO ANIEKTPOHHOW NoYTE. TN CEPBUCHI OCHOBLIBAOTCA HA MCMOSIb30BaHUN
MeToa0B wndpoBaHusa u undgposon nognmcu (10.3.2 n 10.3.3).

10.3.5 YnpaBneHue Kno4yamm
10.3.5.1 BawmTa kpunTorpadn4ecknx Kroven

YnpaBrneHue Kkpuntorpagouyeckumm Krnrovamm BaKHO Ansa 3 peKkTUBHOro
Ncnonb30oBaHMUA KpunTorpadmuyeckmx cpeacTs.

JMob6asa komnpomMeTaunsa unm noTepst KpMNTorpagrMyeckmx Knoden MoxeT NPUBECTU
K KOMNpoMeTaunn KOHpraeHUManbHOCTN, NOAANHHOCTM U/MNKN LEenoCTHOCTH
nHpopmaumn. CnegyeT NPUMEHATbL CUCTEMY 3aLnTbl A4Na obecneyeHmns
MCNONb30BaHUA opraHM3aumen cnegywmx Kpuntorpaduyeckux MeToaoBs:

- METOAbl B OTHOLLEHUM CEKPETHbIX KNOYeNn, rae Ase nnm 6onee cTopoHbl
COBMECTHO UCMOMNb3YKT OOAMH U TOT Xe KITY, 1 3TOT KIToY NPUMEHAETCH Kak ansg
LN poBaHM4, Tak 1 gewmndpoBaHna MHpopMaunmn. ITOT KN4 JOMKEH XPaHUTLCA B
cekpeTe, Tak Kak nobon, MMeLwmnin 4oCTyn K 3TOMY K4y, MOXET AelwmdpoBaTb BCO
MHGOPMaLMIO, 3alLUMPPOBAHHYIO C MOMOLLIbIO 3TOrO KIito4va, Unm BBECTU
HEeaBTOPM30BaHHYI MHAOPMAaLNIO;

- METOAbl B OTHOLLEHMM OTKPbITbIX KMOYEN, rae Kaxabl nonb3oBaTernb MMeeT napy
KNYemn, OTKPbITLIN KoY (KOTOPbIN MOXET ObiTb NokasaH nobdomy) 1 NNYHBIN KIToY
(KOTOPbIN OOMKEH XpPaHUTBLCS B cekpeTe). MeToabl C OTKPbITbIMW KNOYamMu MOryT
ncnonb3oBaTbcs AN wugposanus (10.3.2) n ansa reHepaumm umdpoBbIX NOANUCEN
(10.3.3).

Kntoum Heobxoammo 3awmiaTtb OT U3MEHEHUS N paspyLUEeHUsl, 8 CEKPETHbBIM U
NUYHBIM KNtoYam Heobxoamma 3awmTa OT HeaBTOPU3OBAHHOIO PaCKPbITUS.
KpunTtorpadguyeckne metogbl MOryT TakKe UCNONb30BaTbCA ANA 9TOW Lenu.
dunsnyeckyto 3alnTy crnegyeT NPUMMEHATb AN 3awnTbl 060pyaoBaHus,
MCNONb3yeMOoro Ans U3roToBIEHUS, XPaHEHUS U apXMBUPOBAHNSA KIHOYEN.

10.3.5.2 Cnocobbl, npouenypbl U METOAbI 3aLUUTbLI KPUNTOrpadUyYeCKNX Kritoden
Heobxoanmo, 4Tobbl cuctema obecnevyeHns 6e30nacHOCTU UCNONb30BaHUA
Knroyen ocHOBbIBanach Ha corflacosaHum cnocobos, npoueayp 1 6e3onacHbIX

MeTo40B ANS:

- reHepaumm KnYven npu Ucnonb3oBaHUM pasnnyHbIX KpUnTorpaduyecknx cuctem
N PasnnYHbIX NPUNOXEHWIA;



- reHepaumm 1 nony4YyeHns cepTUUKaToB OTKPbITLIX KItoYeln;

- paccCbinikn Kroyen npeaHa3dHa4YyeHHbIM NOoJ1ib30BaTESIAM, BKIMKOYaA MHCTPYKUUKU MO
nX aktmBauunun npu noriy4veHunmu;

- XpaHeHunA KIoven; npn 3TOM HeobxoaAnMOo Hanuyme MHCTPYKUMN
ABTOPM30OBaAHHbIM MOJib30BaTENAM ONA NMNOJNTy4YeHUA 0OCTYNa K Kro4vam;

- CMEHbI N OBHOBMEHUS KNKOYEN, BKOYas NpaBuna nopsiaka n CPOKOB CMEHbI
KNtoYeun;

- nopsagKka 4ENCTBUM B OTHOLLEHMN CKOMMPOMETUPOBAHHbIX KITHOYeEMN;

- @aHHYNMPOBAaHUS KIOYEN, B TOM YMCe CNocoObl aHHYNMPOBAHUS UMK
Ae3aKTUBaLUW KINoYen, ecrinm Knoym 6binM CKOMNpoMeTMPOBaHbI UK Nofb3oBaTerb
YBOJUICS U3 OpraHu3auuu (B 3TOM criyyae Kinioun HeobxoanmMo apxmBupoBaTh);

- BOCCTAHOBIEHNSA KNIOYEN, KOTOPbIE BbINM yTEPSAHBI NN MCNOPYEHbI, AN
paccekpeymBaHns 3awmgpoBaHHON MHOpMaLNK;

- apXUBMPOBAHUSA KINKOYEN, HANPUMeEpP AN apXUBUPOBAHHOM UNU pe3epBHON
nHopmMmaumu;

- paspyLleHuns Krnoven;
- perucTpauuu u ayauta 4eNCTBUN, CBA3AHHbIX C YNpaBrieHNneM KIoyamu.

[ns yMeHbLUEeHUs BEPOSITHOCTU KOMNpPoMeTaLmMm Heobxoamnmo, YTobbl KIoYm
MMenu onpeaeneHHble AaTbl aKTUBU3aALUN U Ae3akTUBaLun, YTobbl MX MOXHO ObIno
Obl MCMONb30BaTh B TEYEHME OFPaHMYEHHOTO Nepuoaa BpeMEHU, KOTOPbIA 3aBUCUT OT
06CTOATENLCTB UCMOMb30BaHNUS KPUNTOrpadUYecknx cpeacTs, KOHTPOSS U OT CTEMNEHU
pycKa pacKkpblTUS MHOPMaLMK.

MoxxeT noTpeboBaTbCcsa Hanuuue npoueayp ob6paboTkun rpUaMYECKNX 3anpocos,
KacarLmxcsa gocTyna K Kpuntorpadnyeckum Krnovam, Hanpumep, Ytobbl
3awmdpoBaHHada MHopmaunsa ctana gOCTYNHOM B He3alwwundpoBaHHOW hopme gna
[oKas3aTenbCTB B cyae.

B nononHeHue k Bonpocy 6e30nacHOCTM ynpaBrieHns CEKPETHbIMU U NINYHBIMU
KntovYamm HeobxooMmMo yumTbiBaTb HEOHXOANMOCTbL obecneyeHns 3alnTbl OTKPbITbIX
kntoyen. CyuwecTByeT yrposa nogaensiBaHns LMGpoBon NogNUCHU U 3amMeHbl
OTKPbITOrO Kftoya nosib3oBaTtesis cBoMM. OTa npobrnema pelaeTcsi C NOMOLLbIO
cepTudmkaTa oTKpbITbIX Kntoyen. CepTudmkaTsl HEOOXOANMO N3rOTOBMAATL TakKUM
cnocobom, KOTOpbI OQHO3HAYHO CBsA3biBas Obl MHOPMaUMIO, OTHOCALLYHOCA K
BnagesibLy napbl OTKPbITOro/CEKPEeTHOro KIto4Yen, ¢ OTKPbITbIM KrntodoM. MoaTomy
BaXKHO, 4TOObLI Npoueccy ynpasneHus, B paMkax KoToporo hopMUpPYHOTCH 3TU
cepTudurKaTbl, MOXHO ObINO A0BEPSATb. ATOT NpoLecc 0ObIYHO BbIMOMHAETCA OpraHoMm
cepTudmKauum, KOTOpbIN AOSKEH ObiTb MPU3HAHHOW OpraHM3auunen,
PYKOBOACTBYHOLLENCS COOTBETCTBYOLWMMN NpaBuiamMm n npouegypamm
MHdOpMaLMOHHOM 6e3onacHoCcTu ansa obecneveHns Tpebyemon cTeneHn JOBEPUS K
Hemy.



Heobxoaumo, 4Tobbl cogepxaHune cornalleHuin ¢ BHELUHUMU NoCcTaBLLMKamMm
KpunTorpadunyecknx cpeacTs, HarnpuMmep ¢ opraHom cepTudukaunm, BKNoYano
TpeboBaHWs MO OTBETCTBEHHOCTU, HAAEXHOCTUN CPeACTB U BPEMEHN pearnpoBaHns Ha
3anpocsbl Mo nx npepocrasnenuio (4.2.2).

10.4 Be3onacHOCTb CUCTEMHbIX pannoB

Llenb: obecneyeHme mogepHM3aumm MHOOPMaLMOHHBIX CUCTEM N OENCTBUIA MO NX
nogaepxke 6e3onacHbIM CNocodoMm.

B npouecce akcnnyatauuun 6usHec-npunoxeHmim Heob6xoanmMo KOHTPONMpoBaTh
OOCTYM K CUCTEMHbIM hbannam.

Monb3oBaTenu unu paspaboTymKmn, KOTOPLIM NPUHAANEXUT NPUKNagHas cuctema
Uy NporpaMmmHoe obecneyeHne, AOMKHbI ObITb OTBETCTBEHHLIMM 3a LIENIOCTHOCTb
CUCTEMbI.

10.4.1 KoHTponb nporpammMHOro obecneyeHusi, HaxoasiLWerocs B
NPOMBbILLNIEHHOWN 3KcnyaTauum

Heobxoanmo obecnevnBaTb KOHTPOMb 3a MNPOLIECCOM BHEAPEHMSI MPOrpamMMHOro
obecneyveHns B NPOMBbILLSIEHHYO 3KcnnyaTaumto. YTobbl CBECTU K MUHUMYMY PUCK
NoBpeXaeHUs1 CUCTEM, HAXOASALLMXCS B MPOMBbILLIEHHOW 3KCnyaTauuu,
uenecoobpasHo MCNoNb30BaTh CreayLmne MeponpuaTna no obecneyeHunto
nHdopMaLmMoHHON 6e3onacHoCTH:

- o6HOBMEHME BNBIMOTEK NporpamMmm crieayeT BbINONHATb TONbKO HAa3HAYEHHOMY
crneumanucTty - GubnmoTekapto Npu COOTBETCTBYHOLLEN aBTOPM3aLMM €70
obasaHHocTen pykosoacTeom (10.4.3);

- N0 BO3MOXHOCTU, CUCTEMBbI, HaxogALWmnecq B I'IpOMbILLIJ'IGHHOI7I 3KCnnyaTtauum,
OOJKHbI COCTOATb TOJ1bKO U3 UCTOJTHUMbIX MPOrpamMmMHbIX KOOOB;

- UCMOSTHSIEMYIO NMporpammy He criefyeT BHEAPSTb B MPOMbILLSIEHHYHO
aKcnnyaTauuo o Tex nop, noka He nony4deHbl NOATBEPXKAEHMS €€ YCMNELHOro
TECTUPOBAHUS U NPUHATUS NONb30BaTENsIMU, a Takke He OOHOBIEHbI
COOTBETCTBYHLLME BGUBNMOTEKN UCXOAHBIX TEKCTOB MPOrpamm;

- HeobxoanMo, 4YTOObI XXypHan ayauta peructpmpoBasn Bce o6HoBeHna 6ubnmoTtek
nporpamMmm, Haxo4sLWMXCA B NPOMBbILLNIEHHOW 3KCNIyaTauuu;

- NpeablayLuimMe Bepcum NporpaMMHoro obecrneyeHns cnegyeTt CoXpaHsaTb Ans
BOCCTaHOBIEHMS CUCTEMbI B CryYyae HenpeaBuaeHHbIX 0B6CTOSATENLCTB.

Heobxognmo, 4tobbl nporpammHoe obecneveHne, ncnonb3yemoe B
NPOMbILLSIEHHOW 3KCNnyaTaumm, Nnoaaepkneanocb Ha ypoBHe, 3a4aHHOM
paspaboTynkom. MNpu nobBoM peLeHnn NpoBecT 0O6HOBMEHNE A0 YPOBHSA HOBOW
Bepcun cnegyet NpuHMMaTb BO BHMMaHMe 6e30nacHOCTb JaHHOW BEPCUN: Kakne
HOBble (PYHKLMOHaNbHbIE BO3MOXHOCTN obecneveHns nHpopmaLMoHHOM
6e30nacHOCTM OHa MMEET NN UMEKDTCS NN cepbe3Hble Npobnembl obecneveHns
Be3onacHoCTH, cBA3aHHbIE C 3TON Bepcuen. LlenecoobpasHo ncnonb3oBaTtb
nporpamMmmMHble Mogudumkauum (Natym), €CrM OHN MOTYT 3aKpPbITb UM CHU3UTb YIPO3bl



©e30nacHOCTMW.

®dursnyeckm nNn NOrnmYecKnin JOCTyN NpegocTaBnsaeTcs NocTaBLUMKaMm
(paspaboTumkam), N0 mepe HeoBXo4MMOCTHU, TONLKO ANs NOAAEPXKKN NPOrpaMMHOro
obecneyveHns Npy HaNU4YUKU paspelleHns pykosoacTea. Npn aTom gencTeng
nocTaBLLMKa (pa3paboTymka) 4OSMKHbI KOHTPONMPOBATLCS.

10.4.2 3awmTa TecToBbIX AaHHbIX

[aHHble TeCcTMpOBaHMs cnegyeT 3awuwaTb U KOHTpoNupoBaTb. Ona
OCYLLECTBMEHNS CUCTEMHOIO U MPUEMOYHOIO TECTUPOBaHNA TpebyroTcs
CyLecTBEeHHble 00 beMbl TECTOBbIX AaHHbIX, KOTOPbIE MakCUMMarbHO NPUONMKEHbI K
onepaumoHHbIM AaHHbIM. CriegyeTt nsderatb CNonb3oBaHMAa 6a3 AaHHbIX,
HaXOASALWMXCA B NPOMBbILLIIEHHOW 3KCMyaTaumm n CoaepKaLnx NNYHyo
nHgopmaumto. Ecnn Takaa nHpopmaumus TpebyeTcs ans TeCTUpoBaHus, TO nepea
Mcnonb3oBaHWEM crneayeT yaanuTb NUYHy0 MHdopMauuio (genepcoHnguumnposaTb
ee). [ins 3awnTbl onepaumoHHbIX AaHHbIX, KOr4a OHM UCNOMb3YKTCA ANS Lenen
TeCTUPOBaAHUSA, HEOBXOAMMO NPUMEHATL CreayoLmne MeponpusaTs no obecneveHmto
nHdopMaLmMoHHON B6e3onacHoCTH:

- npoueaypbl KOHTPOJIA A0CTYyNna, NpuMeHAeMble OIA NPUKNnagHbIX CUCTEM,
HaxodALNnXcAd B I'IpOMbILIJJ'IGHHOVI aKcnnyatauun, crnenyeT Takke NpuMeHATb U K
npuKNagHbIM CUCTEMAaM B cpeae TECTUPOBaAHUA,

- MPU KaXxgoM KonmpoBaHUKU onepauuoHHON nHdopmaummn ansa npuknagHon
CUCTEMbl TECTMPOBAHUA NpeaycMaTpuBaTbh aBTOpU3aLmio 3TUX OENCTBUN;

- ocne Toro, Kak TeCTUpOBaHWe 3aBepLUEHO, ONepPaLMOHHY0 MHOPMALIMIO
crnenyeT HeMeAleHHO yaanuTb U3 NPUKNagHo CUCTEMbI cpeabl TECTUPOBaHUS;

- KONMPOBaHME N UCMONb30BaHUE onepaLnoHHON NHdopMaLnM HeobxoaMMo
pernctTpupoBaThb B XypHarne ayauTa.

10.4.3 KoHTponb goctyna K 6uMbnnotekam MCXO4HbIX TEKCTOB NMporpamMmm

NS CHMXEeHUS pUcKa NCKaXXeHUs KOMMNbIOTEPHBIX NPorpaMM Heob6xoaMMo
obecneuynmBaTtb CTPOrMin KOHTPOIb AOCTYyNa K 6GubnnoTekam NCXoOHbIX TEKCTOB
nporpamm, asisi 4ero:

- N0 BO3MOXHOCTU, UCXOAHbIE BUBNMOTEKN NporpaMm creayeT XpaHUTb OTAENbHO
OT BU3HEC-NPUNOXEHWU, HAXOAALMXCS B NPOMbILLNEHHOW SKCNNyaTaLuu;

- Ha3Ha4aTb crneynanncTa - 6|/|6n|/|0TeKap9| nporpamMmm and Kaxgoro OusHec-
NPUINOXEHUA,

- nepcoHany noaaepXkn NHPoOPMaLMOHHbIX TEXHOMOIMIN He cnenyeT
NpenocTaBnsTb HEOrPaHWYEHHbI AOCTYN K UCXOAHbIM BUBnnoTekam nporpamm;

- NporpamMmmsbl, Haxogdawmnecs B npouecce pa3pa60TK|/| nnn Tekywero
O6CJ'Iy)KVIBaHVIFI, He cnenyeT XpaHnTb B onbnuoTtekax ¢ NCXoaHbIMU TEKCTaMMU
nporpamMmm, HaxoasaLnxca B I'IpOMbILLIJ'IGHHOI7I AKCnnyartauunum;



- obHOBNEHMe BbnbnnoTek n obecnevyeHne NPOrpaMMmMCTOB UCXOOHBIMU TEKCTaMU
cnefyeT OCYLECTBIATb TONMbKO Ha3HA4YeHHOMY cneumanucty - bubnuoTtekapto nocne
aBTOpPM3aLMK, NONYYEHHON OT MeHeKepa, OTBEYatoLLEero 3a noaaepKKy KOHKPETHOro
BGM3HEC-NPUNOXEHNS;

- IMCTUHIM NporpamMm criegyet xpaHuTb B 6e3onacHom mecTte (8.6.4);
- cnegyeT BECTU XXypHan ayauTa ans Bcex AOCTYNOB K UCXOAHbIM BubnuoTtekam;

- cTapble BepPCUN UCXOAHbIX TEKCTOB HEOBX0AMMO apXMBMPOBATb C ykazaHUeM
TOYHbIX AT U BPEMEHW, KOTAa OHU HaXOAWUUCH B NPOMbILLFIEHHONM 3KCMNnyaTauuu,
BMECTe CO BCeM NnporpaMMHbIM obecrniedeHreM noaaepkku, ynpasrneHus 3agaHusimu,
onpeaeneHnsMmn gaHHbIX U npoueaypamu;

- NOAAEPXKKY U KOMMpOBaHME NCXOA4HbIX OMbnunoTek cnegyeTt NpoBOAUTb NOA
CTPOrMM KOHTPOMEM C Liefibio NpeaoTBpaLLeHnsi BHECEHNSA HEABTOPU30BAHHbIX
nameHeHun (10.4.1).

10.5 Be3onacHOCTb B npoueccax pa3paboTkm U noanepKKu

Llenb: nogaepxaHme 6e30nacHOCTM NpUKNagHbIX CUCTEM U MHbOpMaLUN.

MeHeLI,)Kepbl, OTBETCTBEHHbIE 3a MNPUKNagHble CUCTEMBbI, OOJTXHbI ObITb
OTBETCTBEHHbIMU 1 3a 6e30NacHOCTb cpenbl NMPOEKTUPOBaHNA U NOOOEPXKKA. OHu
OOJTXHbI NPOBOAOUTb aHAlMN3 BCeX npensyioXKeHHbIX N3MEHEHU CUCTEMbI U UCKITIOYaTb
BO3MOXHOCTb KOMIMpomMeTauunnm ©e30nacHOCTM KaK CUCTEMBbI, TakK U cpenbl
I'IpOMbIUJJ'IGHHOI?I aKcnnyartauun.

10.5.1 MNMpoueaypbl KOHTPOSA USMEHEHUN

YUToObl CBECTM K MUHUMYMY NOBPEXOEHUS MHAPOPMALIMOHHBIX CUCTEM, credyeT
CTPOro KOHTPONMpPOBaTb BHEAPEHNE N3MEHEHUN - CTPOrO NPUAEPKNBATLCSA
dopmann3oBaHHbIX npouenyp obecnevyeHns NHPoOpMaLMoHHOM 6e3onacHoCTy;
OCYLLECTBNATb KOHTPOSb 3a BO3MOXXHOW KOMMpOMETaumnen cammx npoueayp;
nporpammMmcTamM, oTBeYarLWmMm 3a NoAAEPKKY, MPeA0CTaBNATb 4OCTYN TOMbKO K TeM
YacTaM CUCTEMbI, KOTOpble HeEOBXoaMMbl Ansa ux paboTbl; obecneynBaTtb
dopmanuaaumo n ogobpeHne CooTBETCTBYIOLWNM PYKOBOACTBOM BCEX M3MEHEHUMN.
M3meHeHuns B npuknagHoOM nNporpaMmMHOM obecrnevyeHnmn MoryT NoBnusTb Ha
MHOPMALMOHHY0 6e30MacHOCTb UCNOoNb3yeMblX BU3HeC-NpuoXxeHun. Tam, rae aTo
BO3MOXHO, criegyeT o0beanHATb Mepbl N0 ob6ecnevYeHnto MHPOPMaLMOHHOM
6e30nacHOCTM UCMNONb3yeMbIX BU3HEC-MPUNOXEHUI N NBMEHEHUI B NMPUKNAaHbIX
nporpammax (3.1.2). Heobxoanmo, 4Tobbl 3TOT Npouecc BKAYar:

- obecneyeHne NPOTOKONMPOBaAHUS COrNacoBaHHbIX YPOBHEN aBTOPM3aLNK;

- obecneyeHne YBEPEHHOCTU B TOM, 4YTO 3anpocCbl HaA USAMEHEHUNA NCXOOAT OT
aBTOPN30OBaAHHbLIX COOTBETCTBYHOLLM 06pa30M nonb3oBaTenen;

- aHann3 mep MHMopMaLUnoHHOM Be3onacHOCTK 1 npouenyp, obecneymBaroLLmnX
LeNTOCTHOCTb MCMOSb3yeMbIX CUCTEM;



- naeHTUdrKaLun Bcero NnporpaMmHoro obecneyveHus, MHgopmauumn, o6 bLEKTOB,
6a3 AaHHbIX U annapaTHbIX CPEACTB, TPEOYIOLWNX N3MEHEHWNIA;

- nonyyeHme opmanm3oBaHHOro oaobpeHnsa aetanbHbIX 3anpocoB/MpeanoXeHumn
Ha n3MeHeHus nepeq Ha4anom paboTbl;

- pa3peLlleHne BHECEHUSI UBMEHEHUI B NpUKIaAHble NporpaMmbl aBTOPU30BaAHHbIM
nonb3oBaTenem A0 UX HEMNOCPEACTBEHHONM peanu3auuu;

- OCYLLIECTBIEHMNE NpoLiecca BHeAPEHUS U3MEHEHWI B NpUKNagHble nporpamMMbl ¢
MUHMManbHbIMK OTpULATENbHBIMM NOCNeaCcTBUSIMU ANst BU3Heca;

- obecneyeHne 0GHOBNEHNS KOMMMEKTA CUCTEMHOM JOKYMEHTauumn nocrne
3aBEepLUEHUS KAXO0ro U3MEHEHUSI U apXUBUPOBAHME UNWN yTUNN3aLMs CTapo
AOKYMeHTauuu;

- NoAAepPKKy KOHTPONsi Bepcuit Ansi Bcex 06HOBMEHMIA NporpaMMHOro
obecnevyeHus;

- perucTpaumio B XXypHanax ayauMTa BceX 3arnpoCcoB Ha U3MEHEHNE;

- KOpPEKLMI0 KCnnyaTaunoHHon JokymeHTaumm (8.1.1) n nonb3oBaTenbCKUX
npoueayp B COOTBETCTBMM C BHECEHHLIMU U3MEHEHUAMM;

- OCYLLECTBIEHNe NpoLiecca BHEAPEHNS U3MEHEHWI B cornacoBaHHoe Bpems 6es
HapyLLeHNs 3aTparMBaeMbix GU3HEC-NPOLECCOB.

Bo MHOrnx opraHmsaumsax ucnonb3yeTcs cpena, B KOTOPOKW Nonb3oBaTenu
TECTUPYIOT HOBOE NporpammMmHoe obecrneyeHne 1 KoTopas otaerneHa ot cpeabl
pa3paboTkn 1 cpeabl NPOMbILLNIEHHOW akcnnyaTaumun. Npu aTom obecneynBaeTcs
BO3MOXHOCTb KOHTPOSSA HOBOro NporpaMMHOro obecneyeHns n JONOSIHUTENbHAS
3alunTa onepaumMoHHON MHOPMaLMK, UCNONb3yeMON B NpoLiecce TECTUPOBAHUA.

10.5.2 TexHU4YECKU aHANN3 U3MEHEeHUN B onepaLuoHHbIX CUcTeMax

Mepuoanyeckn BO3HUKAET HEOBXOOMMOCTb BHECTU U3MEHEHMUS B ONEPaLMOHHbIE
CUCTEMbI, HaNpUMep, YCTaHOBUTb NOCNEAHIO NoaaepKMBaeMyo BEPCUio
nporpammMHoro obecnevyeHus. B aTux cnyvyasax Heob6xogmMmo NpoBECTM aHaNn3 u
NpoOTEeCTUPOBAaTh NPUKNaAHbIE CUCTEMBI C Lenblo obecneyeHnss yBepeHHOCTUN B TOM,
4YTO HE OKa3blBaETCHA HMKAKOro HebnaronpmMsiTHOro BO3AENCTBUA HA UX
dyHKUMOHMpOBaHMe 1 BesonacHocTb. HeobxoamMmo, 4Tobbl 9TOT NpoLece y4uTbiBan:

- aHanu3 cpeacTB KOHTPOMsS GU3HEC-NPUMNOXEHUI 1 Npoueayp LeNoCTHOCTH, YTobbI
obecneynBaTtb yBEPEHHOCTb B TOM, YTO OHU He ObINIM CKOMNPOMETUPOBAHbI
N3MEHEHUSIMU B OMNepPaLOHHON CUCTEME;

- obecrneyeHne yBEpPEHHOCTM B TOM, YTO EXXEroAHbI NnaH noadepXkn n broaxeT
npeaycMmaTpuBaeT aHanu3 u TeCTUpoBaHWE CUCTEM, KOTOpPble He0BX0ANMO
OCYLLECTBNSATb NPU U3MEHEHMUSIX B ONEepaLOHHOM CUCTEME;

- obecneyeHne CBOEBPEMEHHOIO NOCTYynNeHnA yBe,D,OMJ'IeHI/Iﬁ 006 n3MeHeHusx B
OI'IepaLWIOHHOI7I cuncrtemMme A BO3MOXHOCTU nNpoBedeHNA COOTBETCTBYHOLLEIO aHarnmaa



NX BNUAHUS HA MHOPMaLMOHHY0 6e3onacHOCTb Nepen yCTaHOBKOWN M3MEHEHWUI B
ornepaunoHHYO CUCTEMY;

- KOHTPOSNb JOKYMEHTUPOBAHUSA COOTBETCTBYIOLINX N3MEHEHUI B NiiaHax
obecneyeHna HenpepbIBHOCTM BusHeca (pasgen 11).

10.5.3 OrpaHu4yeHns Ha BHeCeHue U3MEeHeHUMN B NnakeTbl NporpamMmm

Mogudumkaumin nakeToB nporpamMmm cnegyet nsberatb. HackoNbKO 3TO BO3MOXHO U
AO0MyCTUMO C NPaKTUYECKOW TOYKM 3peHUsi, MoCTaBnsaeMble NOCTaBLLMKOM NakeTbl
nporpamm criegyeT ucnonb3oBaTtb 6€3 BHECEHUSA N3MEHEHUI. TaMm, rae BCce-Takm
Heo6XxoAMMO BHOCUTb M3MEHEHMS B NakeT NporpamMm, cnegyeTt yunTbiBaTh:

- PUCK KOMMpoMeTaLun BCTPOEHHbIX CPeaCTB KOHTPOIS M npouecca obecneyeHus
LIeNoCTHOCTH;

- He0BXO0ANMOCTb nostydeHusa corjiacund nocrtaBLlUUKa;

- BO3MOXXHOCTb MOJy4YeHust TpebGyemblX U3MEHEHWI OT NoCcTaBLLMKa B BUAE
CTaHAapTHOro OGHOBIEHNS NPOrPaMM;

- He0BXOAMMOCTb pa3paboTKM AONONMHUTENBHBIX Mep NoAAEPXKKA NPOrpamMMHOro
obecrneyeHunsi, ecnun opraHm3aums B pesyrbTaTte BHECEHHbIX U3BMEHEHUIA CTaHeT
OTBETCTBEHHOW 3a Oyaylllee CONpoBOXAEHNE NPOrpaMMHOro obecneyeHusl.

B cnyyae cywecTBEeHHbIX UIBMEHEHUIN OpUrMHanbHOE NporpaMmmMHoe obecneyeHme
cnefyeT COXpaHATb, a U3MEHEHUs criedyeT BHOCUTb B YETKO NOEHTUULMPOBAHHYIO
konuto. Bce nameHeHms He06XoAMMO NOSTHOCTbLIO TECTMPOBATb U LOKYMEHTMPOBAaTb
Taknm obpasom, 4ToObl NX MOXKHO ObINI0O NOBTOPHO UCMONb30BaTb, NpU
HeobxoanmocTu, ana 6yayLmnx o6HOBNEHUI NPOrpaMMHOro obecneyeHms.

10.5.4 CKpbITble KaHanbl YTe4YKN AaHHbIX U "TPOSAHCKME" nporpamMmbl

PackpbiTne nHgopmauumn Yyepes CKpbiTble KaHarbl MOXeET NPOUCXOAUTb
KOCBEHHbIMUW 1 HEaBTOPM30BaHHbLIMK criocobamu. ATOT NpoLecc MoXeT BbITb
pe3ynbTaTOM akTMBaLUN M3MEHEHNA NapaMeTPOB A0CTYMNa Kak K 3aMLeHHbIM, TaK U
K He3aLWMLLEHHbIM 3rieMeHTaM MHAPOPMAaLMOHHON CUCTEMbI, UM NOCPEeaCTBOM
BJTIOXXEHNSA MHPOPMAaLMK B NOTOK AaHHbIX. "TpOAHCKMe" nporpamMmmbl NpeaHa3HavYeHbl
Ans Toro, 4Tobbl BO34ENCTBOBATbL HA CUCTEMY HEABTOPM30OBAHHBLIM N HE3aMETHbIM
cnocobom, Npu aTOM JaHHOe BO3AENCTBME OCYLLECTBNAETCA Kak Ha nonyyatens
AaHHbIX, TaK 1 Ha nonb3oBaTens nporpaMmmbl. CKpbITble KaHarmbl yTeYkn 1 "TpositHCcKne"
nporpaMmmbl peKo BO3HUKAIOT CriydanHo. Tam, rge CKpbliTble KaHanbl Unu "TposiHckue"
nporpamMmmbl ABNAKTCA Npobnemon, Heob6Xxo4MMO NMPUMEHSATL criegyoLne
MeponpuaTMs No obecneyeHnto HPOpPMaLMOHHOM 6e3onacHoCTH:

- 3aKynKy NporpaMmmHoro obecneyeHnst OCyLLEecTBNATb TOMbKO Y JOBEPEHHOIO
NCTOYHUKA;

- MO BO3MOXHOCTW 3aKynaTb NporpaMMbl B BUAE UCXOOHbIX TEKCTOB C LIENbI UX
NPOBEpPKY;

- UCMONb30BaTb NporpaMMHoe obecrneyeHne, NpoLleLlee OLeHKy Ha



cooTBeTCcTBUE TpeboBaHNAM MHOPMaUNOHHON 6e3onacHOCTY;

- OCYLLECTBNATb NPOBEPKY UCXOAHbLIX TEKCTOB NPOrpaMm nepea nx
3KcCnryaTaunoHHbIM NPUMEHEHUNEM;

- OCYLLECTBSIATb KOHTPOSIb A0CTYNa K YCTAHOBNEHHbIM NporpaMmMmamM u nx
Moandunkauusam;

- hCnoJib3oBaHne NnpoBepeHHbIX COTPYOAHMUKOB A5A pa6OTbI C KInro4eBbIMUA
CUCTEMaMMN.

10.5.5 Pa3paboTka nporpamMmmMHOro o6ecne4yeHusi ¢ NpuBNe4YeHNEeM CTOPOHHUX
opraHumsauum

B cnyvasx, korga ans paspaboTkn nporpaMMHoOro obecnevyeHust npmBrekaeTcs
CTOPOHHASA OpraHnsaumns, HeobxoaMmMo NPUMEHSTb cnegyowmne mepbl obecnedyeHuns
nHdopMaumMoHHON 6e3onacHoCTH:

- KOHTPOJb HANUYMA NULIEH3MOHHbIX COrnalleHnn 1 onpegeneHHoOCTM B Bonpocax
CcOBCTBEHHOCTM Ha NporpaMmMbl U COBNIOAEHNS NPaB MHTENNEKTYyarnbHOW
cobcTBeHHOCTH (12.1.2);

- cepTudmkaLmio kayecTsa U NPaBUIIbHOCTYM BbINOSIHEHHbIX PadoT;

- 3aKnyeHune "escrow" cornalleHus, npegycmatpusarowmx enoHMpoBaHue
MCXOLHOro TeKCTa Ha cryyYan HEBO3MOXHOCTU TPETbEN CTOPOHbI BbINOMHATL CBOU
obAa3aTenbLCcTBa;

- obecneyeHme npaB 4OCTynNa Ans ayauTa C Lenbio NPOoBEepKN KayecTBa U TOYHOCTM
BbINOSIHEHHON paboThI;

- LOKYMEHTUpoBaHne TpeboBaHU K Ka4eCTBY NporpamMmm B OroBOPHON OOpPME;

- TECTMpPOBaHMe nepea yCTaHOBKOW NporpamMmm Ha npegMmeT obHapyXeHns
"TpostHCKOro KoHA".

11 YnpaBneHue HenpepbIBHOCTLIO OU3Heca
11.1 Bonpochl ynpaBneHusi HenpepbIBHOCTLIO OU3Heca

Llenb: npoTuBoaencTBme npepbiBaHMAM OusHeca 1 3aluTa KpUTu4eckux bmusHec-
NPOLIECCOB OT NOCNEeACTBUIN NPU 3HAYUTENbHbIX CO0AX UNK 6eacTBUSIX.

Heobxognmo obecnevnBaTb ynpaBneHne HeNnpepbIBHOCTLIO Bu3Heca ¢ uenbto
MUHMMWU3aUMK OTpULATENbHBIX NOCNEACTBUIA, BbI3BaHHbIX 6e4CTBUSMN 1
HapyLUeHnAMN 6e30nacHOCTM (KOTopble MOTYT ObiTb Pe3yfibTaTOM NMPUPOLHbIX
GeacTBUn, HECYACTHBIX CnyYaes, 0TKa3oB 060pyaoBaHNA 1 NpegHaMePEHHbIX
OencTBui), 40 NPUEMMEMOro YPOBHS C NOMOLLbIO KOMBUHUPOBAHNSA
NpounnakTUYECKnX N BOCCTaHOBUTENMbHbLIX MEPONPUATUI NO YNPaBEHNIO
NHdOPMaLMOHHON 6e30MacHOCTbIO.



MocnepcTteusa ot 6e4CTBUI, HApyLLUEHN 6e30NacHOCTN U OTKA30B B 0OCY>KMBaHUN
Heobxoaumo aHanuanpoBaTb. Heobxoanmo paspabaTbiBaTh M BHEAPATb NaHbl
obecneyeHnsa HenpepbIBHOCTU BuU3Heca C Lenb BOCCTaHOBMNEHUS BM3HeC-NpoLeccoB
B TeyeHue Tpebyemoro BpemMeHu npu nx HapyleHmn. Takme nnaHbl cnegyet
noaaepXmBaTtb U NPUMEHATb Ha NPaKTUKE, YTOObI OHM CTanM COCTaBHOM YacTb BCEX
NpOLECCOB yNpaBrieHMs.

Heobxoanmo, 4To6bl ynpaBrneHne HenpepbIBHOCTbIO BM3Heca BKo4ano
MeponpusaTMSA No ynpasreHno MHPOPMaLMOHHON 6e30NacHOCTbLI0 AN
NoeHTMdUKaLMM N YMEHbLUEHNS PUCKOB, OrpaHNYeHnst NOCNeaCTBUN
paspyLMTEnbHbIX MHUNOEHTOB U 06ecneyeHns CBOEBPEMEHHOIO BO30OHOBNEHUS
Hanbonee cyLiecTBEHHbIX BM3HEeC-onepauni.

11.1.1 MNMpouecc ynpaBneHus HenpepbIBHOCTbLIO OU3Heca

Heobxoanmo, 4Tobbl cyLlecTBoOBan ynpaBnsieMblii NpoLecc pasButms u
noaaepXaHus HenpepbIBHOCTU OM3Heca AN Bcel opraHm3aumn. ToT nNpoLecc
AormkKeH 06beaAnHATL KNOYeBble 31EMEHTbI yNpaBneHns HENpepbIBHOCTLIO GuaHeca:

- MOHUMaHNE PUCKOB, C KOTOPbIMU CTaNKMBAETCHA OpraHn3auus, C TOUYKU 3pEeHNs
BEPOATHOCTU BO3HMKHOBEHUS M NOCMNEACTBUIA, BKNOYasa aeHTMdMKaLMIO 1
onpeaeneHne NpMopuTeToB KPUTUYECKNX BU3HEC-NPOLIECCOB;

- MOHMMaHMe BO3MOXHbIX NOCNEACTBUIA HapyLLleHns GU3Hec-NpoLEeccoB B crnyyae
He3HaYMTENbHbIX UNN CYLLECTBEHHbIX MHLMOEHTOB, NOTEHUMANBHO YrpoXKatoLmnx
XN3HeOeaTenbHOCTN opraHn3aumm, a Takke Bolbopa cpeacTs n cnocoboB 06paboTkm
MHopMaumn, KOTopble COOTBETCTBOBANM Obl LilensiM Ou3Heca;

- OpraHmM3aLmio oNTMMarnbHOro CTpaxoBaHUs pesyrbTaToB 06paboTku
MHopMaLMn, KOTOPOE OOIMKHO ObITb YacTbio NpoLecca obecneyeHns
HenpepbIBHOCTU BU3Heca;

- d)opmynmpOBaHme N OOKYMEHTUpOBaHME CcTpaTternn HeENnpepbiBHOCTU OunsHeca B
COOTBETCTBUM C COrNMacoBaHHbIMN OU3HEC-LIENSAMU K npunopuTeTamMmum,

- hbopmMynupoBaHne U AOKYMEHTMPOBAHME NnaHoB obecnevyeHnsa HeNnpepbIBHOCTHU
Ou3Heca B COOTBETCTBUWN C COrfacoBaHHOW CTpaTernen;

- perynsipHoe TecTMpoBaHue 1 OGHOBMEHME NNAHOB Pa3BUTUS MHDOPMaLMOHHbIX
TEeXHOMOrMI 1 CyLLECTBYHLLNX NPOLIECCOB;

- obecneyeHne opraHN4yHOro BKIMOYEHUSA B MPOLECCHI U CTPYKTYPY OpraHu3auum
NnaHoB ynpaBneHns HeNpepbIBHOCTbIO GuaHeca. OTBETCTBEHHOCTb 3@ KOOPANHALMNIO
npoLecca ynpaBleHnsa HenpepbIBHOCTLIO OM3Heca cnegyeT Bo3naraTb Ha OpraH,
obnapgatowmim COOTBETCTBYHOLLMMMN NOSTHOMOYNAMWN B OpraHM3aumm, Hanpumep Ha
ynpaBnsitoLWnin CoOBET NO MHPopMaLMoHHoN 6e3onacHocTh (4.1.1).

11.1.2 HenpepbIBHOCTb OM3Heca u aHanus nocneancTBUmn
Heobxognmo, 4tobbl NaHnpoBaHMe HENPEPbLIBHOCTM Bu3Heca Ha4yMHanoch ¢

naeHTndukaumm cobbITUiM, KOTOpble MOryT ObiTb MPUYMHON NpepbiBaHNSA BU3HeC-
npoLeccoB, Hanpumep oTka3 obopyaoBaHus, HaBoAHEHNE Unu noxap. NnaHupoBaHmne



JOIMKHO COMPOBOXAAaTbCSA OLIEHKON PUCKOB C Liefbto onpeaeneHns nocneacTtsmm aTnx
npepbiBaHWi (Kak C TOYKM 3peHnsa MmacTaba noBpexaeHud, Tak n nepunoga
BOCCTaHoBMeHus1). OueHKy pMCKOB HEOOXOANMO OCYLLECTBATL NpuU
HenocpeaCTBEHHOM y4acTum BrnagenbueB 6M3HEC-pecypcoB U Yy4aCTHUKOB BusHec-
npoueccoB. OueHka pucka A0SKHA pacnpoCTPaHATbLCA Ha Bce OM3HeC-NpoLecchl U He
OorpaHn4YnBaTbLCS TONbKO cpeacTBaMn 06paboTkm MHdopMaLmn.

B 3aBUCMMOCTM OT pe3ynbTaToB OLEHKM PUCKOB Heobxoamnmo paspaboTaTb
cTpaTervio Ans onpegeneHuns obuero nogxoaa k obecneyeHmnto HenpepbiBHOCTH
6usHeca. Pa3paboTaHHbIN NnaH gomkeH BbiTb yTBEPXAEH PyKOBOACTBOM
opraHm3auuu.

11.1.3 Pa3paboTka n BHegpeHue nnaHoB obecnevyeHns HeNnpepbIBHOCTH
Oun3Heca

CnepnyeT paspabatbiBaTb NnaHbl N0 NOAAEPXKKE UM BOCCTAHOBEHUIO BU3Hec-
onepauun B Tpebyemble nepnogbl BpeMeHM Nocre npepbiBaH1s UM oTkasa
KpuTuyecknx busHec-npoueccoB. Heobxoanmo, 4tobbl nnaH obecneyeHns
HenpepbIBHOCTN BM3Heca npegycMaTpuBan criegytowme MeponpusTms no
obecneyeHnto MHHOOpMaLNOHHOM 6e30MacHOCTU:

- onpeaenexHune u cornacoBaHne Bcex 06s93aHHOCTEN OOMKHOCTHbIX ML U
npoueayp Ha criyyan YpesBblYanHbIX CUTYyaLUN;

- BHepeHune B criyyae YpesBblyaliHbiX CUTyaLuin npoueayp, obecneynBatoLwmnx
BO3MOXHOCTb BOCCTAHOBIIEHWUSI GU3HEC-NPOLIECCOB B TEYEHNE TpebyeMoro BpeMeHu.
Oco6oe BHMMaHWe cnenyeT yaensTb OLEeHKe 3aBUCMMOCTM GU3Heca OT BHELLUHUX
(haKTOPOB U CYLLIECTBYIOLLMX KOHTPAKTOB;

- AOKYMEHTUPOBAaHME COorfacoBaHHbIX NPOLEeAYp ¥ NPOLLECCOB;

- COOTBETCTBYHOLLEE 00yYEeHNe COTPYAHMKOB AENCTBUSIM MPU BO3HUKHOBEHUM
ypesBblyalHbIX CUTyaLUi, BKNKOYas KPU3UCHOE yrpaBreHune;

- TeCTUpoBaHMNE N obHoBMNEeHMe nnaHoB obecnevyeHunst HENpPepbIBHOCTH OunsHeca.

Heobxognmo, 4tobbl nriaH obecneyeHnst HenpepbIBHOCTU BuU3Heca
cooTBeTCcTBOBanN TpebyembiM Lenam busHeca, Hanpumep BOCCTAaHOBIIEHMUIO
onpeaeneHHbIX CEPBUCOB A1 KIMEHTOB 3a NpUeMseMbI NPOMEXYTOK BPEMEHN.
CnepyeTt yunTbiBaTh NOTPEOBHOCTM B HEOOBXOAMMbIX OM19 3TOr0 CEpPBUCA PECYPCOB,
BKtOYasi yKOMMNIEKTOBAHME NEPCOHanoM, anbTepHaTUBHbIMU pecypcamm Ans cpeacTts
06paboTkm nHOpMaLMK, a Takke Mepbl N0 NEPEXOAY Ha aBapUNHbBIN PeXnm paboTbl
AnNs 9TUX CPenCTB.

11.1.4 CtpykTypa nnaHoB ob6ecneyeHnsa HenpepbIBHOCTU OBU3Heca

CnepnyeT nogaepXxuBatb €4QUHYO CTPYKTYPY NnaHoB obecrneyeHns HenpepbiBHOCTU
GusHeca B Lensx obecneyeHns HENPOTMBOPEYNBOCTM BCEX NITAHOB M ONpeaeneHuns
NPMOPUTETOB AN TECTUPOBAHUA U 0OCNy>XMBaHUA CPeACTB U cucTeM 06paboTkm
nHdopmaumn. Heobxoanmmo, 4ToObl Kaxabii NnaH obecnevyeHns HenpPepbIBHOCTH
BGu3Heca 4YeTKO onpeaensn ycrnoBusa ero peanusaunmm, a Takke AOMKHOCTHbIX NnL,
OTBETCTBEHHbIX 3a BbIMOMHEHNE Ka)Xa0ro ero nyHkra. lNpu BbisIBIEHUN HOBbIX



TpeboBaHMn He06X0OMMO BHOCUTbL COOTBETCTBYIOLLIME KOPPEKTUPOBKM B Npoueaypbl
Ha crny4Yan YpesBblyaliHbIX CUTyaLUuii, HanpUMep B NnaHbl 3Bakyauum unum B nobble
CYLLIECTBYIOLLME MMaHbl NO Nepexoay Ha aBapuiHbIA pexumMm paboThbl.

Heobxognmo, 4tobbl B CTPYKTYpe nnaHoB obecnevyeHnsa HenpepbiBHOCTM BusHeca
npegycMaTtpmBanochb criegytoLlee:

- YCIOBUSI peanunsalummn nnaHoB, KOTopble onpeaensoT NopsaoK AeNCTBUA
AOJMPKHOCTHBIX NUL, KOTOPOMY HeobxoauMo cneaoBaTth (Kak oueHUBaTb CUTYaLMto, KTO
AOMKeH NpuHMMaThb yyacTtue, U T.4.) nepen BBeAeHNEM B AENCTBUE KaXKO0ro NyHKTa
nnaHa;

- Npouenypbl Ha criydan YypesBblHanHbIX CUTYaLUNUN, KOTOPble SOSMKHbI BbIThb
npeanpuHATLI NOCINE NHUMAEHTA, NoABEepraLLero onacHocTun 6usHec-onepaumm
n/vnmn 4YenoBeYeckyto Xn3Hb. Heobxoammo, YTobbl OHM BKNKOYaNM Takxke Mepbl Mo
ynpaBreHnto CBA3sIMM C 00LLLEeCTBEHHOCTbIO U 3¢hheKTMBHOE B3aMMOaEeNCTBME C
COOTBETCTBYOLUMMU FOCYAapCTBEHHBIMW OpraHamu, HanpumMmep ¢ MUNULMEN,
NnoXXapHOM OXpaHOW N MECTHbIMW OpraHamMmn BracTy;

- Npoueaypbl nepexoaa Ha aBapuUiiHbIA pexxum paboTbl, KOTOPbIe ONMUCbIBaOT
HeobxoauMble OEeNCTBUS MO NepeHoCy BaXHbIX BU3Hec-onepauunin unm cepBUCcoB-
NnoadepXkn B anbTepHaATUBHOE BPEMEHHOE MECTO pa3MeLLeHUst 1 No
BOCCTaHOBIEHMIO Bu3Hec-npoLeccoB B TpebyeMble nepnoabl BpeMeHMU;

- npouenypbl BO306HOBNEHNA paboTbl, KOTOPbIE ONUCLIBAOT HEOBXOANUMbIE
OEeNCTBMS ANS BO3BpALLEHNSA K HOPMANbHOMY peXxnmy BeaeHnsa busHeca;

- rpadhmk NoaaepKkM nnaHa, KoTopbI onpeaenseT CPOKN U MeToabl
TECTUPOBaHUS, a TakKe onncaHue npolecca NoAAePXKKW MnaHa;

- MEpPONPUATUA NO 00yYeHUI0 NepcoHarna, KoTopble HamnpassieHbl Ha NOHUMaHue
npoLeccoB obecneyeHns HenNnpepbIBHOCTN Bn3Heca CoTpyaHUKaMK, 1 NogaepaHune
NOCTOSIHHOW 3(O(PEKTUBHOCTU ITUX NPOLIECCOB;

- 0653aHHOCTN OOMKHOCTHBIX MWL, OTBETCTBEHHbIX 3@ BbINOMHEHNE KaXaoro
nyHkTa nnaHa. MNMpu HeobxoANMOCTU AOMKHbI ObITb YKa3aHbl anbTepHaTUBHbIE
OTBETCTBEHHbIE.

Heobxognmo, 4tobbl 3a Kaxabl NNaH oTBeYan KOHKPETHbIN PYKOBOAUTENb
(coTpyaHuK). YUpesBbivarHbie Mepbl, NNaHbl N0 Nepexony Ha aBapUNHbIA PEXUM
py4yHOM 06paboTKK, NnaHbl N0 BO30O6HOBMEHUIO paboThl creayeT BKIYaTh B cdepy
OTBETCTBEHHOCTM BNagenbLeB COOTBETCTBYIOLWMNX BM3HEC-PECYPCOB UNN Y4AaCTHUKOB
3aTparmBaeMsbIxX NpoueccoB. 3a Mepbl N0 Nnepexony Ha aBapuUnHbIA pexmm paboThbl C
NCNONb30BaHMEM anbTePHATMBHbBIX TEXHUYECKNX CPEACTB, TaKMX Kak cpeacTBa
06paboTkM MHPOPMaLMN U CBA3KN, OTBETCTBEHHOCTb HECYT NOCTAaBLLMKN YCAYT.

11.1.5 TecTupoBaHue, nogaepxKkKa n nepecMoTp NNaHOB No obecnevyeHUro
HenpepbIBHOCTU BU3Heca

11.1.5.1 TecTMpoBaHue nnaHoB

MnaHbl No obecneyeHnto HenpepbIBHOCTN Br3Heca MOryT okasaTbCs



HEeCOCTOATENbHbIMM NPU TECTUPOBAHMN MU3-3a HEMPABUIbHbIX NPEANOCHLINOK
pa3paboTkn, HeAOCMOTPY UK BCIEACTBUE U3MEHEHUI, CBA3AHHbIX C 3aMEHOM
obopynoBaHus unu nepcoHana. Noatomy nnaHbl HEOOXOANMO perynspHoO
TecTupoBaTb Ans obecnevyeHns yBepeHHOCTU B UX aKTyanbHOCTU U 3(P(PEKTUBHOCTN.
Takue TecTbl HeobXxoOANMbI TakXe Ansa odbecneyvyeHns 3HaHUSA CBOMX 0OsI3aHHOCTEN
BCEMM YrieHaMM KOMaH4bl BOCCTAHOBNEHUS U APYrMM NEPCOHANoM, UMEKLNM K
3TOMY OTHOLLEHME.

Heobxognmo, 4Tobbl B rpadmke TeCTMpOBaHMA niaHa no obecneyeHunio
HenpepbIBHOCTN BM3HECa yKa3blBarocCh, Kak U Koraa crneayet NpoBepsTb KaXKablN
NYHKT nnaHa. NepMoanYyHOCTb N MEeTOAbl TECTUPOBAHUSA OTAENbHbLIX NMYHKTOB MNiaHa
MOryT BbITb pasnuyHbiMK. [1pn 3TOM MOTyT UCNONb30BATLCA CreayLwme MeToabl:

- TectupoBaHue ("ummTauusa NporoHa") pasnuyHblx cueHapues (obcyxgeHne mep
MO BOCCTAHOBIEHWNIO BM3HECa Ha pasnnyHbIX NpYMepax npepbiBaHUm);

- MogenupoBaHue (0COBeHHO NS TPEHUPOBKM NepcoHara fno BbINOSTHEHUIO CBOUX
JyHKUMI Nocne nHunageHTa u nepexoaa K KpM3nCcHOMY yrpaBrneHuro);

- TECTMPOBaHME TEXHNUYECKOro BOCCTaHOBNEHMSA (0becneyeHne yBepeHHOCTHM B
3PP EeKTUBHOM BOCCTAHOBNEHUN NHAOPMALMOHHBLIX CUCTEM);

- NpoBepKa BOCCTAHOBMEHMSA B anbTepHaTUBHOM MecTe (busHec-npoLueccol
OCYLLECTBMATCA NapannesnibHO ¢ onepauusamMm nNo BOCCTAHOBIEHMIO B yAareHHOM
anbTepHaATMBHOM MeECTe);

- TeCTupoBaHune cpeancTts N CepBNCOB-NMOCTaBLLMKOB (o6ecnequ|/|e YBEPEHHOCTU B
TOM, YTO npeaocTtaBJyiEHHblE CTOPOHHNMW OpraHn3aunamMmmn cepBucChbl U NporpamMmmMHblIe
NPOAYKTbl yAOBNETBOPAKT KOHTPAKTHbLIM 0693aTeJ'IbCTBaM);

- "reHepanbHble peneTuymn” (TeCTMpoBaHue Toro, YTO OpraHu3auusl, nepcoHarn,
obopynoBaHue, cpeacTea U NpoLecchl MOryT CnpaBnATbLCS C NPEpPbIBAHUAMM).

MeToabl TECTUPOBAHMS MOTYT MCNOMb30BaTbLCSA N0OOM opraHmM3aumen n
HeobxoaAnMO, YTOBbLI OHM OTpaxanu cneunduky KOHKpeTHOro nnaHa no
BOCCT@HOBIIEHMNIO.

11.1.5.2 lNopaepxka n nepecmoTp nraHoB

lMnaHbl N0 obecnevyeHnto HenpepbIBHOCTM BudHeca Heob6xoaMMo noaaepKueaThb B
aKTyanbHOM COCTOSIHUM NYTEM NPOBEAEHMUS PETYNIAPHbIX NEPECMOTPOB 1 OOHOBNEHUI
C uenbto obecneyeHnss yBepPEHHOCTU B UX NOCTOAHHOM adpdekTmBHocTM (11.1.5.1). B
pamMKkax nporpammMbl pasBuTUst OpraHmsaunmn HeobxogMmo npegycMmaTpmBaTth
COOTBETCTBYHOLLME Npoueaypbl, obecneunBaroLLme HenpepbIBHOCTbL OU3Heca.

Heobxoanmo HasHayaTb OTBETCTBEHHbIX 3@ MPOBEAEHNE perynsapHbIX
nepecMoTpOB NiaHa no obecnevyeHno HenpepbIBHOCTN BU3Heca;
NoeHTMPULMPOBaHHbIE N3MEHEHUS B Bu3Hec-npoleccax, ewe He OTPaXkeHHble B
nnaHax no obecnevyeHnto HenpepbIBHOCTU Brn3Heca, OMKHbI BbITb YY4TEHbI NyTEM
COOTBETCTBYHOLLMX OOHOBNEHUN NnaHoB. PopMarnmM3oBaHHbIN NPOLECC YNpaBleHUs
N3MeHeHnsIMKN JosmKeH obecneymBaTth pacchiiky 1 BBOL B AeCTBUE OOHOBIEHHbIX
NNaHOB B paMKax UX PerynsipHbIX NepecMOTPOB.



Mprmepbl cuTyauuni, kKoTopble Mornun 6bl noTpeboBaTe 0OOHOBNEHNSA NNAHOB,
BKMNIOYaKOT NpnobpeTeHne HoBOro o6opyaoBaHus nnm obHoOBNEHNE onepaLMOHHbIX
cuUcTeM, a TakKe M3MEHEHUS, CBA3AHHbIE C:

- NepcoHanowm;

- agpecamu Unu Homepamum TenedoHOB;

- cTpaTermen 6msHeca;

MECTOMNOOXEHNEeM, CPeACTBAMU U PECYPCaMU;

3aKOHOOaTeJIbCTBOM;

nogpdagvymnkamm, noctaBLMKamMm 1 OCHOBHbIMW KITMEHTaAMWM;

npoLeccamu (Kkak HOBbIMU, TaK N U3BATbIMN);

- puckamu (onepaumoHHbIMU N (PUHAHCOBbLIMN).

12 CooTBeTCTBME TPEOOBaAHUAM

12.1 CooTBeTCTBME TPEOOBaHMAM 3aKOHOA4ATENbLCTBA

Llenb: npegoTtBpalleHne nobbix HapyLLEHUA HOPM YrONTOBHOMO U rpaX4aHCKOro
npaBa, obs3aTenbHbIX NPeaAnuCcaHui 1 perynmpyrowmnx TpeboBaHnin nnm 4oroBOpHbIX
0b65a3aTenbCTB, a Takke TpeboBaHM Be3onacHOCTH.

lMpoekTupoBaHne 1 PyHKLMOHUPOBaHNE MHAOPMALMOHHBLIX CUCTEM, UX
NCNonb3oBaHME N ynpaBfeHne UMmn MoryT BbiTb NpeamMmeTom oba3aTenbHbIX
npeanucaHnin, perynupyowmx TpebosaHnin, a Takke TpeboBaHmn 6e3onacHoOCTM B
[OroBOpPHbIX 06A3aTENbCTBAX.

CnepnyeT KOHCYNbTUPOBATLCA C HOPUCTAaMM OpraHn3aumm Unn ¢ NPakTUKYOLWNMN
topUCTaMn, UMEKLLMMU COOTBETCTBYIOLLYIO KBanMmKaumno, B OTHOLLEHUN KOHKPETHbIX
topugmyeckmx sonpocos. Crieayet MMeTb B BUAY, YTO 3aKoHodaTenbHble TpeboBaHns
B OTHOLLEHUUN MHGOPMaLUK, CO30AaHHON B OOQHOM CTpaHe U nepefaHHoM B APYryto
CTpaHy (Hanpumep, NMHOPMaLMOHHbBIN NOTOK, NepefaBaeMbii 3a rpaHuLy
rocygapcTtea), pasnmyaroTcs B pasHbIX CTpaHax.

12.1.1 OnpepeneHue NPUMEHNMOro 3aKkoHoaaTeNnbCTBa

Bce npumeHsieMble HOpMbI 3aKOHOAATeNbCTBA, 0b6s3aTeNbHbIE NpeanucaHuns,
perynupytowme TpeboBaHnsa N JOroBopHble 0683aTenbCTBa, CrieayeT YeTko
onpenendatb U JOKYMEHTUPOBaTh 4SS KaX40M MHAOPMALMOHHOM CUCTEMBI.
KoHKpeTHble MeponpusaTnsa no obecnevyeHnto MHpopMaLnoHHOM 6e30NacHOCTU K
nHamemnayasnbHble 0693aHHOCTM OOMMKHOCTHbLIX ML MO BbINOMHEHUIO 3TUX TpeboBaHui
Heob6xoanMMO COOTBETCTBYIOLLMM 0Opa3om onpeaensaTb U AOKYMEHTUPOBATb.

12.1.2 NpaBa nHTenNnNeKTyanHOM CO6CTBEHHOCTH



12.1.2.1 ABTOpCKOE NpaBo

Heobxoanmo BHeapsTb npoueaypbl, obecneymBatoime CooTBeTCTBME
3aKoHoZaTeNbHbIM OrpaHUYeHUsIM Ha UCMNOSb30BaHNe MaTtepunana, B OTHOLEHUN
KOTOPOro MOryT CyLLeCTBOBaTb NpaBa Ha MHTENNEKTYyanbHy COGCTBEHHOCTb, Takne
Kak aBTOpPCKOe NpaBo, NpaBa Ha NPOEKT, TOProBble Mapkn. HapyleHne aBToOpCKOro
npaBa MOXEeT NPMBECTU K cyaebHbIM npoueccam, npeanonararoLmnumMm BO3MOXKHOCTb
YrOoNoOBHOW OTBETCTBEHHOCTMU.

3akoHogaTenbHble, perynupyoLine 1 AoroBopHble TpeboBaHUSA MoryT BBOAUTb
orpaHM4yeHuns Ha KonMpoBaHMe MaTepuarnoB, SBNSOWMUXCS NPeaMETOM
cobCcTBEHHOCTU. B YacTHOCTH, 3TN OrpaHUYeHnst MoryT coaepkatb TpeboBaHus K
MCMOMb30BaHNIO TONbKO TEX MaTepuanos, KOTopble UNn paspaboTaHbl opraHn3aumen,
UNKN NULEH3NPOBaHbI, UM NPeaoCTaBNATCA pa3paboTymkom Ans OpraHu3aLun.

12.1.2.2 ABTOpCKOE NpaBo Ha NporpammHoe obecneyeHune

MporpaMMHbie NPOAYKTbLI, ABASIOLMECS NPEAMETOM Ybe-TO COOCTBEHHOCTH,
06bIYHO NMOCTaBMNAKTCA B paMKax NULEH3NOHHOrO CornalleHusl, KoTopoe
orpaHu4MBaeT UCNOoNb30BaHNE NPOAYKTOB OnpeneneHHbIMU KOMMNbloTepamMu, a Takke
MOXET OrpaHn4YMBaTh KONMMPOBaHUE UX C LIENbIO CO3AaHNSA pe3epBHbIX Konuii. B aTnx
cny4yasix ons obecnedeHns MHopMaLMOHHOW Ge3onacHoCcTu crneayeT
npeaycmatpuBaTtb NPUMEHEHUE CneayroLmMX MeponpUsSTUA:

- CTporoe criejoBaHne TpeGoBaHMSIM aBTOPCKOro NpaBa Ha NporpaMmMHoe
obecrneyeHne, KOTopoe onpeaenseT 3aKOHHOe UCMONMb30BaHMe NPOrpaMMHbIX 1
MHOPMALMOHHBIX NPOAYKTOB;

- onpegenexHve nopsiaka v npasun NpuobpeTeHnst NPorpamMmmMHbIX NPOAYKTOB;

- obGecrneyeHne 0CBEAOMIIEHHOCTM COTPYAHMKOB MO BONpOCcaM aBTOPCKOro npaea
Ha nporpaMMHoe obecnevyeHne NPUHATLIX NPaBuU B OTHOLLIEHWM 3aKyMOK, a Takke
YyBEAOMIIEHNE O NPUMEHEHUN ANCLMNIMHAPHBIX CAHKLWUA K HapYLLUMTENSIM;

- BéeHne CooTBETCTBYOLNX PETMCTPOB aKTUBOB;

- BeleH1e NoaTBePXXAEeHU N OoKa3aTenbCTB COOCTBEHHOCTM Ha NULIEH3MUM,
ANCTPUOYTMBHbIE OUCKWU, PYKOBOACTBA U T.4.;

- KOHTPOrb 3a cobntoaeHnemM orpaHMYeHIn MakCUManbHOMo YMcna paspeLlleHHbIX
nonb3oBaTernen NPorpaMMHbIMU NPOAYKTaMMU;

- perynsipHble NpoBEpPKM NPUMEHEHUS TONbKO aBTOPU30BAHHOIO NPOrpamMMHOro
obecneyeHnst U NULEH3MPOBAHHbIX NPOAYKTOB;

- peanusauusi NONNTUKN Mo 06ecneYvYeHnto BbINOMHEHNS YCIOBUI
COOTBETCTBYHOLUNX NMULIEH3MOHHbIX COrMalleHnii;

- BbIMNOJIHEHWE NpaBuI1 YTUIMN3aunun nnum nepegadum rnporpamMmmHOro obecneyeHns B
apyrume opraHn3auunm;



- opraHM3auus perynsipHoro ayauTa;

- cobrnitogeHve ycrnoBumin nonyyYeHns n3 obLweaoCTynHbIX CeTe NPOrpamMmmHOro
obecneyeHns n nHgpopmauyum (8.7.6).

12.1.3 3awumra y4eTHbIX 3anMcen opraHmsauum

BaxxHble faHHble opraHm3aunn HeobxoaMmo 3awmwaTb OT yTpaThl, paspyLeHns 1
danbcndmkaumn. B oTHOLEHMN HEKOTOPbLIX AaHHbLIX MOXET NoTpeboBaTbCA
obecneyeHne 6e30NacHOCTM XPaHEHUS C LENbO BbINOSTHEHUSA 3aKOHOA4ATENbHbBIX UMK
perynupyrowmx TpeboBaHui, a Takke NOAOEPKKN BaXKHbIX OU3HEC-NPpUNoXeHun. B
KayecTBe NpMMEPOB MOXHO NPUBECTM AaHHblE, KOTOpble MOryT notpeboBaTbCca AN
AokasaTenbcTBa TOro, YTo opraHmMsaumns pabotaet B paMKax yCTaHOBIIEHHbIX 3aKOHOM
HOPM MW perynupyowmx TpeboBaHnm, NNn ¢ LeNbo afekBaTHON 3almnTbl OT
rpakgaHCKOro MUin yrosioBHOro NpecriegoBaHus, a Takke nogTBepXaeHns
(PMHAHCOBOIro COCTOSIHUA OpraHu3auum Ang akumMoHepoB, NapTHEPOB U ayaANTOPOB.
[Mepuoa BpeMeHN XpaHeHNS U cogepXaHme AaHHbIX MOryT ObiTb YCTaHOBIMEHbI B
COOTBETCTBUN C rOCYAAPCTBEHHbIMW 3aKOHAMW UK perynupyrowmumMmm TpeboBaHnAaMM.

[aHHble Heob6xoanMMOo KnaccuuunpoBaTb NO TUNaMm, Hanpumep, Byxrantepckue
3anucu, 3annucu 6a3 gaHHbIX, XypHanbl TpaH3akUUn, XXypHarnsl ayauTa u
ornepaumuoHHbIX npouenyp, Kaxabli ¢ ykazaHMeM nepnoaoB XpaHeHUsa u TUMNoB
HocuTenen XpaHMbIX AaHHbIX (Bymara, MUKpOUbM, MarHUTHbIE UK ONTUYECKNEe
HocuTenwn). Jliobble KpunTorpaduyeckmne Knun, CBA3aHHbIe ¢ 3amMdpoOBaHHbIMMK
apxuamun nnu umdposbimu nognmcamum (10.3.2 n 10.3.3), cnegyeT XpaHuTb
6esonacHbIM cnocobomM 1 NpeaocTaBnATb K HAM, NPU HEOBXOAMMOCTU, AOCTYN TOSNbKO
aBTOPU30BaHHbLIM JiMLIAM.

CneayeT yunTbiBaTb BO3MOXHOCTb CHIKEHUS! Ka4eCcTBa HOCUTENEen, UCMOoNb3yeMblX
ANS XpaHeHWUs! AaHHbIX, OCYLLECTBIATbL NPOLeAypbl MO XpaHEHUo 1 yxoay 3a
HOCUTENSAMU OaHHbIX B COOTBETCTBMM C peKOMeHAaLMAMN N3FOTOBUTENS.

Mpu NCNOMNb30BaHUN 3NEKTPOHHbLIX HOCUTENEN AaHHbIX CreayeT NPUMEHSTb
npoueaypbl NPOBEPKM BO3MOXHOCTM AOCTYMNa K AaHHbIM (Hanpumep, YNTaeMoCTb Kak
caMux HocuTenewn, Tak u oopmaTa AaHHbIX) B TEYEHNE Nepuoaa Ux XpaHeHus ¢
LieNnbto 3aWunTbl OT NOTEpPU BCreacTeme dyayLimx U3MeHeHuUin B MHPOPMaLMOHHbIX
TEXHOJOTUSAX.

CucTeMbl XpaHeHUs AaHHbIX crieQyeT BblOMpaTh TakuM 06pa3om, YTobbl
Tpebyemble AaHHble MOrnu GbITb U3BMEeYEeHbl cnocobom, NpuemnemMbIM Ans cyaa,
AENCTBYIOLLErO N0 HOpMaM rpaykaaHCcKoro unum oblero npaea, Hanpuvep,
BO3MOXHOCTb BblBOJA BCEX HEOOXOAMMbIX 3anucel B NpMeMneMblil nepuos BpeMeHu
n B npuemnemom cdopmaTe.

Heobxogumo, 4To6bl cucTeMa xpaHeHuss obecneymBana YeTkyo naeHTudmkaumo
AaHHbIX, a TaKkke Nepnoa Ux XxpaHeHusl, yCTaHOBMEHHbIX 3aKOHOM UK
perynupylowmummn TpeboeaHnamu. 3ta cucteMa AoMmKHa NPeaoCcTaBnsATb BO3MOXHOCTU
MO YHUYTOXEHWIO JaHHbIX NOCcre TOro nepuoaa, Koraa y opraHusaumm otnager
NOTPEOHOCTb B UX XpaHEHUM.

C uenblo BbINONHEHNS AaHHbIX 006513aTEeNbCTB opraHnsauun cnenyer.



- paspaboTaTb pyKOBOACTBO B OTHOLLEHUN CPOKOB, NOpsiAKa XpaHeHUs u
yTUnu3aumm nigopmaumu;

- COCTaBMUTb rpaduk XxpaHeHs Hanbonee BaXHbIX AaHHbIX;
- BECTM ONUCb UCTOYHMKOB KNtOYeBOW MHopMaLnu;

- BHEApWUTb COOTBETCTBYHOLLME Mepbl ANA 3alUTbl BaXXHOW MHOopMaLmn oT
noTepwu, paspyLieHnsa n ganscmgukaumnm.

12.1.4 3awmTa AaHHbIX U KOHDUAEHUNANBbHOCTL NEePCOHaNIbHON
nHdopmauuu

B psge ctpaH BBeAEHbl HOPMbI 3aKOHOA4ATENbCTBA, B KOTOPbIX YCTAHOBEHbI
OrpaHnYeHunsi B OTHOLEHUM 06paboTkn 1 nepenaym nepcoHarnbHbIX aHHbIX (B
OCHOBHOM, 3TO KacaeTcs MHopmaLmm O XUBYLLMX NIOASX, KOTOPblE MOryT BbITh
NOEHTUPULMPOBAHbI MO 3TOM MHAOPMaLMK). Takne orpaHUYeHns MoryT HanaraTb
00513aHHOCTU Ha TeX, KTO ocyliecTenseT cbop, o6paboTky un pacnpocTpaHeHne
NNYHOWN MHpOPMaLMK, a TakKe MOTyT OrpaHMYMBaTb BO3MOXHOCTb Nepefaym aTmux
AaHHbIX B Apyrne CTpaHbl.

CooTBeTCTBME 3aKOHOLATENBLCTBY NO 3aluUTe AaHHbIX TPpebyeT COOTBETCTBYIOLLEN
CTPYKTYpbl ynpasreHnsa nHdpopmaumnoHHon 6e3onacHoCcTbio. Jlydule Bcero ato
OOCTUraeTcs npu HasHayvYeHUn OOIMKHOCTHOrO fivua, OTBeYaloLwero 3a 3awuTy JaHHbIX
NyTeM COOTBETCTBYIOLLErO pasdbACHEHUS MeHeaKepaMm, nosib3oBaTensam u
nocTaBLUMKam ycnyr o6 Ux MHOMBUAYarbHON OTBETCTBEHHOCTHU, a TaKXe
0643aTenbHOCTM BbINOMTHEHNSA COOTBETCTBYHOLLMX MEPONPUATUIN NO obecneveHunto
MHdOpMaLMOHHOM 6e3onacHoCcTU. Bnagenbubl AaHHbIX 06513aHbl MIHOPMUPOBATL 3TO
OOSMKHOCTHOE NULO O NbbIX NpeanoXeHnax, 0 cnocobax xpaHeHns NepcoHanbHON
NHoOpMaLMKN B CTPYKTYpe (hanna gaHHbIX, a Takke 3HaTb NPUMMEHAEeMble HOPMbI
3aKoOHOOaTeNbCTBa B OTHOLIEHUW 3alUTbl FINYHBIX AAaHHbIX.

12.1.5 NpepoTBpaweHne HeLeneBoro UCNoJsib30BaHUA CpeacTB 06pabdboTku
nHdopmauyuu

Cpeactea 06paboTkm nHOopMaunn opraHn3aummn npegHasHadveHbl ans
obecneyeHnsa notpebHocTen busHeca.

PykoBogCcTBO 4OMKHO onpeaennTb YPOBHM NOSTHOMOYMIA NONb30BaTeNen B
OTHOLLIEHUWN MCNOMb30BaHUA cpeacTB 06paboTkm nHdopmaumn. Jlroboe
MCnonb3oBaHWe 3TUX CPeACTB AS1 HEMPOM3BOACTBEHHbIX UM HEABTOPU30BAHHbIX
uenen, 6e3 ogobpeHns pykoBOACTBA, CriefyeT pacueHnBaThb Kak Heuenesoe. Ecnn
Takas AesaATeNnbHOCTb BbisiIBIIEHa MOHUTOPUHIOM UM ApyruMmmn cnocobamm, To Ha 3TO
cnenyeT o6paTUTb BHUMaHME HENOCPEACTBEHHOIO PYKOBOAMTENSA COTPYAHMKA ANs
NPUHATUA COOTBETCTBYIOLLNX MEP OUCUUNIIMHAPHOIO BO34ENCTBUS.

3aKOHHOCTb MCMOMb30BaHNS MOHUTOPUHIA 3aBUCUT OT AEMCTBYHOLLIENO B CTpaHe
3aKoHoAaTeNnbCTBa U MOXET NoTpeboBaTbCsl, YTOObI COTPYAHUKN ObINN OCBEAOMITEHbI
M Aanv AOKYMEHTUPOBAHHOE corfacue Ha npoBeAeHMe MOHUTOpUHra. MNepea
OCYLLIECTBMNEHNEM MOHUTOPUHIA HEOOXOANMO MOMYYNTb KOHCYNbTaLMIO OpUCTa.

MHorue CTpaHbl UMEKT U HaxXogATCA B npouecce BBegeEHNA 3aKOHOOaTe S IbCTBa



no 3awmTe OT HENPaBUITbHOrO UCMOSIb30BaHMS KOMMbIOTEPOB. BO3MOXHbI cnyyaun
NCMNOoNb30BaHMSA KOMMbIOTEpPA ANA HEaBTOPU3OBaHHbIX Lieneun ¢ NpecTynHbIM
yMbICITIOM. [103TOMYy BaXXHO, 4YTO6bI BCe NOSib3oBaTenu Obinm 0CBEAOMIEHbl O YETKUX
pamMKax paspeLlleHHOro uM goctyna. ATo MOXET ObITb AOCTUTHYTO, HAaNpumep, NyTem
O3HaKOMJIEHMSA Mosib3oBaTenemn ¢ npegocTaBleHHon MM aBTopusaumen B NMCbMEHHON
dopMe nog pocnuch, a opraHudaumm crnegyet 6e3onacHbIM CNocobOM XpaHUTb KOMULO
3TOro AokymeHta. Heobxoammo, 4Tobbl COTPYOHMKM OpraHM3aumm 1 nonb3oBaTenm
TpeTben CTOPOHbI BbINIM OCBEAOMIIEHBI O TOM, YTO BO BCEX CllyYasX OHWM UMEKOT NpaBo
[O0CTyna TOSbKO K TEM AaHHbIM, UCMOSIb30BaHME KOTOPbIX UM pa3peLLEeHo.

Heobxooumo, 4Tobbl MpU perucTpauumn AocTyna K CUCTeMe Ha dKpaHe KoMMbloTepa
Oblrno oTpaXkeHo nNpeaynpexaatollee cooblleHne, ykasbiBatoLwee, YTO cucTema, BXOA
B KOTOPYIO NONb30BaTENM NbITAKTCHA OCYLLECTBUTL, ABMNSETCA CUCTEMON C
OrpaHNYeHHbIM JOCTYNOM, Y YTO HEABTOPU30BAHHLIN OOCTYM K HEl 3anpeLleH.
Monb3oBaTernb OOMKEH NOATBEPANTL 3TO NPOYTEHUE N pearnpoBaTb
COOTBETCTBYHLLMM 06pa3om Ha Hero, YTobbl NPOAOIKUTL NPOLEeCC permcTpaumm.

12.1.6 PerynupoBaHue ncnosnib3oBaHUs cpeacTB Kpuntorpadumn

B HekoTOpbIX CTpaHax NPUHSTbI COornalleHnsi, 3aKOoHbl, perynupytoLine TpeboBaHus
NN Opyrue MHCTPYMEHTHI, onpeaenstoLmne MeponpusaTs no obecnevyeHmto
6e3onacHoCcTN JoCcTyna K KpunTorpadnuyeckum cpeacteam v UX UCMOMb30BaHMIO.
Takne meponpuaTUsa 0ObIYHO BKIHOYAIOT:

- OrpaHUYeHnsa nmnopTa U/Mnu sKkcnopTa annapaTHbIX U MPOrpamMMHbIX CPEACTB
ONS BbINONHEHUS KpunTorpauieckmx gyHKUnM;

- OrpaHUYeHnsa nmnopTa U/mnu akcnopTa annapaTHbIX U NPOrpaMMHbIX CPEACTB,
KOoTopble pa3paboTaHbl TakuMm 00pa3oM, YTO UMEIT, KakK JOMONHeHne,
Kpuntorpadpuyeckne pyHKUmm;

- obs13aTenbHble UMM ANCKPELMOHHbIE METOAbI AOCTYMNa CO CTOPOHbI FOCyAapcTBa K
MHopMaLMK, 3alIMPPOBAHHON C NOMOLLBIO annapaTHbIX UM NPOrpaMMHbIX CPeACTB
ans obecnevyeHms KOHOUAEHUMANBHOCTM ee CoaepKaHus.

[na obecnevyeHnsa yBepeHHOCTN B COOTBETCTBUM MOMUTUKM MCNOSb30BaHUSA
KpunTtorpaduyeckmx cpeacTs B opraHnsaumm HaumMoHanbHOMY 3akoHo4aTenbCTBY
HeobOxoamma KoHcynbTaums topucta. lNpexae Yyem 3awmdpoBaHHas MHoOpMaLma unm
KpunTtorpaduyeckoe cpeactso byayT nepedaHsl B 4pYryto CTpaHy, Heob6xoaumMo Takxe
NONYYMTb KOHCYNbTaUUIO topUcTa.

12.1.7 C60p AoKa3aTenbCTB

12.1.7.1 MNMpaBwuna ncnonb3oBaHusa 1 cbopa gokasaTenbCTB

Heobxoanmo nmeTb agekBaTHble CBUAETENbCTBA, YTOObI NoAAEPXXNBATL UCKN UMK
Mepbl BO34ENCTBUS, HanpaBlieHHble NPOTUB (PU3NYECKOro nmua Unn opraHn3aumm,
KOTOpble HapyLInnuv npasuna ynpasneHus MHopMauoHHOM 6e30NacHOCTbIO.

Bcakun pas, korga 9T Mepbl BO34ENCTBUA SBAAIOTCA NpeaMeTOM BHYTPEHHEro

AVCUMNNMHAPHOro npolecca, CBMAEeTENbCTBA AOMKHbI OblTb ONMcaHbl B COOTBETCTBUK
C BHYTPEHHUMM NpoLeaypamMu.



Korgoa mepbl BO30eNCTBUSA/MCKM 3aTparMBatoT BONPOCHI KaK rpaXgaHCKoro, Tak u
YrosIoOBHOro npaea, Heobxoanmo, YTobbl NpeacTaBneHHbIe CBMAETENbCTBA
cooTBeTCTBOBaNu TpeboBaHMsM K cOOpy CBMAETENBLCTB, U3NOXEHHBIMU B
COOTBETCTBYHOLLMX NPaBOBbIX HOPMax UnNun TpeboBaHMsIM KOHKPETHOrO cyaa, B
KoTopom ByaeT paccmaTpuBaTbCsa AaHHbINM Bonpoc. B obwem cny4vae, 9T npasuna
npegycmaTtpuBatoT:

- 0onyCtMMOCTb CBUOETENIbCTB! OENCTBUTENBHO NN CBMOETENLCTBA MOryT
MCnonb30BaTbCA B CyAe UITN HET;

- BECOMOCTb CBMNOETENIbCTB. KA4eCTBO 1 MNOJIHOTA CBUOETEJIbCTB,

- afjeKBaTHOe CBMAETENbCTBO TOrO, YTO 3TN Mepbl KOHTPOns (Npouecc cbopa
CBMAOETENbLCTB) OCYLLECTBIANUCL KOPPEKTHO M NOCNeaoBaTENbHO B TEYEHNE BCErO
nepuvopga, Koraa yctaHOBfEeHHOEe CBMAETENbCTBO UHLUMAEHTA HApYLLEHWS
nHdopmMaLmMoHHON B6e3onacHoCTN ObINIO coXxpaHeHO 1 0bpaboTaHO CMCTEMOWN.

12.1.7.2 JonyCTMMOCTb JOKa3aTeNbCTB

YT1006bI 4OCTMYb NPU3HAHWNS AOMNYCTUMOCTU CBUAETENLCTB, OpraHn3aumnsm
Heo6xoaMMo obecneynTb YBEPEHHOCTb B TOM, YTO UX MHCPOPMAaLMOHHbLIE CUCTEMBbI
COOTBETCTBYIOT BCEM HOPUAMNYECKMM TpebOoBaHMUSIM 1 NpaBuamM B OTHOLLEHWM
AOMYyCTUMbIX CBMAETENLCTB.

12.1.7.3 KayecTBO 1 nonHoTa AoKka3aTesnbCcTB

YTo6bl 4OCTMYbL KayecTBa U MOMNHOTbI CBUAETENbCTB, HEOOXOANMMO Hanu4yne
y6eauTenbHbIX NOATBEPXAEHUI cBMaeTeNbCTB. B obuwem cnyyae, Takue
ybeantenbHble NoATBEPXKAEHUS MOTYT ObITb JOCTUrHYThI CrieayroLnuM 06pa3om:

- 4Na GyMaXKHbIX JOKYMEHTOB: OpuUrnHan xpaHutcs 6e3onacHbiM cnocobom u
domKcupyeTcs, KTO Hawen ero, rae oH 6bin HanaeH, korga oH 6bin HangeH n KTo
3acBugertenscreoBan obHapyxeHne. Heobxogumo, 4Tobbl ntoboe nccnegosaHmne
noaTBEPAUIO, YTO OPUTMHANbI HUKTO HE NbITanCcs UCKa3uTb;

- NS HoOpMaLUMM Ha KOMMNbIOTEPHBIX HOCUTENSX: KONUKM MHdoOpMaLmn, Ans
NOObIX CMEHHbBIX HOCUTENEN MHpopMaumm, AN XKECTKUX OUCKOB UM U3 OCHOBHOW
namMsTM KOMMbOTEPA, CrieqyeT BbINOSHATE Taknm obpa3om, 4Tobbl obecneynTb nx
OOCTYNHOCTb. YKypHan Bcex eNCTBUM, BbINOSHEHHbIX B TeYEHNe npoLecca
KONMpoBaHus, HEODXOAMMO COXPaHATb, a caM NPOLLECC KONMMPOBaHUSA He06XoanmMo
AoKymeHTnpoBaTb. OgHYy KONUKO HOCUTENEN MHAOPMALIUN U XKypHan CrieayeTt XpaHuTb
B©es3onacHbIM cnocobom.

Koroa vHunaeHT oGHapyxmBaeTcs BnepBble, HE 04EBUOHO, YTO OH MOXET
NMPUBECTUN K BO3MOXHbIM CyaebHbIM pa3bupaTtenscteam. [1oaTomy, cyuwecTeyeT
onacHoOCTb, YTO HeobxoaMMoe nokasaHue GyAeT crny4anHo paspyLleHo npexae, Yem
0CO3HaHa Cepbe3HOCTb MHUMAeHTa. LlenecoobpasHo Ha camMoMm paHHeM aTarne
npuBnekaTb pUcTa NN MunNuuMio B Niobom criydae npegnonaraemMbix cyaebHbIx
pa3bupaTenbCTB M NonyyYaTb KOHCYNbTaLMo OTHOCUMTENBHO TPEBYEMbIX
CBUOETENbCTB.



12.2 NMNepecMoTp NONUTUKN 6€30MACHOCTU N TEXHNYECKOE COOTBETCTBME
TpeboBaHMAM Ge3onacHOCTH

Llenb: oGecneyeHne cooTBETCTBMS CUCTEM MONUTUKE 6E30MNacHOCTM opraHu3auum
N cTaHaapTam.

Be3onacHOCTb MHPOPMALMOHHbBIX CUCTEM HEOBXOOMMO PEerynspHo aHanMampoBaTtb
N OLEHMBATb.

Takon aHanus (nepecmoTp) He06XO0AUMO OCYLLECTBNATL B OTHOLLEHUM
COOTBETCTBYHLLUNX NONMTUK 6e30nacHOCTH, a NporpaMMHble CpeacTsa u
NHPOPMaLIMOHHbIE CUCTEMbI JOMKHbI NoABeEpraTbCa ayanTy Ha npeameT
COOTBETCTBUA 3TUM NOSNMTUKAM.

12.2.1 CooTBeTCcTBME NONIUTUKE Oe30MacHOCTU

PykoBoautenu gomkHbl obecneynBaTh NpaBubHOE BbINOSIHEHME BCEX NpoLeayp
Ge3onacHOCTU B Npeaenax nx 30Hbl 0OTBETCTBEHHOCTU. Kpome Toro, Bce cdephl
AesTenbHOCTN opraHn3aumm HeobxoaMmo NoABepraTb perynsipHoMy NepecmoTpy Ans
obecneyveHns TpeboBaHun No obecneveHno NHPopMaunMoHHon 6esonacHocTu. MNpu
3TOM, KpOoMe (PYHKLMOHMPOBAHUSA MHPOPMALIMOHHBIX CUCTEM, aHanu3y AoMKHa
NoABepraTbCs TakKe AesATENbHOCTb:

NMOCTaBLLNKOB CUCTEM;

BrnagenbLeB MHpopMaLumn 1 MHPOPMaLIMOHHbIX aKTUBOB;

nonb3oBaTeneun;

pyKoBOACTBA.

Bnagenbuam nHdopmaumoHHbIx cuctem (5.1) cnegyeT npoBOAUTL perynsapHble
MOHUTOPUHIN UX CUCTEM Ha COOTBETCTBUE MPUHATBLIM NONIMTUKaAM 6e30NacHOCTU U
ndbim gpyrum TpeboBaHmsim 6e30nacHOCTN.

Bonpocbl MOHUTOPUHIa UCMOSIb30BaHUS CUCTEM pacCMOTpeHbl B 9.7.
12.2.2 NpoBepka TeXHNYECKOro COOTBETCTBUA TpeboBaHMAM 6e30nacHOCTU

MpoBepka TEXHUYECKOrO COOTBETCTBMS BKITHOYAET UCTbITAHUS OnepaLMoOHHbIX
cucteM anst obecneyeHnss ygepeHHOCTU B TOM, YTO MEPONPUSTUS MO obecrneyeHnto
NHGOPMaLMOHHON 6e30nacHOCTU PYHKLMOHMPOBaAHUS annapaTHbIX Y NPOrpaMMHbIX
cpencTs 6binv BHEAPEHbI NpaBUiibHO. OTOT TMN NPOBEPKU COOTBETCTBUS TpebyeT
TEXHUYEeCKON NoMoLM cneumanmcTa. [JaHHy NpoBepKy CreayeT OCYLLEeCTBNATh
BPYYHYIO (NPV MOMOLLM COOTBETCTBYHOLLNX UHCTPYMEHTAaMNbHbLIX Y NPOrpaMMHbIX
cpencTs, Npy HeOBXOANUMOCTI) ONBbITHOMY CUCTEMHOMY MHXEHEPY UM C MOMOLLbIO
aBTOMaTU3NPOBAHHOIO MakeTa NPorpaMm, KOTOPbIN reHepPUpPYeT TEXHUYECKUIA OTYET
ANS nocneayLwero aHanmaa TeXHUMYeCKMM CrneLmanmcTom.

ﬂpOBepKa COOTBETCTBUA TAKXE BKITIOHAET TECTUPOBAHME HA HAJTM4YME MOMNbITOK
HECaHKUMOHNPOBAHHOIO OCTyMna K CUCTEME (I'IpOHI/IKHOBeHI/Ie), KOTOpPOE MOXEeT ObITb
BbIMOJIHEHO HE3AaBUCUMbIMWU 3KCMNMEPTAMM, cneunarbHO rnpuriialleHHbIMU NO KOHTPAaKTy



Ans atoro. [laHHOe TeCcTMpOBaHUE MOXET OblTb NOSIe3HbIM 4S8 0OHapyXeHuUs
YSI3BMMOCTEN B CUCTEME U AN NPOBEPKM 3IPDEKTUBHOCTM Mep 6e30nacHOCTM npu
npefoTBpaLlLeHNn HeaBTOPM30BaAHHOIO AOCTYNa BCNeACTBUE 3TUX YA3BMMOCTEMN.
Ocobyto OCTOPOXHOCTb CriedyeT NPosiBATb B Cy4vasix, Koraa TecT Ha NPOHUKHOBEHUe
MOXeT NPUBECTUN K KOMNpoMeTauumn 6e30nacHOCTU CUCTEMbI U HenpegHaMepeHHOMY
NCMOMb30BaHNIO APYrUX YA3BUMOCTEN.

JTrobas npoBepKa TEXHNYECKOIro COOTBETCTBUNA AOJ1XKHA BbINMOJTHATLCA TOJIbKO
KOMMNETEHTHbIMWN, aBTOPU3OBAHHLIMU ML AMWN nnbo nog nx HabnwaeHnem.

12.3 Mepbl 6e3onacHOCTM Npu NpoBeAeHUM ayauTa

Lenb: makcummnsaums apdpekTMBHOCTU U MUHUMN3ALUUA BIUSHUS Ha
NHOpMaLMOHHY0 6e3onacHOCTb B NpoLecce ayamta CUCTEMBI.

Heobxoanmo npegycmaTpuBaTb MEPONPUATUS MO o6ecnedeHnto
NHOPMaLMOHHOM 6e30MacHOCTN onepaumoHHON cpefbl U UHCTPYMEHTarNbHbIX
CpecTB ayauTa B npouecce NpoBeeHuss ayanta CUCTEM.

3awmTa Takke TpebyeTcsa Ans nogaepXaHus LEeNOCTHOCTM MHEOPMAaLMOHHOW
CUCTEMbI N NpefoTBpaLLEHMST HEMPABUbHOIO MCMNOSNIb30BaHMS UHCTPYMEHTambHbIX
cpencTs ayauTa.

12.3.1 MeponpuaTusa no obecnevyeHno MH¢popMaLMOHHOMN 6€30MacHOCTH NpU
npoBeAeHUUN ayauTa CUCTEM

Tpe6OBaHMF| N 0encTBus ayaouTta, BKIro4Yarwne npoBepKy onepaynoHHbIX CUCTEM,
Heob6xoaMmMo TwaTenbHO nnaHMpoBaTb 1 COrnacoBbIBaTh, 4TOObI CBECTU K MUHUMYMY
puck an4a 6|/13Hec-r|poueccoa. Heobxognmo YYUTbIBATb crnegyrulee:

- TpeboBaHusA ayanTa Heob6xoaMMO cornacoBaTb C COOTBETCTBYOLLUM
PYKOBOACTBOM;

- 06bem paboT no npoBepkam criefyeT COrnacoBbiBaTb U KOHTPONMPOBATb;

- NPY NPOBEAEHMM NPOBEPOK HEOBXOANMO 1CMONb30BaTh AOCTYM TOMbLKO A1S
YTEeHUs! K NPorpaMMHOMY 0GECrneYeHunio 1 AaHHbIM;

- Apyrve Buabl 4OCTyna MoryT 6biTb paspeLleHbl TONbKO B OTHOLIEHUN
N30NMPOBaHHbIX KONUIA hannoB CUCTEMBI, KOTOPbIE HEOOXOAMMO yaanaTb Mo
3aBepLUeHnio ayauTa;

- He06X0AMMO YETKO aeHTUdMUMpoBaTh 1 obecrneymBaTb JOCTYNHOCTb
HeoBX0AMMbIX peCcypCcOoB NMHOPMALIMOHHBIX CUCTEM A5 BbINONIHEHMS MPOBEPOK;

- TpeboBaHUsA B OTHOLLUEHUM CnieumanbHOM U gOoNoNHUTENbHON 06paboTkn
AaHHbIX cnegyeT naeHTunUMpoBaTh 1 COrnacoBbIBaTh;

- BECb AOCTYN AOMMKEH NoaBepraTbCsi MOHUTOPUHTY U PEFUCTPUMPOBATHLCS C LIENbHO
obecneyeHnss NPOTOKONMPOBaHUA ANs NOCNeAyHLNX CCbINOK;



- BCe npoueaypsbl, TpeboBaHusa n 06a3aHHOCTM ayauTa cnegyeT AOKYMEHTMPOBaThb.
12.3.2 3awmTa MHCTPYMEeHTanbHbIX CPeACTB ayAauTa CUCTEM

[locTyn K UHCTPYMEHTanbHbIM CpeACTBaM ayauTa CUCTEM, TO eCTb MPpOrpaMmMHOMY
obecneyeHnto unu darnam gaHHbIx, Heo6xoaMmo 3awmwaTb, YToObl NpegoTBPaTUTL
noboe BO3MOXHOE UX HEMPaBUITbHOE MCMONb30BaHME UK KoMnpomMeTauuto. Takue
MHCTPYMEHTarbHble cpeacTBa He06XoaMMO OTAENSTb OT CUCTEM pa3paboTku u
CUCTEM OMNepaLMoOHHONM Cpefbl, a TakkKe He XpaHUTb 3TU cpeacTBa B 6MbnmoTekax
MarHUTHbIX NEHT UIK Nosfb3oBaTENbCKMX 06nacTsaX, ecnm He obecneyeH
COOTBETCTBYHOLLMIA YPOBEHb AOMOMHUTENBHON 3aLUTHI.
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